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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Site

Signature

Device Action

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3355
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
82. 145. 217. 86 Eur ope 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 1
94. 102. 49. 206 Net her | ands 147.237.76. 199 e. nakchal .idf.il B ock Np Al Net drop 1
212. 143. 254. 66 | srael 147.237.76. 86 navy.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address

|Attacker Qountry |Target Address

|Site

|Sgna1 ure

Devi ce Action |Oount |

31. 154, 163. 198 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000138: HITP. prefix 1.01 in the UR B ock 10
176.13. 9. 251 I srael 147.237.0. 34 tikshuv.idf.il|Cl000138: HITP. prefix 1.01 in the LRL B ock 2
62.212.73.211 Net her | ands 147.237.77.216 |dover.idf.il |Cl000074: HITP. majestic bot B ock 2
97.104. 98. 214 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000008: HTTP: Xenu User Agent B ock 1
106. 120. 173.159 |thina 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
113. 10. 160. 60 Hong Kong 147.237.77.216 |dover.idf.il [9221: HTTP. PUT Method Execution over HTTP/ VbDAV Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address |Attacker Qount ry |Signature
80. 246. 133. 239 |147.237. 77. 233l srael atal.idf.il ET DB Large anount of TGP ZeroWndow - Possible Niller2 12
DDos attack

195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 3
180.97.81. 71 147. 237. 76. 199 |Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
128. 199. 128. 167|147. 237. 77. 216 |S ngapor e dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
122.114. 117. 177|147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
122.114.117.177|147.237.0.16 |China ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
52.11.196. 117 |147.237.72.167 |Lhited Sates i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 4096 1
23.96.219. 55 147.237.76. 202 |Lhited Sates e halag.idf.il ET SCAN Potential SSH Scan 1
23.96. 219. 55 147.237.76. 148 |hited Sates ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
5.160. 14.250  |147.237.76.34 L;a” Islanc Republ i, o aniof i ET SCAN NVAP -sS wi ndow 1024 1
184.80.10. 136 [147.237.76.34 |Lhited Sates yohal an. i df .il ET SCAN NVAP -sS wi ndow 3072 1
139. 217. 27. 204 |147.237.77.19 |China lawforumidf.il ET SCAN Potential SSH Scan 1
122.114. 117. 177|147. 237. 76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
122.114. 117. 177|147. 237. 76. 42 |Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
40.117.103.99 |147.237.72. 166 |Wited Sates akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
23.96.219. 55 147.237.76. 197 |Lhited Sates e hinush.idf.il ET SCAN Potential SSH Scan 1
23.96. 219. 55 147.237.0.16 |lLnited Sates ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

109. 64. 67. 166 |l srael 147.237. 72. 167 |i shuri maka. i df . i | > dro 552
Ret r ansni ssi on Packet dropped. P
Sreamng Engine: TCP Invalid i i ssi
79.183. 151. 201 | srael 147.237.72. 166 |aka.i df .l 9 =9 Invalid segnent retransmssion. |, 33
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 27
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 13
Sreaming Engine: TGP Invalid i i ssi
109. 64. 86. 105 |Israel 147.237.77. 243 |nobil e. i df i 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
212.143.142.56 |l srael 147.237.77. 216 |dover.idf il drop First packet isn't SWN drop
41.43.51. 144 Egypt 147.237.77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
80. 246. 133. 239 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreaning Engine: TGP Invalid i i ssi
77.66.60.75  |Denmark 147.237.0.34  |tikshuv.idf.il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.198  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 6
Ret r ansni ssi on Packet dropped.
5.102.254.116 |l srael 147.237.72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber nonitor |5
Sreamng Engine: TCP Invalid i i ssi
149.88.251.52 |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
46.120.49.103 [israel 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 4
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 4
178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 3
Sreaning Engine: TGP Invalid ' i ssi
79.176. 115. 170 | srael 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
2.54.154.206  |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Inval id invalid segnent retransnissi on drop 3
Ret r ansmi ssi on Packet dropped.
94.230.86.170 |Israel 147.237.72. 166 [aka.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |3
Sreaming Engine: TGP Invalid i i ssi
79.179.184.85 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185. 27. 105. 111 |l srael 147. 237.72. 166 |aka i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.210. 186. 245 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Russi an S Streamng Engine: TCP Invalid [invalid segnent retransmission.
ration cket dropped.
178. 154. 189. 8 Federat i 147.237.72. 166 |aka.idf.il Ret 1 ansni ssi on Packet d d drop 3
Sreaming Engine: TGP Invalid i i ssi
2.52.1.233 I'srael 147.237. 77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.180.17. 1 I srael 147. 237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
5.28.172. 71 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. . 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
87.71.26.48  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
77.125.12.176 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
31.210.187.78 |[Israel 147.237.72. 166 |aka.i of .i Bad TCP sequence Inval i d ACK nunber noni t or
2.54.31.110 I srael 147.237.77. 243 |nobil e.idf .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreanming Engine: TCP Invalid i i ssi
79.182. 161. 223 |israel 147.237.72. 166 |aka.i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
89. 138. 202. 232 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
41.178.211. 134 |Egypt 147.237. 77. 216 |dover. i df .i Bad TCP sequence Invalid ACK nunber noni t or 2
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 2
89. 138. 202. 232 |l srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
178. 63.105.85 |Ger many 147.237.77. 179 |e.nazi .idf .il dr op SAMrul e drop 2
79.176.241. 211 |l srael 147.237.77.74 |lawidf.il drop First packet isn't SWN drop 2
Sreaning Engine: TGP Invalid ' i ssi
68.180.231.54 |lhited Sates |147.237.76. 200 [ei tan. aka i df i1 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansni ssi on Packet dropped.
. . SYNtAXK retransmit with .
41.178.211. 134 |Egypt 147.237.77. 216 |dover. i df .i Bad TCP sequence di fferent w ndow scal e noni t or 2
41.178.211. 134 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
37.46.39. 192 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 86. 125 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
141.212.122. 194|Wited Sates  |147. 237.77. 226 "‘:"‘IW chanatz. aka. 1df o At t ack SYN -> SYN-ACK -> RST rej ect 1
41.43.51. 144 Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
141.212.122.68 |Whited Sates |147.237.77. 170 |n@arachot . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
198.20.69.74  |Wited Sates |147.237.77.226 "‘f"l’“ chanat z. aka. 1df o At t ack SYN -> SYN-ACK -> Timeout |reject 1
5.102.254. 3 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.77 |Wited Sates [147.237.0.34 [tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
37.26.146.192 |l srael 147.237.76.30 |hinush.idf.il Bad TCP sequence Invalid ACK nunber alert 1
109. 253. 134.52 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Invalid ACK nunber aert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.52.181. 205 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 44
113.10.160. 60 |Hong Kong |147.237.77.216|dover.idf.i | Mil ti pl e Unaut horized URL Access from 113. 10. 160. 60 Bock |25
66. 220. 145. 245 g];::: 147.237.77.216|dover. i df . il D stributed Uhaut hori zed UR. Access on waw idf.il/error.htm Bl ock 3
46.19. 85. 145 I srael 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code Bl ock
109. 64. 86. 105 |l srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code Bl ock
157. 55. 39. 193 g‘;tt:: 147.237.77.216|dover. i df . il DO stributed Whaut horized LR. Access on ww idf.il/error.htm B ock 2
71.166. 97. 130 ;“;tteeg 147.237.77.216|dover.idf . il Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
131. 253. 25. 192 g‘;tt:: 147.237.77.216|dover. i df . il DO stributed Whaut horized LR. Access on ww idf.il/error.htm B ock 2
Unknown HTTP Request Met hod
KA+$ZDf §1 +é) UEG/ de+ag—[ [ #16] ] S5i A | Yob8[ [ #16] ] 382« (" DA 2 Ciz HACU[
. . [#16]]>-»[[#28]]"tW" Y Y aNL, "* ™/7[ [ #3] ], Ae [ [ #24] ] YE, 4kn: &s ¥m—23-S
79.179.99.65  [Israel 147.237.72. 166 |aka. i df . i | S35/ *[ [ #19] ] 4l RE'[[#21]] @ a6_31 Yo<[ [ #6]] OW [ #28]] gL&ii f #0124 [#20]] 2K [*
—aee (1 {q[[#22] IN-A 1D [[#4]1& <2 Ui “[[#1]] 6 12[[#12] ] ulZx" L bzZl ROAL T°
E[ [ #20] ] ZUkLézM | Bj OF] [ #12] ] 78T
207.46.13. 172 ;h;:ee: 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robot s. t xt B ock 1
66. 249. 69. 85 I srael 147.237.77. 176 |mat pash. i df . i|  [Wauthorized URL Access to v cogat . idf.il/english/ pages/defaul t. aspx B ock 1
141.212.122. 64 ;“;tteeg 147.237.0.34 |tikshuv.idf.il |Uhauthorized URL Access to /x B ock 1
87.71.9.228 I srael 147.237.76.31 [nakchal .idf.il [Unhauthorized URL Access to waw nakhal .idf.il/xnrpc. php Bl ock 1
Illegal Byte (ode Character in Header Nane
79.179. 99. 65 I srael 147.237.72. 166 |aka. i df . i | C GA2! Axge [ [#3]1}3 _[[#16] ][ [#4]]1t CBax[ [ #17]] + 0#011K] [ #8] ] & GE" « z3 63 |H ock 1
B¢t GUANT Kut — a00[ [ #7] ] &] 1f ANKN+6" SUi GYg3AS
113.10.160. 60 |Hong Kong |147.237.77.216|dover.idf.i | Mil tipl e Adnin Bl ocking from 113. 10. 160. 60 B ock 1
. . Uhtraceabl e S3. Sessions: Protocol viol ation
79.179. 99. 65 | srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
141.212.122. 64 g“;:s 147.237. 77. 170 |m@ar achot . i df . i | [Unaut hori zed URL Access to /x B ock 1
37.26.148.153 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Mil tiple Untraceabl e SSL Sessions from92. 77.138. 187 (Protocol viol ation
92.77.138.187 |Germany |147.237.77.216|dover.idf.il (SSL._CONN_APPL| CATI ON_DATA EXCHANGE) ) None 1
79.179. 99. 65 I srael 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header Val ue Bl ock 1
66.249.64.131 |Israel 147.237.72. 166 [aka. i df . i | Distributed Unauthorized URL Access on 147. 237. 72. 166/ Bl ock 1
194. 72. 238. 241 Ei“'ntgegom 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to i df .il/xyzzy Bock |1
87.71.9.228 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt Bl ock 1
77. 66. 60. 75 Denmark |147.237.0.34 |tikshuv.idf.il |Wauthorized LRL Access to v tikshuv.idf.il/894-en Bl ock 1
. . . |Uhaut hori zed URL Access to
149. 88.251.52  |Israel 147.237.76.200(ei tan. aka. i df . il vanw i tan. aka. i o . i |/t enpl at es/ honepage/ honepage. aspx B ock 1
37.237.192.104 |iraqg 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wweidf.il/arr/ B ock 1
95.91.192.120 |Germany |147.237.77.216|dover.idf.il Lhtraceabl e SSL Sessi ons: (pen Mde None 1
Illegal Byte Gode Character in Mthod
KA+$ZDf §1 +é%) UEG/ de+ug—[ [ #16] ] S5i A | Yob8[ [ #16] ] 382« (" DA 2 Ciz HACU[
. . [#16]]>-»[[#28] 1"t W" Y YI 4NL, "* ™/7[ [ #3] ], Ae [ [ #24] ] YE, 4kn: &¢ ¥/n—23-S
79.179.99.65  |Israel 147.237.72. 166 |aka. i df . i | =35+ [ [#19]] & RE'[[#21]] @ 3a6_31 Ye<[ [ #6]] ON | #28] ] gL f 012 [#20]] |2 Ok |
—age (1 {q[[#22] IN-A 1D [[#4]1& 2 Ui “[[#1]] 61 12[[#12] ] ulZx"t bzZl ROCAL A
E[ [ #20]] ZUtLézM | B; OF[ [ #12]] 78T
66.249. 64. 137 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ gi yus/ f or umi asp/ showf or um asp [B ock 1
198. 58. 102. 158 g;g: 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw i df.il/1294- he/ v i df . i | Bl ock 1
113.10. 160. 60 |Hong Kong |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to wnidf.il/fck/ Bl ock 1
2.52.42. 253 I srael 147.237.77.216|dover . i df . il Untraceabl e SSL Sessions: (pen Mde None 1
87.71.9.228 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/xnirpc. php B ock 1
79.179. 99. 65 I srael 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane Bl ock 1
156. 199. 152. 250 147.237.77.216|dover.i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 64. 7. 20 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ at al . aspx B ock 1
79.179. 99. 65 I srael 147.237.72. 166 [aka. i df . i | Mal for med URL Bl ock 1
. . . Unaut hori zed URL Access to
66. 249. 64. 198 |l srael 147.237.77. 243 |nobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1763 B ock 1
207. 46. 13. 160 ;“;tteeg 147.237.77.216|dover.i df .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
Gooki e Tanpering on cooki e Logi n: Expected
khkkhkhkkhkhkhkhhkhkhkhkhhhkhhhhhhhhhhhhhhhhhhhhhhhhhhhkhhhkhhkhhhhhhhkhhhkhhhkhhkhkdhhkhhhhhrhkhx
2.52.181. 205 I srael 147.237.0.19 |nadimatal .idf.i None 1
*, (bserved
khkkhkhkkhkhkhkhhkhkhhkhhhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhkhhhhhhhhhhhhkhhhkhhkhkdhhkhhhhhrhkhx
87.71.9.228 I srael 147.237.76.31 |nakchal .idf.il |PHP Attenpt B ock 1
79.179. 99. 65 I srael 147.237.72. 166 [aka. i df . i | Abnormal |y Long Request net hod Bl ock
46. 19. 86. 129 | srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock
157. 55. 39. 112 ;“;tteeg 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
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