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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  [Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3668
81. 218. 65. 210 | srael 147.237.0. 34 tikshuv.idf.il |Block Udp All Nets drop 3




03-13-2016-23:04:07 to 03-14-2016-00:04:07

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Devi ce Action |Count |
5.29.7.66 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP: prefix 1.01 in the LR B ock 9
109. 67. 97. 95 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 8
144.76.12. 75 Ger many 147.237.72.166 |aka.idf.il C1000074: HTTP. maj estic bot B ock 4
46.117.14. 49 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP: prefix 1.01 in the LR B ock 4
144.76.12.75 Ger many 147.237.77.176 |mat pash.idf.il C1000074: HITP. naj estic bot B ock 2
144.76.12. 75 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
144.76.12. 75 Ger many 147.237.76.42 |refuah.idf.il CL000074: HTTP. naj estic bot B ock 2
144.76.12.75 Ger many 147.237.77.226 W, chanat z. aka. i df .i| |CL000074: HTTP: naj estic bot B ock 2
62.212.73.211 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
144.76.12. 75 Ger many 147.237.76.86 |navy.idf.il CL000074: HTTP. naj estic bot B ock 2
37.26.148. 216 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
144.76.12. 75 Ger many 147.237.77.74 |lawidf.il C1000074: HTTP. maj estic bot B ock 2
51. 255. 65. 21 United Kingdom [147.237.77.74 |lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
173.208.145.58 [Lhited Sates 147.237.76.86 |navy.idf.il 0543: HITP. php.cgi Access B ock 1
51. 255. 65. 94 United Kingdom [147.237.77.74 |lawidf.il C1000146: HTTP.  AhrefBot crawler B ock 1
164.132.161.24 |italy 147.237.77.74 |lawidf.il Cl000146: HTTP. AhrefBot craw er B ock 1
106. 120. 173. 159 |Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
164.132.161.34 |[italy 147.237.77.74 |lawidf.il C1000146: HTTP. AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66. 249. 69. 26 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
159. 149. 46. 101 147. 237.77. 212 Italy e. dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
54. 93. 85. 231 147.237.0.34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
207.191. 225. 83 147.237.0.35 Lhited Sates akavs. i df.il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.77. 226 Lhited Sates waw chanat z. aka. i df . i | ET DROP DBshield B ock Listed Source 1
159. 149. 46. 101 147.237.77. 212 Italy e. dover.idf.il ET SCAN NMAP -sS w ndow 4096 1
218. 246. 0. 97 147.237.72. 156 Chi na aman.idf.il ET SCAN NVAP -sS wi ndow 1024 1
207. 191. 225. 83 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 21
Sreamng BEngine: TCP Invalid i i ssi
109. 65. 48. 4 I srael 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransnission drop 18
Ret r ansm ssi on Packet dropped.
173.68.118. 195 |Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 14
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 9
Sreaming Engine: TGP Invalid i i ssi
37.26.148.162 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 6
Sreamng BEngine: TCP Invalid i i ssi
2.54.165.254  |israel 147.237.72. 166 |aka. i f . i1 9 =9 Invalid segnent retransnission drop 6
Ret r ansm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
109. 64. 15.199 | srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 6
Ret r ansmi ssi on Packet dropped.
37.26.148.170 |lsrael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TGP Invalid i i ssi
5.22.135.205  |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segment retransmission. drop 6
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
5.22.130. 95 I'srael 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dropped.
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df .i | SYN Attack rej ect 4
) . SN retransmt wth different .
132. 66. 236. 200 |Israel 147.237.77. 233 atal .i df .i | Bad TCP sequence . noni t or 4
w ndow scal e
37.46.41.98 I srael 147.237.72. 167 |ishurimaka.idf .i[Bad TCP sequence Inval i d ACK nunber noni t or 4
reaming BEngine: TCP Invali i i ssi
65.55.210. 180 |United Sares |147. 237, 76. 200 |eitan aka i ot i1 |2} @M N9 Engine: TCP Invalid — Jinvalid segnent retransnission drop 4
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
31.168. 195. 246 || srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
79.181.33.26 | srael 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
77.125.114. 158 |israel 147.237.72. 166 |aka. i of .11 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.85.169  |Israel 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
31. 210. 187. 140 |Israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
reaming BEngi ne: TCP Invali i i ssi
185. 120. 126. 74 147.237.72. 166 |aka. i df . i Streamng Engine: TCP Invalid Jinvalid segnent retransnission drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng BEngine: TCP Invalid i i ssi
2.54.132.113  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreanming Engine: TCP Invalid i i ssi
79.181.248.87 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 65. 215. 235 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
2.52.1.233 I'srael 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
46. 19. 85. 240 | srael 147.237.76.42 |refuah.idf.il drop Frst packet isn't SYN drop 3
reanmn ine: TCP Invali i i ssi
80.179.9.7 I srael 147.237.72. 166 |aka. i df .| Streamng Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.210.187. 181 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
79. 183. 109. 203 |Israel 147. 237.72. 166 |aka i df . i | Streamng Engi ne: TCP alid invalid segnent retransnission, drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79.176.81.150 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
109. 65. 240. 182 | srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
178. 255, 215. 87 |France 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
2.54.6.231 I srael 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
176.13.15.217 |israel 147.237.76.86 |navy.idf.il 9 =9 Invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TP Invalid i i ssi
79.179.175.90 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 64. 194. 204 | srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
79.183.163. 171 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
31.154. 164.67 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
79.176.198.77 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.54.24. 147 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TP Invalid i i ssi
79.180.237.7  |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
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Signature

Sreanming Engine: TCP Invalid i i ssi
77.125.80.94  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.166  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.183.215.44 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dropped.
91. 200. 12. 7 krai ne 147.237.0.34  |tikshuv.idf.il drop SAMrul e drop 2
87.69. 128. 64 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
79.176.241. 211 |l srael 147.237.77.74 |lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 2
91. 200. 12. 7 krai ne 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
Sreanming Engine: TQP Invalid i i ssi
217. 132. 104. 191 | srael 147. 237.77. 243 |nobi l e.i df . i1 9 =g Invalid segnent retransmssion. drop 2

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
89.139.131.110 [Israel 147.237.0.19 |[nadimatal .idf.i|Ostributed Suspicious Response Code B ock 71
2.54.145. 42 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 63
2.54.180. 18 I srael 147.237.0.19 |[nmadimatal .idf.i|Ostributed Suspicious Response Code B ock 27
46.19. 85.9 I srael 147.237.77. 243|nobi 1 e. i df i1 [FXaneter Type Violation Qurrent Password in Bock |7
nobi | e. i df . i | /sachar/changepassword
109. 253. 133. 108]I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
149. 88. 169. 197 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 3
2.52.150. 17 | srael 147.237.77.243|nobi l e. i df . i | Mil tipl e Uhaut horized URL Access from 2.52.150. 17 B ock 2
46.19. 86. 232 I srael 147.237.0.19 |[nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185. 120. 126. 74 147.237.72. 166 [aka. i df . i | Ostributed I11egal Byte Gode Character in URL B ock 2
37.26.148.168 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 2
. . . Unaut hori zed URL Access to
2.52.150. 17 I srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 2
109. 65. 215. 235 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df.il/gyus Bl ock 2
37.26.148.153 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
79.176.241.211 [israel 147.237.77.74 [lawidf.il Paraneter Type Mol ation FreeText in wwwunag.idf.il/327-he/ patzar.aspx |B ock 1
50. 62. 160. 87 Uhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to refua atal.idf.il/wp-admn/ Bl ock 1
217. 69, 133. 241 stls;;”ion 147.237.72. 166 |aka. i df . i | Unknown Parameter fb709480 in aka. i df .il/gi yus/ None 1
173.208.145.58 |[lhited Sates [147.237.76.86 |navy.idf.il Mil tipl e Unaut hori zed URL Access from 173. 208. 145. 58 B ock
40.77.167. 82 Lhited Sates [147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwwidf.il/atal 1/izkor/ print_bottom asp B ock 1
. . Unaut hori zed URL Access to
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ si p st or age/ fi | es/ Of 1740. png B ock 1
184.168.200. 99 |Uhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to refua. atal .idf.il/bl og/ wp-adnin/ Bl ock 1
Unknown HTTP Request Met hod AY%2F%2Fwww. googl e. co. i | YRF%22%D; in
. . URL
46.19.85.240  Israel 147.237.76.42 [refuah. idf. il "4 115 f410-3643e60635506145. 1449408940, 4. 1450358167, 1450 |2 °K !
358167.
37.26.148.154 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
131.253. 25.235 |lhited Sates [147.237.77.216|dover.idf .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . Untraceabl e SS. Sessi ons: Protocol violation
79. 179. 99. 65 I srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
50.87.248.129 |[hited Sates |147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/test/wp-admin/ B ock 1
173.208.145.58 |[lhited Sates [147.237.76.86 |navy.idf.il Lhaut hori zed URL Access to wa navy. i df.il/cgi-bi n/php-cgi B ock 1
. . S Untraceabl e Gonnection - Protocol violation
92.77.138.187 |Ger many 147.237.77.216|dover.idf .l (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None 1
67.55. 85. 148 Uited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to refua atal.idf.il/ol d/wp-admn/ B ock 1
149. 50. 98. 57 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx Bl ock
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
79.179.175.90 I srael 147.237.72.166 [aka. i df . i | wwn aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx None !
66. 249. 64. 37 I srael 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
178.54. 21. 27 kr ai ne 147.237.0.34 [tikshuv.idf.il [Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/ general . aspx B ock 1
46. 19. 85. 240 I srael 147.237.76.42 |refuah.idf.il Abnorrmal |y Long Request et hod B ock 1
97.74.215.78 Uited Sates [147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to refua. atal.idf.il/wordpress/ wp-adm n/ B ock 1
31.13.109.123 [Ireland 147.237.77.216|dover . i df . i Distributed Waut horized LRL Access on waw idf.il/error.htm Bl ock 1
69. 89. 31. 216 Lhited Sates [147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-adnmn/ B ock 1
. . D stributed Lhaut hori zed URL Access on
46.117.57. 28 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
. . Unknown Parameter _ VI EASTATEENCRYPTED i n
192. 116.128.90 |[Israel 147.237.72.166|aka. i df . i | waw aka. i df . i | / i v sachar/ i | box. aspx None 1
37.26.148.170 |Israel 147.237.77.216|dover . i df . i Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . S Untraceabl e Gonnection - Protocol violation
149.88.71.234 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON_DATA_EXCHANGE) None 1
80.246.133.47 |[Israel 147.237.77.216|dover.idf .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
. . O stributed Unaut hori zed URL Access on
2.54.54.103 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234] i nages! shar ed/ bul | et 1. gi f Bl ock 1
. . D stributed Lhaut hori zed URL Access on
66.249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ gi yus/ f or urd asp/ showf o um asp B ock 1
183. 206. 167. 39 |Chi na 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to waw anan. idf.il/editor/fckeditor/editor/ Bl ock 1
] . Il egal HTTP Version ASP. NET_Sessi onl d=ky0ozp4550ewzyyout kwsl 55;
46. 19. 85. 240 I srael 147.237.76.42 |refuah.idf.il " atuve=196Cl1:  at uvs=56e5d891f 172f 745000 B ock 1
37.26.146.246 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
79.176.198. 77 |lsrael 147.237.72.166|aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df . il/mai n/ sachar/ about . aspx B ock 1
46.121.232.50 |Israel 147.237.72. 156 |aman. i df . i | Too Many Qookies in a Request - 101 cooki es B ock 1
207. 46.13. 34 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
40.77.167.11 Lhited Sates [147.237.77.216|dover.idf.il Ostributed Wauthorized LRL Access on waw idf.il/error.htm Bl ock 1
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