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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3389

176. 13. 14. 144 | srael 147.237.0.19 nadimatal .idf.il |Anonal y-TLS renegotiation-di dest - r eset 463
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 6

81. 218. 65. 210 I srael 147.237.0. 34 tikshuv.idf il Block Udp All Nets drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
217.132.114.35 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 8
79.178. 64. 223 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 6
79. 182. 246. 169 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 6
85. 65. 83. 60 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
69. 30. 201. 98 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
151. 80. 41. 169 Italy 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
176.13.9. 111 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
84.108. 239. 8 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
207. 46.13. 141 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Potential Scan or Brute Force

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
94.159. 147. 101 |[147.237.72. 166 |l srael aka.idf.il portscan: TCQP D stributed Portscan 1
87. 69. 33. 197 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
220. 231. 195. 122|147. 237. 72. 14 |China dover.idf.il(od) |[ET SCAN NMAP -sS wi ndow 3072 1
79.183. 196. 172 |147.237.72. 166 |l srael aka.idf.il portscan: TP D stributed Portscan 1
218.246.0. 97 147.237.8.27 |China e.madi matal .idf.i[ET SCAN NVAP -sS w ndow 1024 1
79.176.102. 148 |147.237.72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
46.120.31.136 [147.237.77. 216l srael dover.idf.il portscan: TP D stributed Portscan 1
185.72.179. 221 (147.237.8.46 e.chinuch.idf.il [ET SCAN NVAP -sS w ndow 1024 1
185.72.179. 221 (147.237.8.14 eorchot.idf.il [ET SCAN NVAP -sS w ndow 1024 1
176,13, 1. 44 147 237 77 233|158l atal idh il ET DG5S Large anmount of TCP ZeroWndow - Possible Niller2 DDos 1
attack
104. 44.133. 108 [147.237.77.170|Wited Sates |[maarachot.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
93.172.227.229 |147.237.72. 166 |l srael aka idf.il portscan: TQP D stributed Portscan 1
84.109. 104. 220 |[147.237.77. 216 |l srael dover . idf.il portscan: TCP D stributed Portscan 1
220. 231. 195. 122|147. 237. 72. 14 |Chi na dover.idf.il (o d) [ET SCAN NMVAP -sS wi ndow 1024 1
79.182. 4. 236 147.237. 72. 166 |I srael aka idf.il portscan: TQP D stributed Portscan 1
202.6.144.245 |147.237.8.27 |Australia e.madi matal .idf.i[ET SCAN NVAP -sS w ndow 1024 1
77.125.100. 66 |147.237.72.166 |l srael aka. idf.il portscan: TCP D stributed Portscan 1
192. 116. 146. 44 |147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
185. 72.179. 221 (147.237.8.45 eetanidf.il ET SCAN Potential SSH Scan 1
185. 3. 147. 48 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
195 27 20780 |147. 237. 76. 30 |hai 1 and hvmshi df i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i sSi
176.13.3.5 I'srael 147. 237.72. 167 |i shuri maka. i f . i 9 =g Invalid segnent retransmssion. drop 48
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df i | SYN At tack SYN -> SYN-ACK -> RST rej ect 32
Sreanming Engine: TQP Invalid i i ssi
176. 228. 168. 134/ srael 147. 237. 76. 200 |ei tan. aka. i df . i1 9 =g Invalid segnent retransmssion. drop 24
Ret r ansmi ssi on Packet dropped.
212.76.113.135 |lsrael 147.237.77. 216 |dover.idf .il dr op SAMrul e drop 23
87.70. 27. 50 I srael 147.237.77. 233 |atal i df i1 Bad TCP sequence SN retransmt wth different monitor |20
w ndow scal e
Sreaning Engine: TGP Invalid i i ssi
2.54.176.171  |israel 147. 237.77. 243 |mobi l e, i f . 9 =9 Invalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dropped.
79.180. 63.238 [l srael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 16
Sreanming Engine: TCP Invalid i i sSi
5.28.183.250  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. drop 12
Ret r ansni ssi on Packet dropped.
46.117.6. 41 I srael 147.237.77. 233 |atal .idf. il SYN At tack SYN -> SYN-ACK -> RST alert 12
46.117.6. 41 I srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 12
79.180. 63. 238 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SWN drop 12
46. 19. 85. 156 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber noni t or 10
167. 114. 156. 16 |Canada 147. 237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
Sreaning Engine: TGP Invalid i i ssi
79.177.30.195 | srael 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. drop 9
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
109. 253. 146. 245|| srael 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segment retransmission. drop 9
Ret r ansni ssi on Packet dropped.
212.76.113. 135 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
Sreamng Engine: TCP Invalid i i ssi
85.65.121.42  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmission drop 8
Ret r ansni ssi on Packet dropped.
185. 3. 144. 107  |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
94. 159. 144. 186 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
46. 19. 85. 32 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 7
Sreaning Engine: TCP Invalid i i ssi
109. 65.231. 67  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
46.19.86.209  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
149.78.34.136  |Israel 147.237.72. 167 | shuri maka. i df . i 9 =9 Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
176.13.14.33 [ srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
89.138.9.129  |Israel 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TQP Invalid i i ssi
109. 253. 206. 234|I srael 147.237.77. 243 |robi | e. i of .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.
176.13. 1. 44 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreaming Engine: TGP Invalid i i ssi
149. 78. 239, 154 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransnission. drop 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.86.185  |israel 147. 237.77. 243 |mobi l e, i f . i 9 =9 Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
5.102. 254. 88 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il [drop SAMrul e drop 5
2.52.55.108 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
176.13. 1. 44 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 5
37.46. 39. 206 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid ACK nunber noni t or 5
46. 19. 85. 137 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 5
37.26.149.248 |[lIsrael 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 5
46.19. 85. 137 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or 5
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 5
77.126. 238. 99 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 5
186. 143. 131. 205|Argenti na 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46.117.6. 41 I srael 147.237.77. 216 |dover.idf.i| SYN At t ack SYN -> SYN-ACK -> RST aert 4
37.46.39. 121 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
46.117.6. 41 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
31.210.187.76 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 85. 113 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
189.219.85.75 |Mexico 147.237.72. 217 |e.idf il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf orcenent |drop 4
2.54.140. 185 I srael 147.237.77. 216 |dover.idf .| SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
Sreaming Engine: TGP Invalid i i ssi
79.181.131.76 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
188. 120. 148. 241 |l srael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 60 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 73
2.54.178. 102 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 72
79.178.179.184 |[Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 72
176.13.14. 144 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 37
91.200.12.106 |Wkraine 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 91.200. 12. 106 B ock
91.200.12.106 |lkraine 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt B ock
37.26.147.175 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
50.149.40.139 [lhited Sates  |147.237.77.216|dover. i df .i | mﬁt (:'forl iﬁf‘iﬂpﬁ :Csj‘ie;iﬂ ;fecomml o generi o Bl ock 4
176.13.12.172 |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
213.8.204.80  |Israel 147. 237. 76. 147 |chi nuch. aka. i df . i mghf’ﬁhiﬁ ig“f 2?”' szioﬁtffcess on Bl ock 3
2.54.176. 171 I srael 147.237.77.243|nobi l e.idf . i | Distributed Suspici ous Response Code B ock 3
109. 253. 206. 234|I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 65. 135. 245 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 102. 7. 233 Lhited Sates 147.237.77.216|dover. i df .il D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 2
109. 65.242.85 |l srael 147. 237. 76. 147 [chi nuch. aka. i df . i|taut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 2
91.253.200.34 |[italy 147.237.77.216|dover . i df . il Untraceabl e SSL Sessi ons: (pen Mode None 2
72.9.148.10  |Uited Sates  |147.237.76.86 |navy.idf.il m“tngs;' e R e navy. aspx. asp Bl ock 2
37.26.148.159 |Israel 147.237.72.166|aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
66. 102. 7. 226 Lhited Sates 147.237.77.216|dover. i df .il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 1
109. 253. 206. 234 || sr ael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Gode B ock 1
92.85.168.173 |Romani a 147.237.77.216|dover.idf.il Lhaut hori zed URL Access to v idf.il/). htnb( Bl ock 1
5. 144. 49. 253 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
220. 255. 145. 1869 ngapor e 147.237.77. 216 |dover.i df . il Dstributed Whaut horized URL Access on waw i df.il/error.htm B ock 1
85.65.121.42  |israel 147.237.76. 200 |ei t an. aka. i df . i | mn:i“t"an'?a;gﬁdffi ff?ééf:fé tia?]l aspx None 1
203.127.96. 252 |9 ngapore 147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw i df.il/error.htm B ock

66. 249. 69. 26 | srael 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock
46.19.85.10  |[israel 147.237.76.42 [refuah.idf.il  |J50 e hautfori zed éﬁaﬁcgz;i on Bl ock 1
80.178. 146. 212 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
183. 206. 167.39 |Chi na 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from 183. 206. 167. 39 Bl ock 1
131. 253.25. 201 |thited Sates 147.237.77.216|dover. i df . il D stributed Unaut hori zed LRL Access on waidf.il/error.htm B ock 1
93.138.185.110 [Qoatia 147.237.77.216|dover . i df . i Ostributed PHP Attenpt B ock 1
37.26.146.178 |lIsrael 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
207.46.13.117 |wited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
85.250.110.57 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
176.13. 14. 33 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Gode B ock 1
66. 249. 75. 8 I srael 147.237.76.42 |refuah.idf.il ﬂ?f‘;g;’f;ééﬁz}g‘pfgfsf;géfﬁ | es/ 3 si 261000/ 2423 pg Bl ock 1
2.52.14.43 I srael 147.237.77. 234|hal ag. i df . i | ?4? ;gt;u;(;d22;7?;:3:;2‘:161%/&7?5; fr;i . Bl ock 1
213,57, 175. 140 |Israel 147.237.76.42 |refuah.idf.il [0 57 buted thau forized ?Jaﬁcgispi on Bl ock 1
84.111.55.96 | srael 147.237.72. 166 |aka. i df . | = t rnennzl él,l‘:ﬂ%ﬁmfmninigyv‘g’; aka.idr. il Y Ra NIR0 MY g ock 1
183. 206. 167.39 |Chi na 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to v aka.idf.il/includes/fckeditor/editor/ |B ock 1
141.212.122. 64 |Wnited Sates |147.237.0.19 |nadi matal .idf.il|Uhauthorized URL Access to /x B ock 1
66.102. 7. 240 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
93.138.185.110 |Qoatia 147.237.77.216|dover.idf .il Unaut hori zed URL Access to wa i df.il/xmrpc. php B ock 1
207.46.13.134 |lhited Sates |147.237.72.166|aka. i df .il Lhknown Paraneter catid in aka.idf.il/main/snalindsnal i maspx None 1
87.70.27.50 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx Bl ock 1
46.19. 86. 185 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
109. 160. 175. 117|I srael 147.237.72. 166 |aka. i df . i | m”;’k":i'z’f"'?ﬁﬁ mcgéfﬁiit;angfEZﬁ;fCphsaChar$°t'55 in None 1
92.85.168.173 |Romani a 147.237.77.216|dover . i df . il Mil tipl e Unaut hori zed URL Access from 92.85. 168. 173 B ock 1
217.69. 133. 242 :3:::30” 147.237.72. 166 [aka. i df . i | Uhknown Paraneter 55594cf0 in aka.idf.il/giyus/ None 1
84.111. 55. 96 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Extrenel y Long Paraneter from84.111.55.96 Bl ock 1
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