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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3621
79.183. 231. 16 | srael 147.237.72. 156 anan. i df.il B ock_Udp Al _Nets dr op 3
77.125.105. 151 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
221.1.213.9 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il Invalid TP H ags drop 2

185. 56. 28. 67 Net her | ands 147.237.8. 24 elifestyle.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Devi ce Action |Count |
82. 166. 75. 214 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP: prefix 1.01 in the LR B ock 6
85.250. 101. 225  |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
84.110. 7. 117 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 3
46.19. 85. 181 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP: prefix 1.01 in the LR B ock 2
213. 8. 204. 54 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
69. 30. 201. 98 Lhited Sates 147.237.77.226 |ww chanat z. aka. i df .i| |CL000074: HTTP. najestic bot B ock 2
69. 30. 201. 98 Lhited Sates 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot B ock 2
79.177.235.118 |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
199. 30. 24. 58 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP: prefix 1.01 in the LR B ock 2
69. 30. 201. 98 Lhited Sates 147.237.76. 147 |chi nuch. aka.i df .i | CL000074: HTTP. naj estic bot B ock 2
2.54.23.77 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
69. 30. 201. 98 Lhited Sates 147.237.77.176 |nat pash.idf.il C1000074: HTTP. maj estic bot B ock 2
106. 120. 173. 159 |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
207. 46. 13. 120 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
69. 30. 201. 98 Lhited Sates 147.237.77.74 |lawidf.il C1000074: HTTP: maj estic bot B ock 1
207. 46.13. 141 Lhited Sates 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 3
109. 67. 161. 28 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
5.29.176. 6 147.237. 72. 166 I 'srael akaidf.il portscan: TCP DO stributed Portscan 1
85. 250. 168. 60 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 180. 32. 112 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 178. 186. 220 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP DO stributed Portscan 1
59. 45. 79. 117 147.237.77. 212 Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.77.121 Chi na e navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 120. 207. 59 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 70 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
115. 29. 138. 97 147.237. 8. 46 Chi na e. chinuch. i df .| ET SCAN NVAP -sS wi ndow 1024 1
37.122.33.62 147.237.77. 216 Russi an Federation dover.idf.il portscan: TCP O stri buted Portscan 1
101. 187. 1. 155 147.237.77. 227 Australia e. hanaz. i of . i | ET SCAN NVAP -sS w ndow 1024 1
2.54.187. 107 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
79.183. 179. 56 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79. 180. 7. 56 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
79.177. 32. 252 147.237.77. 216 I 'srael dover.idf.il portscan: TCP DO stributed Portscan 1
59. 45. 79. 117 147.237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
218.246. 0. 97 147.237.77. 233 Chi na atal .idf.il ET SCAN NVAP -sS w ndow 1024 1
59. 45. 79. 117 147.237.0. 19 Chi na nedi matal .idf.il ET SCAN Potential SSH Scan 1
209. 162. 248. 93 147.237.0. 15 Canada kosher-kravi .idf .il ET SCAN NVAP -sS w ndow 1024 1
46.120. 17. 95 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
168. 187. 183. 206 147. 237. 76. 202 Kuwai t e halagidf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 70 147.237. 72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

Ret r ansm ssi on

Packet dropped.

85.64.223.46 |Israel 147. 237. 72. 167 |i shuri maka. i df . i > dro 108
Ret r ansn ssi on Packet dr opped. P
Sreamng Engine: TCP Invalid i i ssi
93.157.87.13 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g nval i d segnent retransmssi on. drop 48
Ret r ansn ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 44
R SWNretransnmit wth different .
79. 182. 244. 122 |1 srael 147.237.77. 233 |atal .idf.il Bad TCP sequence vi ndow scal @ noni t or 42
reamng BEngine: TCP Invali i i ssi
109. 253. 143. 11 |I srael 147. 237 72. 167 | shurimaka i o i | | S N9 Engi ne: TQP alid Inval i d segnent retransmssi on. drop 42
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.11.171 |israel 147. 237. 72. 156 |anan. i of . i 9 =g nval i d segnent retransmssi on. drop 30
Ret r ansnm ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover. i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 23
2.54.164.139 |israel 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
46. 19. 85. 55 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 14
Sreanming Engine: TCP Invalid i i ssi
85.64.223.46 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
31.168.80. 150 |Israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g vl i d segnent retransmssi on. drop 12
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
176.13.8.85  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack rej ect 7
46. 19. 85. 55 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber alert 7
2.54.1.169 | srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 7
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
141.0.13. 99 Nor way 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 7
Sreamng Engine: TCP Invalid i i ssi
5.102. 242. 238 | srael 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79. 179, 143. 216 |I srael 147.237.72. 166 |aka. i df . 9 =g vl i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
109. 64. 62. 107 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
176.13.11.171 |l srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreanming Engine: TCP Invalid i i ssi
46.19.86.119 | srael 147. 237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
176.13.6.107  |israel 147. 237.72. 167 |i shuri maka. i df . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreanmng Engine: TCP Invalid i i ssi
5.22.131. 124 [Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
95.35. 185. 196 |Israel 147.237.72. 166 |aka. i of . i 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.
46. 19. 85. 219 I srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
84.228.85.170 |Israel 147.237.72. 166 |aka.i df .i drop First packet isn't SW drop
213.8.204.49 |Israel 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
213.8.204.49 |Israel 147.237. 72. 156 |anan. i f .| Bad TCP sequence SINWAK retransmt with different oo s
w ndow scal e
79.183. 165. 97 |l srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
37.26.149.185 |[lIsrael 147.237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 5
46. 116. 254. 190 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
77.125.105. 151 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
R SWNretransmt wth different .
85.250.13.34 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence wi ndow scal e moni t or 4
46.19. 85. 79 I srael 147.237.77. 216 |dover.idf.i | Bad TCP sequence Invalid ACGK nunber noni t or 4
185. 3.147. 236 |l srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber noni t or 4
79.183. 165. 97 |[Israel 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
5.22.131.124 |israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
185.3.144.37  |lIsrael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber noni t or 4
Sreanmng Engine: TCP Invalid i i ssi
109. 65. 216. 21 |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
185.27.106.70 |Israel 147.237.72. 166 |aka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
37.26.149.168 |Israel 147.237.76.31 |nakchal .idf.il |Bad TCP sequence SIWAK retransmt with different oo 3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
2.52.177.225  |Israel 147.237.72. 166 |aka. i of . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.52.41.185 |israel 147.237.77. 243 |robi | e. i of . i1 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
5.22.135.116 |Israel 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaming Engine: TGP Invalid i i ssi
79.178.66.85 |Israel 147.237.72. 166 |aka. i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
84.110.33.146 |l srael 147. 237, 72. 166 |aka i of . i 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i ssi
87.71.51.40  [israel 147.237.72. 166 |aka. i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79. 182. 170. 158 |1 srael 147, 237.72. 166 |aka i df .1 9 =g Invalid segnent retransmssion. drop 3
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At acker
Gountry

Target Address |Ste Signature

Streaning Engine: TCP Invalid Inval i d segnent retransnission.

109. 66. 30. 209 |l srael 147.237.72. 166 |aka. i df .i | ..
Ret ransm ssi on Packet dr opped.

drop 3
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site S gnature Action ‘Count
87.68.73.8 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 83
87.70.6.133 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspicious Response Code B ock 75
79.178.179. 184 |Israel 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 58
91.200. 12. 106 |Wkrai ne 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt B ock 6
91.200. 12. 106 |krai ne 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 91. 200. 12. 106 B ock 5
149. 78. 42. 247 |l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code B ock 3
85. 65. 106. 240 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
82.81.41.156 |Israel 147.237.77. 243 |nobi | e. i df . i | nl'ggult : ?rd'fsz . tgeggrcﬁzm;esn <t chi | ddocument &/ 1071 Bl ock 3
5.22.131. 45 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response CGode B ock 3
2.54.55. 63 I srael 147.237.72. 166 |aka. i df . i | &fg’lﬁ_i E&,;lsiiﬂs;_qﬁmoc"' violation None 2
176.13.1. 10 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock
84.108. 69. 228 |l srael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to wawn navy. i df.il/1134-he/ B ock
37.26.148.169 |lsrael 147.237.72. 156 |aman. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None
80. 178. 251. 210 I srael 147.237. 72. 166 [aka. i df . i | m”;:eiriidﬁé(:l')%‘ﬂfsﬁrf;’gwt_aspx Bl ock 2
2.54.167.143 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
82.102. 169. 113 |l srael 147.237.77.216|dover . i df . i Ostributed Waut horized URL Access on waw idf.il/error.htm B ock 2
199. 30. 25. 157 |Whited Sates  |147.237.77.216|dover.idf .i | Ostributed Whaut horized URL Access on waw i df.il/error. htm B ock 2
80. 246. 133. 120 I srael 147.237.77.216|dover.idf.il O stributed Lhaut hori zed URL Access on waw idf.il/error.htm Bl ock 2
87.71.9.228 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to wwu chi nuch. aka. i df . i|/xmrpc. php B ock 1
5.22.131.124  |israel 147.237.77.233|atal .i df .i | oy 230 19, 259 1194 et at ol - eemt Bock |1
84.108.51.217 |Israel 147.237.77. 234|hal ag. i df .i | o ;'32‘“73‘1Zﬁf?gggsfiiaﬁlﬁﬁi fréi . Bl ock 1
199.30.25. 159 |Lhited Sates  |147.237.77.216|dover.idf.i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
79. 182. 146. 186 |l srael 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
149.78.19.75 |[israel 147.237.77. 234 |hal ag. i df . i | ?4? ;'33“;‘;"zﬁi?ggzsfiiaﬂa/ﬁffsg l‘_”;i . Bl ock 1
37.26.146. 242 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mde None 1
80. 246. 133. 201 |l srael 147.237.77. 216 |dover . i df .i | O stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 1
66.249.93.32  |Israel 147.237.76.42 |refuah.idf.il ﬂ?“;g?r;gefzggcsﬁ ) ayout . css Bl ock 1
5.22.135.116 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ f avi con. i co B ock 1
207.46.13.82 |Wited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock
79.182. 146. 186 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka. i df .i|/xmrpc. php Bl ock
2.54.58.208 [Israel 147.237.76.42 |refuah.idf.il o apted et orized ﬁaﬁc‘;‘;i on Bl ock 1
87.71.9.228 I srael 147.237.72. 166 [aka. i df . i | Ostributed PHP At tenpt Bl ock 1
80. 246. 139. 133 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
66.249.93.35 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237. 76. 42/ styl el shared/ text.css |B ock 1
192, 115. 21. 197 |I srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to ww chi nuch. aka. i df . il/404. htm B ock 1
5.102. 242. 238 |[lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
207.46.13.160 |[wnited Sates |147.237.77.216|dover.idf.il O stributed Lhaut hori zed URL Access on waw i df.il/error.htm B ock 1
37.187.157. 108 |France 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462-he/ atal . aspx  |B ock 1
WWW. chanmat z. aka. i d Unaut hori zed URL Access to
157.55.39. 155 |lhited Sates 147.237.77. 226 fFil wan chamat z. aka. i df . i |1/t enpl at es/ depart nent sl obby/ depart nent sl o |B ock 1
bby. aspx
87.71.9.228  |Israel 147.237.72. 166 |aka. i df . i | 3;: ;Lg”ltgfd ﬁ“f‘;;hhf;llzsgpﬁ Access on B ock 1
77.237.138. 202 |Czech Republic |147.237.77.226 }IW\rI;/ chamat z. aka. i d Unaut hori zed URL Access to / B ock 1
199.30.24. 7 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
91.200. 12. 106 |lkrai ne 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/main/giyus/index.php |B ock 1
31.174. 224. 112 |Pol and 147. 237. 72. 156 |anan. i df . i | %{“ﬁﬂ&%‘fﬂl_‘g - Protocol violation None 1
Uhknown Paraneter catld in
2.52.178. 37 I srael 147.237.72. 166 [aka. i df . i | vy aka. i df . i |/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i mages/ nast er/ fav |None 1
icon.gf
85.143.187.66 | oo o 147.237.0.34  |tikshuv.idf.il m:: E&ﬁ_fﬁff?{ﬁgtgg&;;’ "’Ia;;’(‘ g;‘ramer il Bl ock 1
213. 151. 42. 106 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wun aka.idf.il/om B ock 1
80.179.9.115 |[Israel 147.237.77. 216 |dover . i df .i | O stributed Lhauthori zed URL Access on waw i df.il/error.htm B ock 1
46.116. 103. 244 |I srael 147.237.77.234|hal ag. i df . i | i;t ;'33“23‘1Zﬁ?fgzggsfiia%/ﬁffi 1‘_’% . Bl ock 1
157.55.39. 193 |lhited Sates  |147.237.77.216|dover.idf.il Abnor nal |y Long Request URL B ock 1
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