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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS Tool - Swi t chbl adG dest - r eset 3768
82.81.12.176 | srael 147.237.72. 166 aka.idf.il Bl ock_Udp All _Nets drop 88
79.181.33.5 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 15
2.54.7.59 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 10
94. 230. 84. 132 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 8
46.19. 86. 79 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 8

85. 64. 249. 42 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 8
109. 160. 172. 43 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 6

80. 246. 136. 21 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4

82. 145, 218. 194 Eur ope 147.237.77. 216 dover.idf.il |Bock Ip Vb In drop 3

31. 168. 205. 126 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
212.143. 142. 56 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 1
109. 65. 169. 138 | srael 147.237.77. 216 dover.idf.il |SYNHood out of context drop 1




03-13-2016-15:04:04 to 03-13-2016-16:04:04

|Top Attackers In IPS|

Attacker Address

tacker Gountry

Target Address

Devi ce Action |Oount |

202.124.109.87  |New Zeal and 147.237.76.86  |navy.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 4
70.89. 127. 78 Lhited Sates 147.237.0. 34 tikshuv.idf.il |[5670: HITP. SQ Injection (SELECT) B ock 3
195. 234.228.90  |Ger many 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 2
109. 67.141. 134 [l srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the UR B ock 2
74. 63.228. 226 Lhited Sates 147. 237.76. 42 refuah.idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 1
84.111. 82. 102 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the LR B ock 1
217.70. 44. 165 Sweden 147.237.77.176 |nmat pash.idf.il |6134 HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 1
97.88.198. 223 Lhited Sates 147.237.77. 74 lawidf.il 5670. HTTP. SQ Injection (SALECT) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

202.124.109. 87 |[147.237.76.86 |New Zeal and navy.idf.il SQ Injection - Select From 6
70. 89. 127. 78 147.237.0.34 |thited Sates  |tikshuv.idf.il SQ Injection - Select Fom 2
68. 180. 229. 221 |147.237.72.166|Wited Sates  [aka idf.il portscan: TCP O stributed Portscan 1
185.106. 92. 65  [147.237.76.31 nakchal .i df.il ET SCAN NVAP -sS w ndow 1024 1
46.117.126.9 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
149.88.55.199  |147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 157 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
112. 54. 83. 98 147.237.0.15 [China kosher-kravi.idf.i |ET SCAN Potential SSH Scan 1
2.54.128. 227 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
95. 86. 98. 63 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
84.108. 237. 156 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
81.218. 158. 117 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
213.151.47. 14  |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
80.179.207.19 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
212.199. 112. 144|147, 237. 72. 166 || srael aka idf.il portscan: TCP O stributed Portscan 1
192.115.248.2  [147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
46.120. 11. 49 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
149. 88. 142. 227 |147.237.77. 216 |Israel dover.idf.il portscan: TCP O stributed Portscan 1
46. 19. 86. 223 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
132.72.224.223 |147.237.72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
40.121.136.51 |147.237.76.197 [Lhited Sates [ehimush.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
109. 226. 44. 156 [147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
2.54.3.253 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
85. 65. 97. 218 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
82. 80. 196. 44 147.237.77. 216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
218. 246. 0. 97 147.237.0.200 [China . i df il ET SCAN NVAP -sS w ndow 1024 1
80, 246. 133, 141 |147. 237 77. 233 |1 5 ael atal il ET DC5 Large anmount of TCP ZeroWndow - Possible Niller2 DDos 1

att ack

212.199. 218. 246147. 237. 72. 166 || srael akaidf.il portscan: TCP O stributed Portscan 1
79.177.230. 115 |[147.237.72. 166 |l srael akaidf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
176.13.18.177 |lIsrael 147.237.0.19 |nadimatal.idf.ijBad TCP sequence I'nvalid ACGK nunber noni t or 136
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df i SYN At t ack SYN -> SYN-ACK -> RST rej ect 89
176.13.18.177 |Israel 147.237.0.19 |nadimatal.idf.i|Bad TCP sequence I nval i d ACK nunber alert 68
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At t ack rej ect 68
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 33
Sreanming Engine: TGP Invalid i i ssi
2.54.162. 18 I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 24
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 210. 60 |l srael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssi on. drop 21
Ret ransm ssi on Packet dropped.
194.177.16. 3 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 19
r N ine: TCP Invali i i ssi
2.54.162.131  |Israel 147.237.0.34  |tikshwicr i1 || €amng Engine: TGP aid Inval i d segnent retransmssi on. drop 18
Ret ransm ssi on Packet dropped.
62.0.207.1 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 13
62.0.207.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
Sreanming Engine: TCP Invalid i i ssi
79.183.18.50 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
109. 66. 7. 87 I srael 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.165.136  |Israel 147. 237.76. 200 |ei tan. aka.i of . i 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
81.218. 174. 106 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 12
Ret ransm ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
2.54.163. 164 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 9
r ing Bngine: TCP Invali i i ssi
2.54.186.226  |israel 147. 23777, 243 |t 1o i o 11 | €M NG Engine: TCP Invalid  Jinvalid segnent retransnissi on. drop 9
Ret ransm ssi on Packet dropped.
37.142.183.235 |Israel 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
37.142.183.235 |Israel 147.237.77. 233 |atal i df i Bad TCP sequence SIAK retransmt wth different oo g
wi ndow scal e
188. 120. 154. 220! srael 147. 237.72. 166 |aka. i of .i | Bad TCP sequence I'nvalid AGK nunber noni t or 7
89. 138. 83. 59 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence noni t or 7
2.52.173.51 I srael 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 7
85. 130. 247. 114 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nvalid AGK nunber noni t or 7
37.142.157. 136 |lsrael 147. 237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 7
r ing Bngine: TCP Invali i i ssi
2.52.17. 29 I srael 147. 237.72. 166 |aka i of . i | Streaning Engi ne: TCP aid Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
. . SYNPAXK retransnmit with different .
37.142.157.136 |[Israel 147.237.72. 156 |anan. i df .i Bad TCP sequence wi ndow scal e noni t or 6
r ing Bngine: TCP Invali i i ssi
2. 54. 49, 40 I srael 147. 237.72. 166 |aka i of . i | Streaning Engi ne: TCP aid Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
185.3.144.33  |Israel 147.237.72. 166 |aka i of .11 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
109. 253. 195. 130|l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
2.54.186. 29 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreaming Engine: TGP Invalid i i sSi
79.181.33.5 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
81.218.44.254 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.177. 165. 248 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
5.22.135.205  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 64.18.5 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
185.3.147.24  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 232 I srael 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d AGK nunber alert 6
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 6
37.142.157.136 |[Israel 147. 237. 72. 156 |anan. i of . i | SYN At t ack SYN -> SYN-ACK -> Ti neout aert 6
2.54.254.131 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
Sreanming Engine: TGP Invalid i i ssi
79.176.106.67 | srael 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
109. 253. 195. 130! srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber aert 6
Sreanming Engine: TGP Invalid i i ssi
79.181. 105. 157 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. drop 6
Ret ransn ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
79.181.131. 212 | srael 147.237.72. 166 |aka. i f .11 9 =g nvalid segnent retransmssi on. drop 5
Ret ransm ssi on Packet dropped.
79.181.33.5 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d AGK nunber noni t or 5
79.181.33.5 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
80. 246. 133. 141 |Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5
46. 19. 85. 232 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d AGK nunber alert 5
194.177.16.3 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Action ‘Count
176.13.18.177 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 279
176.13.16.209 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 193
37.26.149. 146 |[Israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 81
46. 19. 86. 195 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 76
37.26.148.144 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 71
2.54. 60. 87 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 50
2.54.145. 42 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 18
69.195.124. 113 |[hited Sates |147.237.72.166|aka.idf .il Ml tiple Uhauthorized URL Access from 69. 195. 124, 113 Bl ock 5
176. 13. 4. 146 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code Bl ock 4
37.26.149.247 |lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
66. 249. 69. 26 | srael 147.237.77. 216 |dover.i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 2
212. 235. 124. 168|l srael 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 2
2.54.186. 226 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Gode B ock 2
134.191.232.71 |Israel 147.237.77. 216 |dover.i df . i | Dstributed Waut hori zed URL Access on waw idf.il/error.htm Bl ock 2
31.210.187.232 [israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to ww aka. i df . i/ mai n/ D/ def aul t. aspx Bl ock 2
2.54.129. 33 | srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
37.26.148.144 |Israel 147.237.0.19 |nadimatal .idf.i|untraceabl e SSL Sessions: Qpen Mvde None 2
37.26.146.238 |[Israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: Cpen Mbde None 2
188. 162. 166. 56 :Zg::t”i on 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw i df.il/nazi’ B ock 2
37.26.147.244 |israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
176.13.12.159 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 2
212. 235. 103. 203 |l srael 147.237.77.216|dover.i df .i | D stributed Wauthorized URL Access on waw idf.il/error.htm B ock 2
87.69. 67. 209 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 87.69. 67. 209 Bl ock 2
134.191.232.69 |Israel 147.237.77.216|dover.i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
31.154.41.17 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qxde Character in URL B ock 1
81.218.70.243 |Israel 147.237.77. 176 [mat pash. i df .il |Miltiple Wauthorized UR. Access from 81.218. 70. 243 Bl ock 1
69.195.124.113 |lnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to aka.idf.il/wp-admn/ Bl ock 1
2.54. 60. 87 I srael 147.237.0.19 |nadimatal .idf.i ﬁdf‘nrﬁe; .Tﬁi\lﬂl‘;ﬁ: o ;ilfﬁm ent Al acerbl der 15t nend in Bl ock 1
192. 115. 177. 202|l srael 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed URL Access from 192. 115. 177. 202 B ock 1
46.210.142. 133 I srael 147.237.77. 234 |hal ag. i df . i | ?4? rz'gt;u;‘;d2217?;:32;2%%@1?7? fgi . Bl ock 1
157.55.39.249 |Wited Sates [147.237.77.216|dover.idf.il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
89. 138. 235. 127 |israel 147.237.72. 166 |aka. i df . i | mnai‘g‘_“i ;alrial“}en;je;/ S;C\ﬁwﬁ?f;ma;? on. asp None 1
207.241.229.227|hited Sates |147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to wwidf.il/newsitelenglish/nain. asp B ock 1
79.181.218.129 [israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
66.249.69.32 [Israel 147. 237.77. 216 |dover . i df . i | D e e el i adover. aspx Bl ock 1
213.57.130.196 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx Bl ock 1
82.166.53.161 |[lIsrael 147.237.77.216|dover.i df .i | D stributed Lhaut hori zed URL Access on wawidf.il/error. htm B ock

71.75. 249. 88 Lhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/navy/ Bl ock

197. 231.221. 211 |Li beria 147.237.77. 216 |dover.i df .i | Vﬁ,;;_ﬁ?é,meggfgggm pts/jquery/jquery-1.4.2.mn.js Bl ock 1
173.252.90.240 |Uhited Sates [147.237.72.166|aka.idf.il Untraceabl e SSL Sessi ons: CGpen Mde None 1
66. 249. 64. 18 I srael 147.237.72. 166 [aka. i df . i | D stributed Whaut hori zed URL Access on 147. 237. 72. 166/ Bl ock 1
94.159. 166. 220 |[Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f |B ock 1
5.29.164.105 |l srael 147.237.76.86 |navy.idf.il muag\?;' izs;j. iR ooess Lo doc. rgr/ doc. 1 . asp Bl ock 1
212.143.122.2 |israel 147.237.76.42 |refuah.idf.il 1D4§_t ;;Sf't?gﬂ;;“;hgs'ﬁ:rdedﬁ‘e :e‘icissss on Bl ock 1
79.183. 190. 249 |l srael 147.237.77.216|dover. i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
184.105. 139. 68 |[Lhited Sates  [147.237.72.166|aka. i df .i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66. 249. 69. 69 I srael 147.237.77. 176 |mat pash. i df . i| |DOstributed Suspicious Response Code Bl ock 1
46.116.28.206 |Israel 147.237.72. 156 |aman. i df . i | ?ﬂéﬁ&ﬂiﬁgﬁl&?‘ﬁiﬂ?ﬁ&é&%ﬁ 28.206 (Protocal violation |\, 1
134.191.232.72 |israel 147.237.77.216|dover. i df . i | D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
216.218. 207. 138|lnited Sates  [147.237.77.216|dover.idf .il Uhaut hori zed URL Access to v i df . il/1294-en/ v i df .il/english Bl ock 1
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