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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3298

87. 69. 188. 50 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3

31.168. 133. 226 | srael 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 3

31.168. 133. 226 I srael 147.237.77. 216 dover.idf.il |Block Wip Al Nets drop 3

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il |Bock Udp All Nets drop 3




03-13-2016-13:04:08 to 03-13-2016-14:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |S gnature Devi ce Action |Oount |
37.46.38. 36 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000138: HTTP. prefix 1.01 in the UR B ock 8
79.181.71. 36 I srael 147.237.0. 34 tikshuv.idf.il|C1000138: HITP. prefix 1.01 in the LRL B ock 4
63.143. 34. 37 Lhited Sates 147.237.76. 42 refuah.idf.il [3808 HITP. SQ Injection Variabl e Declaration Evasi on Bl ock 4
63.143. 34. 37 Lhited Sates 147. 237.76. 42 refuah.idf.il [5670: HITP. SQ Injection (SELECT) B ock 4
63. 143. 34. 37 Lhited Sates 147. 237.76. 42 refuah.idf.il |6134: HITP SQ Injection Variabl e Declaration Bvasion B ock 4
192. 115. 67. 55 | srael 147.237.0. 34 tikshuv.idf.il[Cl000138: HTTP. prefix 1.01 in the URL B ock 3
69. 30. 210. 242 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
199. 58. 86. 211 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
87.70.23.61 | srael 147.237.0. 34 tikshuv.idf.il|Cl000138: HTTP. prefix 1.01 in the URL B ock 2
91. 231. 193. 150 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000138: HTTP. prefix 1.01 in the UR B ock 2
212. 235. 40. 29 I srael 147.237.72.166 |aka.idf.il C1000008: HTTP: Xenu User Agent B ock 1
212. 235. 40. 29 | srael 147.237.77.216 |dover.idf.il |ClL000008: HITP: Xenu User Agent B ock 1
106. 120. 173. 159  [China 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address ‘Target Addr ess |Attacker Qountry |Ste |Signature |Count
63. 143. 34. 37 147. 237.76. 42 Lhited Sates refuah.idf.il SQ Injection - Select From 25
62.0.25.121 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
46.120. 77. 211 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
31. 168. 147. 64 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
2.54.1.112 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
212.199. 182. 150 147.237.77. 216 I srael dover . idf.il portscan: TCP D stributed Portscan 1
192. 114. 23. 209 147.237.77. 216 | sr ael dover.idf.il portscan: TCP DO stributed Portscan 1
85. 65. 145, 223 147.237.77.216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
50. 102. 242. 22 147. 237. 76. 198 Lhited Sates e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
46. 19. 86. 150 147.237. 72. 166 I srael aka. idf.il portscan: TCP D stributed Portscan 1
31.168.21.131 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
213.151. 58. 86 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
207.232.28.13 147.237.77. 216 | sr ael dover.idf.il portscan: TCP DO stri buted Portscan 1
109. 226. 17. 214 147.237. 72. 166 I srael aka idf.il portscan: TCP Distributed Portscan 1
79. 183. 103. 247 147. 237. 72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

‘Attacker Qountry Target Address ‘Ste ‘Signature z\t/:(c:)?\
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 68
Sreanming Engine: TCP Invalid i i ssi
176.13.10. 103 |Israel 147. 237. 77. 243 |nobi l e. i df i | 9 =9 Invalid segnent retransmssion. |, 33
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN At t ack rej ect 20
. . SYNretransmt wth different .
89. 138. 106. 46 |l srael 147.237.77.233|atal .idf.il [Bad TCP sequence i ndow scal e noni t or 16
Sreanming Engine: TGP Invalid i i ssi
79.180.201.6 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segment retransnission. drop 15
Ret r ansmi ssi on Packet dropped.
. . SYNFAXK retransmit with different .
37.26. 148. 144 |l srael 147.237.77.233|atal .idf.il [Bad TCP sequence i ndow scal e noni t or 14
Sreanming Engine: TCP Invalid i i ssi
176.13.21.91 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segment retransnission. drop 12
Ret r ansmi ssi on Packet dropped.
46.19.85.111  [Israel 147.237.72. 166 |aka.idf.il |SYN Attack SYN - > SYN-ACK -> Ti meout alert 12
Sreaming Engine: TCP Invalid i i ssi
2.54.181.143 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmission. drop 12
Ret r ansni ssi on Packet dropped.
46.19.85.111 |Israel 147.237.72. 166 |aka.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 12
. . SYNVAK retransmit with different .
46.19.85.111 [Israel 147.237.72. 166 |aka.idf.il |Bad TCP sequence i ndow scal e noni t or 12
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 11
2.54.35.217 I srael 147.237.72. 166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 9
81.218. 116. 129 [l srael 147.237.72. 156 |anan.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
217.194. 202. 17 |l srael 147.237.72. 166 |aka.idf.il |drop First packet isn't SN drop
Sreaning Engine: TCP Invalid i i ssi
46.19.85.198  |Israel 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
109. 64. 43. 215 |l srael 147.237. 77. 216 |dover.idf.il |dr op Frst packet isn't SYN drop
212.76.96.220 |lsrael 147.237.72. 156 |anan.idf.il |dr op First packet isn't SYN drop
Sreanming Engine: TGP Invalid i i ssi
176.13.22. 220 |1 srael 147.237.77. 243 |mobi le.i o i1 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
82.80.146.33 |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. 4 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
176.13.12.24  |israel 147.237.72. 166 |aka. i of . 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
reaming BEngi ne: TCP Invali i i ssi
31.168. 194. 110 |l srael 147.237.72. 166 |aka it i1 |} SAM NG Engine: TCP Invalid invalid segnent retransissi on drop 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 80 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 6
Sreaning Engine: TGP Invalid i i ssi
31.168.3.188 |[Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransmission. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
46.19.85.180 |Israel 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 80 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 5
37.46.39. 38 I srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
37.46.38.34 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 5
5.28.169.155 |Israel 147.237.72. 156 |[anan.iof .11 |Bad TCP sequence S retransmt with different monitor |4
w ndow scal e
46. 19. 85. 111 | srael 147.237.72. 166 |aka idf.il |drop First packet isn't SYN drop 4
66.102.9.3 Lhited Sates 147.237.76. 202 |e. hal ag.i df . i|Geo- | ocat i on enf or cenment Geo-| ocati on i nbound enf or cenent [dr op 4
46. 19. 86. 26 I srael 147.237.72. 166 |aka.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
77.127. 163. 149 || srael 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 4
176. 106. 46. 74 ch;i'géa” Territory. {147, 237.77. 233atal.idf.il |Bad TCP sequence Invalid ACK nunber monitor |4
85. 130. 222. 186 |l srael 147.237.72. 166 |aka.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
109. 253. 130. 30 |I srael 147.237.77.233|atal .idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TQP Invalid i i ssi
31.168. 25. 146 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.17.186  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
62.0.113.15  [Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
178. 63. 105. 85 |Ger many 147.237.8.45 |e.eitan.idf.ildr op SAMrul e drop 3
Sreaning Engine: TCP Invalid i i ssi
213.8.240.168 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. 4 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
31. 168. 218. 105 |I srael 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi
79.180.8.131 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. 4 o 3
Ret r ansm ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
199. 203. 63. 167 |1 srael 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
87.70.34.114 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. 4 3
Ret r ansm ssi on Packet dropped.
185.32.179.2 |lsrael 147.237.72. 156 [anan.idf .il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
Sreaning Engine: TGP Invalid i i ssi
2.54. 140, 8 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segment retransnission. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
62.219. 230.79 |Israel 147. 237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
37.26. 148. 144 |l srael 147.237.77. 233 |atal .idf.il |drop Frst packet isn't SYN drop 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |[Site dgnature Action ‘Count
46. 19. 85. 107 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 160
2.54. 44,178 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 89
46.19. 85. 80 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 17
109. 253. 210. 76 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response CGode B ock 12
176.13.10. 103 |lIsrael 147.237.77.243|nobi | e.i df . i | D stributed Suspicious Response Code B ock
213.57.145.121 [israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock
109. 186. 130. 80 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response CGode B ock
Mol dova, . .
87.255.94. 119 Republ i ¢ of 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 6
87. 255. 94. 119 &LS&‘I’?: o 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed URL Access from 87. 255. 94, 119 B ock 5
109. 253. 130. 135|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
81.218.241.25 |[Israel 147.237.77. 216 |dover.idf .i | Ml tipl e Unaut hori zed URL Access from 81.218. 241. 25 Bl ock 4
46. 19. 85. 128 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 4
46.19.86. 6 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
109. 253. 192. 32 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
176.13.21.128 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.54. 145. 106 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
37.26.149. 146 |[Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
132. 64.204.60 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qxde Character in LR B ock 2
176.13.5. 137 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
80. 246. 139. 224 [Israel 147.237.72.167|i shuri maka. i df . il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
37.26.148. 144 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.26.148.144 |Israel 147.237.0.19 |nadimatal .idf.il Untraceabl e SSL Sessi ons: Qpen Mvde None 2
176.13.19. 15 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
37.26.148.132 |lsrael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
. - D stributed Lhaut hori zed URL Access on
91.121.141. 219 |France 147.237.77. 216 |dover . i df . i | v i i 1/ 894- en/ i dff gdover . aspx B ock 2
37.26.148.138 [Israel 147.237.77. 216 |dover . i df .i | Unt raceabl e SSL Sessi ons: Cpen Mde None 1
. . . ; Uht raceabl e SS. Sessions: Protocol violation
194. 114. 146. 227|l srael 147.237.72.167|i shuri maka. i df .i | (SSL_OONN OLI ENT HELLO) None 1
2.54. 145. 106 I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex Bl ock 1
. . Unaut hori zed URL Access to
66.249.69.32  |Israel 147.237.77. 216 |dover. i df . il 147. 237.77. 216/ 1133- 14276- he/ dover . aspx B ock 1
156. 171. 191. 61 147.237.77. 216 |dover.idf .i | Unt raceabl e SSL Sessi ons: (pen Mode None
40.77.167.11 Lhited Sates 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw i df.il/894-en/idf gdover.aspx |B ock
85. 250. 50. 103 |l srael 147.237.77. 216 |dover. i df . i | PHP At tenpt B ock 1
. - Unhaut hori zed URL Access to
31.154. 25. 50 I sr ael 147.237.77. 176 |nat pash. i df . i | W cogat i df i1/ p storagel i1 es/ 9/ 4629 pg Bl ock 1
. ny- kosher - kravi . i df _
184. 105.139. 70 |lhited Sates 147.237.0. 16 il Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
- . D stributed Lhaut hori zed URL Access on
2.54.13.181 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
157.55.39.122 |wiited Sates 147.237.0.34 |tikshuv.idf.il Wnaut hori zed URL Access to . B ock 1
v ti kshuv. i df.il/tenpl at es/ news/ news. i n. aspx
79.177.7.229 I srael 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mbde None 1
138.134.192. 10 |l srael 147.237.77. 216 |dover.i df . il Uhaut hori zed LR Access to wawidf.il/nilnet B ock 1
. ] D stributed Lhaut hori zed URL Access on
46. 19. 86. 61 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
199.203.215.1 |l srael 147.237.72. 166 |aka. i df . il v aka. i dff . i |/ mai r/ sachar/ pi r suneymof et . aspx None 1
. . . D stributed Lhaut hori zed URL Access on
2.54.147.28 I srael 147.237.77.243|nobi | e. i df . i | mobi | €. df i1/ nekudot /i ndex B ock 1
. . Unhaut hori zed URL Access to
81.218.97.114 |Israel 147.237.76.86 [navy. i df. il vow navy. i df . i | /'si p_st oragel il es/ Of si ze338x0/ 1620. | pg Bl ock !
; . Uhaut hori zed URL Access to
66. 249. 69. 33 I srael 147.237.77. 170 |maar achot . i df . i | 147.237. 77,1701 pdf /1 | es/ 7/ 107977. pdf B ock 1
156. 201. 81. 79 147.237.77. 216 |dover.i df . il D stributed Unaut horized URL Access on 147.237. 77. 216/ B ock 1
Russi an . . Unknown Paranet er docld&siteld in
217.69. 133. 242 er ati on 147.237.72. 166 |aka. i df . i | ww aka. i of i 1/si tes/ Kl al i/ def aul t . asp None 1
85. 250. 50. 103 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wa i df.il/xmrpc. php Bl ock 1
31. 215. 193. 221 E:;::&Nab 147.237.77. 216 |dover . i df . i | Distributed PHP At enpt B ock 1
187.188.111. 60 |Mexi co 147.237.77.243|nobi | e.i df . i | Unaut hori zed URL Access to 147.237. 77. 243/ i ndex. php Bl ock 1
157.55.39. 155 |Uhited Sates 147.237.72. 166 [aka. i df . i | Unhknown Paraneter sidescrol | in aka.idf.il/giyus/|eshakot/ None 1
. . Unaut hori zed URL Access to
80.178.137. 3 I srael 147.237.72. 166 |aka. i df . i | ww aka. i of i |/ @i 1V scr i pt s/ css3pi e. ht c B ock 1
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