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03-13-2016-11:04:04 to 03-13-2016-12:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site

|Signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 4021
8.37.231.42 Anonynous Pr oxy 147.237.77. 216 dover.idf.il |JLMPurple Gon_Limt Htp drop 3
8.37.231.42 Anonynous Pr oxy 147.237.77. 216 dover.idf.il |JLM Under Attack Con Htp drop 2




03-13-2016-11:04:04 to 03-13-2016-12:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnat ure Devi ce Action |Count
82. 80. 193. 240 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 8
106. 120.173.159  |China 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1




03-13-2016-11:04:04 to 03-13-2016-12:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 2
79. 180. 150. 131 147.237.72. 166 I 'srael aka.idf.il portscan: TGP DO stributed Portscan 2
80. 246. 133. 207 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
79.180. 143. 9 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
46.121. 24. 104 147.237.72. 166 I 'srael aka.idf.il portscan: TGP DO stributed Portscan 1
31. 154, 155. 134 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
2.54.179. 65 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
147.235. 185. 74 147.237.72. 166 I 'srael aka.idf.il portscan: TGP DO stributed Portscan 1
109. 67. 174. 96 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
87.71.70.23 147.237. 72. 166 I srael aka.idf.il portscan: TQP D stributed Portscan 1
82. 80. 196. 44 147.237.72. 166 I 'srael aka.idf.il portscan: TGP DO stributed Portscan 1
59. 45. 79. 117 147. 237. 76. 202 Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
45. 33. 56. 29 147.237.77. 233 atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
212.179.4.21 147.237.77. 216 I 'srael dover.idf.il portscan: TGP DO stributed Portscan 1
24.225.8.5 147.237.77. 216 Lhited Sates dover.idf.il Tehila - Perl LW wth fake user agent 1
190. 124. 35. 115 147.237.77. 179 N car agua e mazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
2.54.33. 163 147.237.72. 166 I 'srael aka.idf.il portscan: TGP DO stributed Portscan 1
109. 186. 5. 68 147.237.77. 216 I 'srael dover.idf.il portscan: TCP D stributed Portscan 1
95. 86.91. 12 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
82. 80. 196. 44 147.237.77. 216 I 'srael dover.idf.il portscan: TGP DO stributed Portscan 1




03-13-2016-11:04:04 to 03-13-2016-12:04:04

|Top Attackers In FW |

A tacker . Devi ce
Attacker Address count ry Target Address |Ste Signature Action
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 82
Sreaning Engine: TGP Invalid i i ssi
85. 130. 252. 100 |I srael 147.237.72. 167 |i shuri maka. i df .i 9 =g Invalid segnent retransmssion. |, 66
Ret r ansmi ssi on Packet dropped.
62.90.147.171 |israel 147.237. 72. 156 |anan. i f . i1 Bad TCP sequence SNretramsmt wih different —pnivor  [ss
w ndow scal e
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN At t ack rej ect 57
176. 13. 6. 59 I srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence I'nval i d AGK nunber alert 53
176.13.6.59 | srael 147.237.0.19 |nmadi matal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 52
176.13.1.80 I srael 147.237.0.19 |nadi matal.idf.il Bad TCP sequence Inval i d AGK nunber moni tor |46
2.52.6.61 I srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 40
8.37.231. 42 g”&;ymus 147. 237. 77. 216 |dover . i of . i | drop Frst packet isn't SN drop 31
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 27
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 25
. . SYNretransmt wth different .
79.182.37.29 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 22
217.132. 140. 144l srael 147.237.72. 167 |i shurimaka.i df .i | drop First packet isn't SN drop 16
Sreaning BEngine: TQP Invalid i i SSi
212. 25.107. 147 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Inval id segnent retransmssion. |, 15
Ret ransni ssi on Packet dropped.
o SN retransnmit wth different .
109. 67. 1. 160 I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence wi ndow scal @ monitor |14
reamn ine: TCP Invali i i ssi
212.179.61. 123 [Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Strean g Engine @ Invalid|invalid segrent retransnission drop 12
Ret ransni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i sSi
176.13.21.91  |israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 12
Ret r ansmi ssi on Packet dropped.
46.19. 85. 181 I srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 11
72.9.148.10 Lhited Sates |147.237.77.216 [dover.idf.il drop SAMrul e drop 10
176.13. 1. 80 I srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence I'nval i d AGK nunber alert 9
Russi an ! o Sreaning Engine: TCP Invalid|invalid segrent retransmission.
37.146.76. 17 erat i on 147. 237. 76. 200 |ei tan. aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 9
Sreaning Engine: TGP Invalid i i sSi
77.125.111. 117 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 9
Ret ransmi ssi on Packet dropped.
Russi an ! o Sreaning Engine: TCP Invalid|invalid segrent retransmission.
176.193. 108. 101 -~ 147. 237. 76. 200 |ei tan. aka. i df .i | Ret r ansm ssi on Packet dr opped. drop 9
2.54.179.65 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 9
reamng BEngine: TCP Invali i i ssi
2.54.42.15 I srael 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid|imvalid segnent retransnissi on drop 9
Ret r ansm ssi on Packet dropped.
Lhi ted S .
86.9.13. 111 Ki ngdom 147.237.0.15  |kosher-kravi.idf.il drop First packet isn't SN drop 8
Lhited m ny- kosher - kravi . i d -
86.9.13. 111 Ki ngdom 147.237.0. 17 fil drop First packet isn't SN drop 8
. . SYNWAXK retransmt with .
80. 246. 138. 166 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence different v ndow scal e nonitor |7
86.9.13. 111 z";ggom 147.237.0.19 |medimatal.idf.il drop First packet isn't SN drop 7
Sreaning Engine: TGP Invalid i i ssi
2.54.170.149  |israel 147.237.77. 243 |nobi L e.i df i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
77.126. 238. 99 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 6
66.102.9.115  |wnited Sates |147.237.76.202 [e hal ag.idf.il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 6
enf or cenent
Sreaning Engine: TGP Invalid i i ssi
82.80.142.159 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
62.90.163.136 | srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
37.26.147.187 |israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
109. 253. 192. 55 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.54.9. 145 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.176.99.29  |israel 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19. 86. 45 I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
62. 90. 2. 247 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
213.8.115.122 |israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
62.219.137.44 |israel 147. 237. 72. 167 |i shuri maka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
2.52.37.25 I'srael 147. 237.76. 200 |ei tan. aka. i df .1 9 =g Invalid segnent retransmssion. . 6
Ret ransm ssi on Packet dropped.
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
o SYNtACXK retransmt wth .
80. 246. 136. 185 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence different vi ndow scal @ moni tor |5
46. 19. 86. 139 I srael 147.237.72. 166 |aka. i df .i SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
2.54.7.239 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |4
91. 200. 12. 136  |Wkrai ne 147.237.72. 166 |aka. i df .i | dr op SAMrul e drop 4
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A tacker

Attacker Address count ry Target Address |[Ste Signature
2.54.7.239 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nuner noni t or 4
2.52.179. 30 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4




03-13-2016-11:04:04 to 03-13-2016-12:04:04

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
109. 253. 215. 57 |l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code Bl ock 327
176.13. 1. 80 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 160
37.26.146.209 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 160
176.13.6.59 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 141
176. 13. 22. 99 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 51
46.19. 86. 89 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 37
46. 19. 85. 43 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 20
80. 246. 136. 118 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 14
176.13.1. 10 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 7
209. 88.198. 1 I srael 147.237.76.86 |navy.idf.i| Ml tipl e Unauthorized URL Access from 209. 88.198. 1 B ock 6
107.170.58.12 [thited Sates [147.237.76.86 [navy.idf.il Mil tiple Wauthorized LRL Access from 107. 170. 58. 12 B ock 4
109. 253. 147. 20 |Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 3
185.32.179. 4 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response (ode B ock 3
62.90.147.171  |[Israel 147.237.72. 156 |anman. i df . i | Dstributed I11egal Byte Qode Character in Mt hod B ock 3
80. 230. 228. 144 [l srael 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 2
2.54.43. 251 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 2
62.90.147.171  |Israel 147.237.72. 156 |anman. i df . i | Ml tipl e Unknown HTTP Request Method from 62.90. 147. 171 B ock 2
62.90.147.171 | srael 147. 237.72. 156 |anan. i df . i | g'_t;g' 54'7'_'1979?] Byte Qe Character in Fbader Nane from Bock |2
80. 230. 228. 114 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
62.90.147.171 [israel 147.237.72. 156 [anan. i df . i | Miltiple Malformed URL from 62. 90. 147. 171 B ock 2
46.19.86.7 I srael 147.237.77.216|dover . i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mvde None 2
212.199. 224. 24 |Israel 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 2
80. 230. 228. 237 |[lIsrael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
80. 230. 228. 206 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 2
131.253.25.242 |lhited Sates |[147.237.77.216|dover.idf.il Ostributed Lhauthorized UR. Access on waww idf.il/error. htm B ock 2
80. 230. 228. 162 |[lIsrael 147.237.0.19 [nadi matal .idf.il D stributed Suspici ous Response Code B ock 2
176.13. 0. 67 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Qode B ock 2
81.218.241.25 |[lIsrael 147.237.77.216|dover. i df .i | Mil ti pl e Unhaut hori zed URL Access from 81.218. 241. 25 B ock 2
62.90.147.171 [israel 147.237.72. 156 [anan. i df . i | Miltiple Abnormal |y Long Request from 62.90.147. 171 B ock 2
169.229.3.91  |Wited Sates |147.237.77.176 |nat pash. i df .i | !'nev%?&ﬁf#g?ﬁﬁ?}rﬁf;z'ﬂ ]'\fli‘;g, AL [ #12]] Al [ #0]] 2ot [#a) ] Yo [P 0K 1
66. 249. 66. 188 I srael 147.237.76.42 |refuah.idf.il ﬁ?“tzggr ;é.egz;‘gpfgfgfjg;‘jﬂ s/ 5/ i 26100X0/ 2875 | pg Bock |1
86.9.13. 111 z‘i;;gom 147.237.76.86 |navy.idf.il Unaut hor i zed URL Access to 147. 237.76. 86/ 1phpnyadni n/ Bock |1
217.69. 133. 246 gz::;”i on 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/main/smalinhtm/12. asp |B ock 1
46. 19. 85. 93 I srael 147.237.77.226 \é\:W\iI'ICha”at z. aka.i Distributed Abnornal |y Long Request B ock 1
80. 230.228.69 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.15 [kosher-kravi.idf.il [Malformed URL [[na#21]]03{ B ock 1
80. 230. 228. 239 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code Bl ock 1
208.113.248. 195|thited Sates [147.237.76.42 [refuah.idf.il Uhaut hori zed URL Access to refua. atal .idf.il/wp/ wp-adnin/ B ock 1
Illegal Byte Qode Character in URL [[#12]][[#14]], {[#22]]ys
62.90.147.171  |lIsrael 147.237.72. 156 [anan. i df . i | [[#17]] ¥Oyog€dq Th-b#012] ] 214 [ Ys#] ] 52#{ [ 111 424 [0 *s°yL [[[4#]]” B ock 1
* Th{ #2011 Y902 | ] 814 [1] 72#] [-v kgv; | WO[ [ 71#] ] >2X] | S#{ [ ] .,
80. 230. 228. 208 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 1
187.188. 111. 60 |Mexi co 147.237.0. 16 nlyl_ kosher - kravi . i df Unaut hori zed URL Access to 147.237.0. 16/ i ndex. php B ock 1
80.230.228.16 |[Israel 147.237.0.19 |[madi matal .idf.il D stributed Suspi ci ous Response Code B ock 1
141.212.122. 64 |Wited Sates |147.237.0.17 irr;frryi—lkosher- KIaVi- | ot hori zed URL Access to /x Bock |1
46.116.103. 244 I srael 147.237.77. 234 |hal ag. i df . i | 1D4§t ;'?’S“t?;’dzﬁf‘r‘tng‘;g;zﬂaﬁ/ﬁﬁﬁ 1‘_’; . Bock |1
80. 230. 228. 163 |l srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 1
79.178.137. 207 |israel 147.237.72. 166 |aka. i df . i | m”a?(‘f:i?ﬁﬁa?;/;x]ﬂﬁsfmm in None |1
94.230.93.209 |[Israel 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed LRL Access on wawn idf.il/error. htm Bl ock 1
Unknown HTTP Request Met hod
62.90.147.171 [israel 147.237.72. 156 [anan. i df . i | [[#28]]°\ P [#11]]b"yJ" €[ [#11]] [ &vs£qufileoe] [ #28] ] yTS \°=.M[[ (Bl ock 1
#14]],J] [#24]] = 5qD [[#17]] i uffe4@0}s{a in LR
81.218.241.25 |[Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwwy i df.il/images/ 1. he/ scrol | panetop. gif |B ock 1
213. 8.204. 48 I srael 147.237.76. 147|chi nuch. aka. i df . i|  [Waut hori zed URL Access to waw chi nuch. aka. i df . il/404. htm B ock 1
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