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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3780
192.118. 30. 102 | srael 147.237.72. 167 ishurimaka.idf.il |Anonal y-TLS renegoti ation-d i dest - r eset 508
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets dr op 3

82. 145, 222. 170 Eur ope 147.237.77. 216 dover.idf.il Block Ip Véb In drop 3
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
46. 19. 85. 66 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 6
136. 243. 5. 87 Ger nany 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 5
136. 243. 5. 87 Ger nmany 147.237.77. 74 lawidf.il C1000074: HTTP. naj estic bot Bl ock 4
89. 203. 221. 120 Czech Republic 147.237.77.216 |dover.idf.il 1633: HTTP: VebDAV Protocol PRCPFIND Met hod B ock 4
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 4
136. 243. 5. 87 Ger nmany 147.237.77.176 |nmatpash.idf.il [CLO00074: HTTP: najestic bot Bl ock 3
136. 243. 5. 87 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 3
2.54.190. 108 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
79.177. 243. 217 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the UR B ock 2
85. 14. 245. 175 Ger many 147.237.77.176  |natpash.idf.il |Cl1000074: HITP. naj estic bot B ock 1
106. 120.173.159 |thina 147.237.77.233 |atal .idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
85. 14. 244. 114 Ger nmany 147.237.77.176 |nmatpash.idf.il [CLO00074: HTTP. najestic bot Bl ock 1
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|Top Attackers In |D|

Attacker Address

‘ Target Address

Attacker CGountry

Ste

|Signature

40. 74.124. 12 147.237.0. 35 Lhited Sates akaws. i df .il ET SCAN NVAP -sS w ndow 3072 1
2.52.145. 105 147.237.77.216 I 'srael dover.idf.il  |portscan: TGP D stributed Portscan 1
218. 246. 0. 97 147.237.0. 33 hi na idf.il ET SCAN NVAP -sS w ndow 1024 1
94. 230. 93. 93 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 113 147. 237. 76. 202 krai ne e halag.idf.il |ET DRCP Spanmhaus DRCP Listed Traffic | nbound 1
66. 249. 69. 34 147. 237. 72. 166 Wited Sates akaidf.il portscan: TCP D stributed Portscan 1
46.19. 86. 231 147.237.72. 166 I srael akaidf.il portscan: TCP D stributed Portscan 1
5. 28. 169. 52 147.237.77.216 I 'srael dover.idf.il  |portscan: TGP DO stributed Portscan 1
212.179. 226. 202 147.237.77. 216 I 'srael dover.idf.il  |portscan: TCP D stributed Portscan 1
91. 201. 236. 113 147. 237. 76. 202 Lkr ai ne ehaagidf.il |ET SCAN NVAP -sS w ndow 1024 1
79.182. 121. 218 147.237.77.216 I 'srael dover.idf.il  |portscan: TGP DO stributed Portscan 1
46.117. 56. 240 147.237. 72. 166 I 'srael akaidf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address Country ‘Target Address |Ste Signature
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 90
109. 67. 152. 165 |Israel 147, 237.76. 200 [ei tan aka. i o i1 || S NG Engine: TP Invalid invalid segnent retransmssion. |y 78
Ret r ansmi ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i SYN Attack rej ect 51
109. 253. 157. 2211 sr ael 147, 237.77. 216 |dover i1 | €AM NG Engine: TG Invalid  Jinvalid segnent retransmission. | 36
Ret r ansni ssi on Packet dropped.
5.22.135.172 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 35
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 29
82.166.93.193 |l srael 147.237.76.42 |refuah.idfi.il  [Bad TCP sequence Vﬂdroitvr::;me” wth different moni tor |27
79.182.121. 218 |israel 147.237.72. 166 |aka. i df . i Streaning Engine: TCP Invalid invalid segnent retransmssi on drop 21
Ret ransni ssi on Packet dropped.
79.176.149.70 |lsrael 147.237.72. 166 |aka.i df .il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 19
5. 102. 254. 144 | srael 147.237.77. 234 |hal ag.idf .il Bad TCP sequence Inval id ACK nunber noni t or 18
109. 253. 193. 83 |Israel 147.237.77. 243 |rvi e i1 |/ €A™ NG Engine: TP Invalid finvalid segnent retransnission drop 18
Ret r ansni ssi on Packet dropped.
107.170.58.12 |wited Sates  [147.237.76.86 |navy.idf.il Streaning Engine: TCP Invalid invalid segnent retransnission. drop 12
Ret r ansmi ssi on Packet dr opped.
46. 19. 85. 49 I srael 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
72.9.148.10 Lhited Sates  [147.237.77.216|dover.idf.il drop SAMrul e drop 12
46.19.85.105  |Israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 12
Ret ransni ssi on Packet dropped.
2.52.145. 105 I srael 147. 237. 77. 216 |dover . i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 11
2.52.145. 105 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11
2.52.145. 105 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 11
2.52. 145. 105 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 11
2.52.145. 105 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber nmoni t or 11
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
62.90.193.162 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunier noni t or 10
2.52. 145. 105 I st ael 147.237.0.34 [tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect
2.54.172.179 I sr ael 147.237.0.19 |nadimatal .idf.i [SYN At t ack SYN -> SYN-ACK -> RST rej ect
46. 19. 85. 49 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
62.219.162. 47 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
2.52.145. 105 I srael 147.237.0.34 |tikshuv.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
212.143. 127. 186|I srael 147.237.72. 166 |aka i df .i Streamng Engine: TCP Invalid — fivalid segnent retransmssion. |, o 6
Ret r ansni ssi on Packet dr opped.
37.26. 146. 229 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
2.52.145. 105 I srael 147.237.0.34 |tikshuv.icf.il [Bad TCP sequence I'nvali d ACK nunber noni t or
37.26.149.136 |Israel 147.237.72. 166 |aka i df . Streaning Engine: TCP Invalid invalid segnent retransnission. drop 6
Ret r ansmi ssi on Packet dr opped.
185.3.147.110 |l srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
31. 28.50. 127 g;z::t”i o 147.237.72. 166 |aka i df .i ;{ ?2;";2 Sir;gc'):e: T Invalid :Dgl’:ilétd ;eggsgé retransmssion. 4 o5 6
2.52. 145. 105 I srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d sequence nuniber noni t or 6
213.8.94.213  |israel 147. 237. 72. 166 |aka i of . i Streaning Engine: TCP Invalid invalid segnent retramsmission. |, 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 49 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval id ACK nunber alert 6
217.194.203.52 |[Israel 147.237.72. 166 |aka.idf . il dr op First packet isn't SYN drop 5
178. 63.105.85  |Ger many 147.237.77. 179 |e.nazi .idf .i| drop SAMrul e drop 5
212. 143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46. 19. 85. 66 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 4
37.26.146.229 |[Israel 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber alert 4
72.9.148. 10 Lhited Sates  [147.237.77.176 |matpash.icf.il |drop SAMrul e drop 4
149.78.59.251 | srael 147. 237, 76. 200 [ei tan aka. i of .1 | | €2M NG ENgine: TGP Invalid finvalid segnent retransnission drop 4
Ret r ansmi ssi on Packet dropped.
46.19. 85. 41 I 'srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or
2.54.167. 180 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
62.90.193.162 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid sequence nunier noni t or
149.78.182.189 |Israel 147.237.77. 233 |atal i df .| Bad TCP sequence mdﬁ/r;”;”gt wth different moni tor |4
46. 19. 85. 66 I sr ael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invali d ACK nunber alert 4
2.54. 168. 134 I sr ael 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
79.178.53.148 |israel 147.237.72. 166 |aka.i df . i Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 85. 178 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 101
185.32.179.46 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 86
176.13.1. 10 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 78
2.54.151. 33 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 44
46. 19. 85. 42 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 22
2.54.172. 179 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 18
2.54.181.90 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 17
80. 246. 136. 196 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 13
79.181.103. 104 |[Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 9
109. 64. 80. 202 |l srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 5
109. 64. 80. 202 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwu aka. i df.il/xmrpc. php Bl ock 5
212.199.224.24 |israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 212. 199. 224, 24 Bl ock 5
176.13.6.59 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 4
2.54.6.138 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 3
212.199.224.24 |israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/ U Bl ock 3
80. 246. 137. 201 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
176.13. 6. 241 I srael 147.237.77. 216 |dover.i df .i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm Bl ock 2
109. 253. 223. 15 |l srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 2
37.26.146.195 | srael 147.237.77. 243 |nobi | e. i df . i | x;”lt:(:r(;lee? , gegﬁfyef;,ﬁ e/ stchi | ddocunent s/ 1071 Bl ock 2
79.183.103.113 [israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code Bl ock 2
183. 206. 175. 39 [Chi na 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/fckeditor/editor/ B ock 1
74.82.47. 4 Lhited Sates |147.237.72.167|i shuri maka. i df.i|Dstributed Wnauthorized URL Access on 147.237.72. 167/ B ock 1
62. 90. 181. 60 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
149. 78.182. 189 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
5.102.254.144 I srael 147.237.77. 234 |hal ag. i df .i | o rz'ggmﬁdszfzgzg'sfﬁaﬁlﬁﬁﬁ f’;i . Bl ock 1
212.179.230.18 [Israel 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to ww aman. i df.il/nodiin/defaul t.aspxanan  |B ock 1
66.249.66.29 [Israel 147.237.77.233|at al . i df . | el et o 76 R A;:;:s)s(,s on Bl ock 1
140. 115. 111. 116|Tai wan 147.237.72. 166 [aka. i df . i | Unhknown Paraneter request in vww aka.idf.il/ None 1
40.77. 167. 82 Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to waw i df.il/international _training/ services. asp |B ock 1
87.71.15.13 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from87.71.15.13 Bl ock 1
79.179. 14. 95 I srael 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
62.90.193.162 |Israel 147.237.76.42 [refuah.idf.il | Taore e Vee Mola fglgrl];()rs?un;;r:;xacem der 19t xt Last N i n Bl ock 1
149. 88. 207. 202 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
31.44.137. 41 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for waw aka. i df .i|/mai n/ gi yus/ general . aspx |B ock 1
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | lljr;l.‘tzgc;r.i7zze'dlé§‘gip§3§/sfsotr3m aspl show o um asp Bl ock 1
140. 115. 111. 116|Tai wan 147.237.72. 166 [aka. i df . i | Unknown Paraneter service in v aka. i df.il/main/ hone/ def aul t. aspx None 1
91.177.1.89 Bel gi um 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None
187.188.111. 60 |Mexico 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to 147.237.77. 216/ i ndex. php B ock

79.180. 150. 131 I srael 147.237.72. 166 |aka. i df . i | m”;)k": e Ncéggﬁiitgazzficgg\’zégfcphsaChar$°t' SLin None 1
66.249.64.135 |lsrael 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77. 176/ 901-ar/ cogat . aspx B ock 1
157.55.39. 134 |lnited Sates [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df .il/forgot passwor d. aspx Bl ock 1
109. 253. 193. 83 |l srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
31.154.19.5 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/inages/ 1. he/titlecap. png B ock 1
80. 246. 139. 226 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
66.249.69.30  |Israel 147.237.77. 243|nwbi l e idf 1 [hRuthorzed t‘;‘eggfyim e/ <t chi | documert o/ 1675 Bl ock 1
141.212.122. 64 |Wnited Sates [147.237.72.167|i shuri maka. i df . i|naut hori zed UR. Access to /x B ock 1
103. 242. 216. 226|Bangl adesh  |147. 237. 77. 216 |dover . i df . | \;P;rwa?ztfri IT/yfg&\;_ gln"/"tdioc\’/r;rc_t;sogfmm ent A acerbl der 15t xt Enai | in Bl ock 1
192. 117. 190. 138|l sr ael 147.237.72. 166 |aka. i df . i | Paraneter Read Qnly Molation in akaidf.il/kanar/klali/ None 1
66.249. 64. 147 |Israel 147.237.77.176 [nat pash. i df .i|  |Unauthorized URL Access to 147.237.77.176/ robots. txt B ock 1
169. 229. 3. 91 Lhited Sates |[147.237.72.167|i shuri maka. i df . ifAbnornal Iy Long Request net hod Bl ock 1
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