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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3106
46. 19. 85. 42 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 33
46.19. 86. 246 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 20
2.52.177.52 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9

46. 19. 86. 35 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7

46. 19. 85. 3 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 253. 195. 132 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
2.54.147. 162 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 5
46.19. 86. 170 | srael 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 4
2.54.5.109 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
185. 5. 221. 12 Pal estinian Territory, Qcupied |147.237.77.216 dover.idf.il SYN H ood out of context drop 3
79.182. 38. 184 | srael 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 3

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wdp Al _Nets drop 3
81.218. 165. 186 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
79.182. 38. 184 | srael 147.237.0. 34 tikshuv.idf.il B ock Wp Al Nets drop 3
84.111.169. 143 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
212.199. 241. 250 | srael 147.237.76. 31 nakchal .idf.il Bl ock_Up Al Nets drop 1

46. 19. 85. 47 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
184. 105. 139. 74 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il |B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site ‘Sgnature Devi ce Action |Count
79.182. 38. 184 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 4
87. 68. 156. 180 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 3
109. 253. 146. 220 |l srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
77.248.252.113 Net her | ands 147.237.77.233 |atal .idf.il C1000074: HITP. naj estic bot B ock 2
89. 203. 221. 120 Czech Republic 147.237.77.216 |dover.idf.il 1633: HITP: \WbDAV Protocol PRCPFI ND Met hod Bl ock 2
94. 230. 93. 195 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
94.230.93. 134 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
94. 230. 93. 204 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
188.120. 148. 150 [l srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
94. 230. 93. 140 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
94. 230. 93. 217 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
94. 230. 93. 166 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
94.230. 93. 182 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
62.219. 44. 252 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
2.54.153. 192 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 1
147. 235. 236. 1 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
98. 119. 105. 221 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NVAP -sS w ndow 4096 1
94.102. 48. 194 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79.182. 38. 184 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.177.225. 12 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
40.121. 136. 51 147.237. 72. 167 Lhited Sates i shurimaka.idf.il ET SCAN NVAP -sS w ndow 4096 1
176. 13. 16. 97 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 64. 177. 71 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
95. 86. 82. 190 147.237.77. 216 I 'srael dover.idf.il portscan: TCP O stributed Portscan 1
86. 108. 10. 32 147.237.77. 216 Jor dan dover.idf.il portscan: TCP O stributed Portscan 1
79.182. 15. 132 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |[Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 104
2.52.178. 111 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 70
167.114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df .i | SYN Att ack rej ect 62
reamn ine: TCP Invali i i SSi
109. 253. 143. 105 sr ael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, 39
Ret r ansmi ssi on Packet dr opped.
R SYNretransmit wth different .
109. 64. 119. 211 |l srael 147.237.77. 234 |hal ag.idf i1 Bad TCP sequence wi ndow scal & monitor |26
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 17
72.9.148.10 Lhited Sates |147.237.77.216 |dover.idf.il drop SAMrule drop 16
46. 19. 85. 42 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
46.19. 85. 42 I srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 11
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 8
46.19.85.103 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different alert 7
w ndow scal e
66.102.9.3 Wited Sates |147.237.76.202|e.halagidf.il  |Geo-1 ocation enf or cenent Ceo-| ocati on i nbound drop 7
enf or cenent
46.19.85.103 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence S retransmt wth different monitor (7
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
185. 120. 125. 22 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 184 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence I'nval i d ACK nunber alert 6
reamn ine: TCP Invali i i SSi
62.219. 132. 167 |Israel 147. 237. 72. 166 |aka. i of . i | Sreamng Engi ne: TCP alid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 184 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber nonitor 6
reaming BEngine: TCP Invali i i SSi
2.54.33. 48 I srael 147.237. 72. 166 |aka. i df .| Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret ransm ssi on Packet dr opped.
S SYNHAK retransnit with different .
87.69. 215. 157 I srael 147.237.0. 15 kosher-kravi.idf.il|[Bad TCP sequence Wi ndow scal e noni t or 6
reaming BEngine: TCP Invali i i SSi
46.19.85.131  |israel 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid finvalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
185.27.106.12  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 5
46. 19. 86. 246 I srael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 5
46. 19. 86. 246 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 5
46.19.85.4 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
91.200.12.136 |Ukraine 147.237.76.42 |refuah.idf.il drop SAMrule drop 4
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 4
193. 43. 245. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
91.200.12.136 |Ukraine 147.237.77. 216 |dover.idf .i | drop SAMrule drop 4
178.63.105.85 |Ger many 147.237.8.46 [e.chinuch.idf.il |drop SAMrul e drop 4
193. 43. 246. 250 |l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 4
91.200.12.136 |Ukraine 147.237.77. 233 |atal .idf.il drop SAMrule drop 4
46. 19. 85. 100 I srael 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
46.19.85.4 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber alert 4
72.9.148.10 Lhited Sates |147.237.77.176 |natpash.idf.il drop SAMrule drop 4
Sreanming Engine: TCP Invalid i i ssi
62.219. 224. 141 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
82.80.176.124 |l srael 147. 237. 72. 166 |aka. i of . i | Sreamng Engi ne: TCP alid invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
2.54.24. 222 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
176.13.1.224  |Israel 147. 237. 72. 166 |aka. i of . i | Sreamng Engi ne: TCP alid invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
109. 253. 150. 66 || srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Russi an o Sreaning Engine: TCP Invalid (invalid segrent retransmission.
178.154.189. 201 o~ 147.237.72. 166 |aka.i df .i | Ret 1 ansmi Ssi on Packet dr opped. drop 3
Sreanming Engine: TCP Invalid i i ssi
46.19.85.143  |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning BEngine: TQP Invalid i i SSi
62.90.184.202 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
212.29.222.56 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
79.178.213.3  |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.176.185.39 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
109.67.219.1  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
82.80.179.251 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Bngine: TQP Invalid i i SSi
212. 150. 203. 158l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
31.168. 181. 109 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. g 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
2.54.4.113 | srael 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code B ock 113
109. 253. 157. 208|l sr ael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 45
2.54.137. 114 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 40
2.54.132. 156 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 28
46. 19. 85. 228 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 24
79.182.38.184 [Israel 147.237.0.34 |tikshuv.idf.il Aut onat ed Wul nerabi | ity Scanning V1 B ock 13
2.54.148. 197 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 8
176.13. 6. 23 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 5
2.54.52.74 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 5
109. 253. 223. 15 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 4
80.178. 126. 168 |l srael 147.237.77. 216 |dover.i df .i | D stributed Lhauthorized URL Access on wawidf.il/error.htm B ock 3
46.19. 86. 24 I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
176. 13. 8. 220 | srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 3
80.178.157.52 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
176.13.15. 145 |Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
109. 253. 144. 30 |Israel 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
2.54.2.122 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
80.178.126. 169 |[Israel 147.237.77. 216 |dover.i df .i | O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 2
109. 253. 150. 52 |l srael 147.237.0.19 |nadimatal .idf.il{Ostributed Suspicious Response Code B ock 2
31.168.195.36 |Israel 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 2
80. 246. 133. 160 |[lIsrael 147.237.77. 216 |dover.i df .i | O stributed Waut horized URL Access on waw i df.il/error. htm B ock 2
37.26.146.165 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
82.81. 70. 160 I srael 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error.htm B ock 2
209. 88.198. 1 I srael 147.237.76.86 |[navy.idf.il Ml tipl e Unaut hori zed URL Access from 209.88. 198. 1 B ock 2
149. 78. 169. 235 |l srael 147.237.77.216|dover. i df . i | Uhaut hori zed URL Access to wawidf.il/https:/wanidf.il/ B ock 1
87.71.15.13 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter D .. in ww aka.idf.il/giyus/general/ None 1
37.26.146. 247 |[Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
194. 28. 115. 228 |Mvl dova, Republic of |147.237.72.167|i shuri maka. i df . i{Unaut hori zed URL Access to 147.237.72. 167/ B ock 1
62.175.138.162 |Spain 147.237.72. 156 |anman. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
46.19. 85. 174 I srael 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
5.22.135. 116 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co Bl ock 1
82. 205. 56. 10 (F;ajcis;iigjja” Territory: 1147, 237. 77. 176 |mat pash. i df . i |~ |Unauthori zed URL Access to vaw cogat . i df .i1/894-ar B ock 1
79.178.5. 21 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
200.88.198.1 |l srael 147.237.76.86 |navy.idf.il m“;::;.'izd‘if’i e gigtejfa;e‘; {11 s/ 2/ si 263380 1802. | bq Bl ock 1
46.19.86.5 I srael 147.237.77.233|atal .i df .i e Mhaut hori zed (R pessuls Bock |1
89. 138. 235. 127 |Israel 147.237.72. 166 |aka. i df . i | m”;?gi' dﬁf?l'ﬁ;"r’jsgr;;’gwt aspx Bl ock 1
37.142.68.1 I srael 147.237.77. 176 |nat pash. i df . i | Distributed PP Attenpt B ock 1
2.54.132.156  [Israel 147.237.77.233|at al . i df . i | el o zed R A:scs)s(s on Bl ock 1
207.46.13.65  [ited Sates 147.237.0.34 |tikshuv.idf.il \;’:rwafftkirhulyf’zf“l ‘I"/fiit(;r;c‘ﬁt'a‘itiu'; aspx Bl ock 1
66. 249. 66. 37 | srael 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to 147.237.77.216/ Bl ock 1
46.19. 85. 184 I srael 147.237.76.86 |navy.idf.il Abnormal |y Long Request et hod B ock 1
31.13.109.117 [ireland 147.237.77. 216 |dover.i df .i | O stributed Wnaut horized URL Access on waw i df.il/error. htm B ock 1
85. 65. 0. 32 I srael 147.237.72. 166 |aka. i df . i | mu;kr;o:geﬂ /'\:;i :(/)gaﬁ;e?;ul (. aspx B ock 1
79.179. 149. 203 i srael 147.237.72. 166 |aka. i df . i | mngkvgiﬁr_?w;g nf;;g?:ﬁt;angfﬁgﬁgfmhsaehar$°t' 09 in None 1
2.54.4.113 | srael 147.237.0.19 |nmadimatal .idf.il[Automated Vul nerability Scanning Vi B ock 1
212.29. 225. 214 | srael 147.237.76.42 |refuah.idf.il ﬂ?tzgc;ié‘?%ﬁsfgﬁz/srte?uah. aspx Bl ock 1
96.240.23.185 |Lhited Sates 147.237.72.166 |aka. i df . i | \;Pj\rwajat;e: f??,g"zﬁm\fe?'/?;;réefi:ul (. asp None 1
37.142.68.1 I srael 147.237.77. 176 |mat pash. i df . i | Lhaut hori zed LRL Access to ww cogat . i df.il/xmrpc. php B ock 1
207.46.13.117 |Wnited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
66.249.66.40  |Israel 147. 237.77. 216 |dover . i df . i | thaut hori zed LR Access o B ock 1

147.237.77. 216/ 1133- 19683- he/ i df gdover . aspx
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