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|Top Attackers | n DDoS- Def ence |

|Attacker Country

Attacker Address

Target Address

Signature

Device Action

Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS Tool - Swit chbl adG dest - r eset 9072
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il |Block Udp All Nets dr op 3
196. 45. 48. 28 N geria 147.237. 76. 86 navy.idf.il Invalid L4 Header Length drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
109. 253. 206. 169 |l srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 10
184.106.114. 136 |lhited Sates 147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 8
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 5
144.76. 8. 132 Ger many 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot B ock 2
80. 246. 133. 235 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
144.76. 8. 132 Ger many 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
106. 120. 173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
188. 165. 15. 108 France 147.237.72.156  |aman.idf.il C1000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66. 249. 66. 33 147.237.76.42 |Wnited Sates |refuah.idf.il ET SCAN NVAP -sA (2) 101
184. 106. 114. 136(147. 237. 77. 74 |Wited Sates |lawidf.il SQ Injection - Select Fom 10
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
165. 255.73.89  [147.237.0.16 ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
119. 139. 65. 64  |147.237.77. 178 |Chi na e. nat pash. i df . i1 ET SCAN Potential SSH Scan 1
119. 139. 65. 64  |147. 237. 76. 200 |Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
199. 101. 186. 245|147. 237. 77. 170 |Lhited States |maarachot.idf.il ET SCAN NMAP -sS wi ndow 3072 1
119. 139. 65. 64  [147. 237. 72. 166 |Chi na aka.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147. 237. 8. 24  |Sweden elifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
119. 139. 65. 64 |147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
185.106. 92. 65  [147.237.72. 167 i shuri maka.idf.il ET SCAN Potential SSH Scan 1
106. 38. 241. 149 |147. 237. 77. 216 |Chi na dover.idf.il portscan: TCP DO stributed Portscan 1
66.249. 93.103 |147.237.77.216|lhited Sates |dover.idf.il portscan: TCP O stributed Portscan 1
165. 255.73.89  [147.237.8.45 eeitanidf.il ET SCAN Potential SSH Scan 1
165. 255. 73. 89  [147.237.0.35 akavs. i df .i | ET SCAN Potential SSH Scan 1
119. 139. 65. 64  |147. 237. 77. 234 [Chi na hal ag.idf.il ET SCAN Potential SSH Scan 1
119. 139. 65. 64  |147.237.77. 176 |Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
212.129.8.145 [147.237.8.27 |France e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
119. 139. 65. 64  |147.237.76.39 |Chi na nobi le.nei tav.idf.il [ET SCAN Potential SSH Scan 1
119. 139. 65. 64  |147.237.72.14 |[China dover.idf.il(old) ET SCAN Potential SSH Scan 1
187.188. 111. 60 |147. 237. 76. 147 |Mexi co chi nuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
109. 253. 203. 186(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
185.106. 92. 65  [147.237.8.27 e.madimatal .idf.il ET SCAN Potential SSH Scan 1
104. 238, 98. 124 |147. 237, 72. 166 akaidh il SE?\/E?-APAO-E'Apache nod_ssl non- SSL connection to SSL port 1
deni al of service attenpt

167. 114. 156. 16 |147.237. 77. 216 |Canada dover.idf.il portscan: TCP O stributed Portscan 1
165. 255. 73.89  [147.237.8.24 elifestyle.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3004

167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 149

167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack rej ect 44

72.9.148. 10 Whited Sates |147.237. 77. 216 |dover.idf.il drop SAMrule drop 16
Sreaning Engine: TGP Invalid i i ssi

46.19.85.24  |israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansni ssi on Packet dropped.

5.102. 254. 144 |l srael 147.237.77. 234 |nal ag.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 11

167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 11
Sreaming Engine: TCP Invalid i i ssi

62.219. 155.36 |Israel 147.237.72. 166 |aka. i df . 9 =g Inval i d segnent retransmssi on. drop 9
Ret r ansmi ssi on Packet dr opped.

2.54.24.93 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect

5.22.130.237 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or

212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop

46.19.85.120 |Israel 147.237. 72. 156 |anan. i of .i | Bad TCP sequence SINHAK retransmt with different opyivor |6

W ndow scal e
46.19.85.120 [Israel 147.237.72. 156 |anan.i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 6
reaming BEngi ne: TCP Invali i i ssi

5.22.130.237 |Israel 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.

46.19.85.120 |Israel 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d sequence nunber noni t or 6
Sreaning Engine: TGP Invalid i i sSi

2.52.177.88  |Israel 147. 237. 72. 166 |aka i of . i | 9 =9 Invalid segent retransmssion. drop 6
Ret r ansmi ssi on Packet dropped.

46.19.85.120 |Israel 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaming Engine: TCP Invalid i i ssi

212.34.20.5  |Jordan 147. 237. 77. 176 |mat pash. i df . | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.

46.19.85.120 |Israel 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6

46.19.85.187 [israel 147.237.76.31 |nakchal.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 6

46.19.85.120 [Israel 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d ACK nunber aert 6

176.13.3.9 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 5

178. 63. 105. 85 |Ger many 147.237.8.46 |e.chinuch.idf.il [drop SAMrul e drop 5

46.19.85.187 [israel 147.237. 77. 216 |dover.idf . i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 5

94. 230. 86. 141 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence Invalid AGK nunber noni t or 5

46.19.85.187 |Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 5

37.46.41.183 |[Israel 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d ACK nunber noni t or 5

72.9.148. 10 Wited Sates [147.237.77.176 |matpash.idf.il  [drop SAMrule drop 4
Sreaning Engine: TQP Invalid i i ssi

85.64.86.162 |Israel 147.237.77. 243 |nobi le.i o . i1 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

199.30.24.55 |Wnited Sates |147. 237.76. 200 |eitan. aka i df.il 9 =g nval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dr opped.

176.13.3.9 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber aert 4
Sreaning Engine: TGP Invalid i i sSi

37.26.147.175 |israel 147. 237. 72. 166 |aka. i of . i | 9 =9 Invalid segent retransmssion. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi

46.19.85.18 [l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Inval i d segrent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.

178. 63. 105. 85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 3

reamn ine: TCP Invali i i ssi

82.80.97.80  [Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TGP alid nval i d segnent retransmssi on. drop 3
Ret ransni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi

46.19.85.122 |israel 147.237.72. 166 |aka. i df . 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.

121.54.54.49 |milippines [147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid AGK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi

176.13.3.101  |israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i SSi

82.80.179.250 |Israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

109. 64. 170. 171 |1 srael 147. 237.72. 166 |aka. i f .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.

46.19.85.187  [Israel 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d ACK nunber aert 3
Sreaning Engine: TGP Invalid i i ssi

79.182.107.66 |l srael 147. 237. 72. 166 |aka. i f . i 9 =9 Inval i d segrent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.

121.54.54.49 |Philippines  |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i SSi

46.19.85.71  [Israel 147.237.77. 243 |nobi l e i df .1 9 =g Inval i d segnent retransmssi on. dr op 3
Ret ransni ssi on Packet dropped.

31.168.2.131 |Israel 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TQP Invalid i i Ssi

176.13.15.236 |Israel 147.237. 72. 166 |aka. i df . i g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i ssi

2.54.139.138 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i Ssi

79.176.148. 14 |Israel 147.237.77. 243 |nobi L e. i of .| g =g nvalid segnent retransmssion. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TQP Invalid i i ssi

109. 65. 111. 36 |Israel 147.237.72. 166 |aka i df .i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.

87.70.98. 181 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site dgnature Acti on ‘Count
46. 19. 85. 116 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 137
176.13. 5. 74 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 84
2.52.32.193 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 26
46.120.77.252 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 24
46.19. 86. 73 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 9
2.54.169. 112 I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
46. 19. 85. 25 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 5
104. 238. 98. 124 147.237.72. 166 [aka. i df . i | Lhtraceabl e SIS Sessi ons: Protocol violation (SSLGONN QU ENT HALQ  |None 3
199.30.24.7 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 3
65.55.210.206 |Wiited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on www i df.il/error. htm Bl ock 3
80. 246. 139. 216 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
2.54.1.187 I s ael 147.237.76.86 |navy.idf.il m“;;‘/’;' zed UL focess 1o doc. gt/ coc_mar . asp Bl ock 2
46.19.85.71 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
157.55.39.193 |lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed LRL Access on waidf.il/error. htm B ock 2
70.195.198.244 |lnited Sates [147.237.77.216|dover.idf.il SSL Untraceabl e Gonnection - Qpen Mde None 1
46. 19. 85. 187 I srael 147.237.76.31 |nakchal .idf.il |[Dstributed Malfornmed URL Bl ock 1
212.34.20.5 Jordan 147.237.77. 176 |mat pash. i df . i|  [Abnornal Iy Long Request net hod B ock 1
174.129. 237. 157|Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
66.249.66.172 |lsrael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots. txt Bl ock 1
212.34.20.5 Jordan 147.237.77. 176 |mat pash. i df . il  [Miltiple Abnornal Iy Long Request from 212.34.20.5 B ock 1
207.46.13.134 |lWnited Sates [147.237.72.166|aka.idf.il Mil tipl e Unaut horized URL Access from 207.46. 13. 134 B ock 1
46. 19. 85. 187 | srael 147.237.76.31 |nakchal .idf.il Distributed Unknown HTTP Request Met hod B ock 1
212.34.20.5  |Jordan 147.237.77. 176 |nat pash. i df . i | l'olr:l%ael/ ,?tggaé‘/jzl?eazr;&g; 4i32;?as§r$1_ L B ock 1
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx  |Bl ock 1
212.34.20.5 Jor dan 147.237.77. 176 |mat pash. i df .il [Mitiple Illega HITP Version from212.34.20.5 B ock 1
207.46.13.134 |Wnited Sates |[147.237.72.166|aka.idf.il Uhaut hori zed URL Access to wwu aka. i df.il/main/ B ock 1
212.34.20.5 Jor dan 147.237.77. 176 [mat pash. i df . il |illegal HITP Version Bl ock 1
198. 20. 69. 74 Wited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ Bl ock 1
66.249.690.30  |Israel 147.237.77. 243|mobi L e i off i1 |03 eh?ro',fzf‘lj /t';tlegpgf;sem‘;esn <t ehi | ddoounent </ 1676 Bl ock 1
212.34.20.5 Jor dan 147.237.77. 176 |mat pash. i df .i| |Redundant HITP Headers Referer B ock

46.19. 85. 100 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock
207.241.237. 166|United Sates |147.237.77. 216 [dover.idf . il %ﬁﬁﬂfﬁfﬁ:ﬁg Protocol violation None 1
157.55.39.189 |[wnited Sates [147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ robot s. t xt Bl ock 1
212.34.20.5 Jor dan 147.237.77. 176 [mat pash. i df . i|  |Mal forned HITP Header Line 2 B ock 1
5.102. 254, 144 |l srael 147.237.77.234|hal ag.i df . i | Uhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul l et 1. gi f |B ock 1
68.180.228. 151 |[lhited Sates |[147.237.77.216|dover.idf.il Paraneter Type Mol ati on PageNumin wwy i df.il/1398-en/ dover. aspx B ock 1
212.34.20.5 Jor dan 147.237.77.176 |nat pash. i df . i | mnsomgatmﬁﬁﬁ l'_\‘it hod pts/Scrol Ler/j query. jearousel .js in WL g o 1
207.241.237.166|Wnited Sates |[147.237.77.216|dover.idf.il Untraceabl e SSL Sessi ons: (pen Mbde None 1
212.34.20.5 Jor dan 147.237.77. 176 |mat pash. i df .il |valformed UR http/1.1 B ock 1
37.26.146.200 |[Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Gonnection - Qpen Mde None 1
199. 30. 25. 90 Lhited Sates |[147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
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