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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
167. 114. 156. 16

|Target Address  |Site

|Signature |Device Action  |Count |
Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 8455
184. 105. 139. 80 Lhited Sates 147.237. 77. 205 prisha.idf.il |Bock Np All_Net drop 1
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|Top Attackers In IPS|

|Attacker Qount ry

Attacker Address

Target Address

|Site

|Sgnature

Devi ce Action |Count

106. 38. 241. 149 Chi na 147.237.77. 216 dover.idf.il |ClLo0O0071: HTTP: User Agent Sogou+web+spi der B ock 5
164. 132. 161. 21 Italy 147.237.77. 74 lawidf.il Cl000146: HTTP. AhrefBot craw er B ock 1
51. 255. 65. 7 United Ki ngdom 147.237.77. 74 lawidf.il C1000146: HITP. AnrefBot craw er Bl ock 1
51. 255. 65. 56 Lhited Ki ngdom 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1
106. 120. 173. 159 Chi na 147.237.77. 233 atal.idf.il |ClLo00071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
80, 246. 130. 144 |147. 237 77 233 |1 51 ael atal idh il ET DOS Large anount of TCP Zer oWndow - Possible Niller2 5
DDos attack
218.246.0.97 |147.237.76.39 |China nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
23.96.109.87 |147.237.8.14 |lhited Sates e orchot.idf.il ET SCAN NVAP -f -sS 1
218.57.11.7 147. 237.76. 42 |China refuah.idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 |147.237.77.243|Chi na nobi | e.idf il ET SCAN Potential SSH Scan 1
40. 83. 8. 192 147.237.77. 226 |Lhited Sates |wwv chanatz. aka.idf.il [ET SCAN Potential SSH Scan 1
185. 106. 92. 65 |147.237.77. 170 naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
40. 83. 8. 192 147.237.77.178|Wnited Sates |e matpash.idf.il ET SCAN Potential SSH Scan 1
185. 106. 92. 65 [147.237.76. 31 nakchal . i df .i ET SCAN Potential SSH Scan 1
40. 83. 8. 192 147.237.76.31 |Lhited Sates |nakchal .idf.il ET SCAN Potential SSH Scan 1
185. 106. 92. 65 |147.237.0. 19 madi matal .idf.il ET SCAN Potential SSH Scan 1
40. 83. 8. 192 147.237.72. 217 |Whited Sates |e.idf.il ET SCAN Potential SSH Scan 1
185. 72. 179. 221 |147. 237. 76. 201 eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
40. 83. 8. 192 147.237.0.19 |Wnited Sates |nadimatal.idf.il ET SCAN Potential SSH Scan 1
114 34.30. 193|147 237 8. 27 |Tai wan o radimatal idf i ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
218.246.0.97 |147.237.76.202|Chi na e haag.idf.il ET SCAN NVAP -sS w ndow 1024 1
23.96.109.87 |147.237.8.14 |lhited Sates |e.orchot.idf.il ET SCAN NMAP -sS wi ndow 2048 1
103. 9. 163. 151 |147.237.76.38 |Australia eeneitav.idf.il ET SCAN NVAP -f -sS 1
218.57.11.7 147. 237. 76. 202 |Chi na e haag.idf.il ET SCAN Potential SSH Scan 1
80. 82. 65. 82 147.237.77. 216 |Netherl ands ~ |dover.idf.il ET VB SERVER Poi son NUl | Byte 1
218.57.11.7 147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
59.45.79.117 [147.237. 77. 235|Chi na svivaidf.il ET SCAN Potential SSH Scan 1
187.188. 111. 60 |147. 237. 72. 14 |Mexi co dover.idf.il(old) ET SCAN NVAP -sS w ndow 1024 1
40. 83. 8. 192 147.237.77. 205 |hited Sates |prishaidf.il ET SCAN Potential SSH Scan 1
185. 106. 92. 65 [147. 237. 76. 39 nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
40. 83.8.192 147.237.76.200|Lhited Sates |eitan aka idf.il ET SCAN Potential SSH Scan 1
185. 106. 92. 65 [147. 237.0.33 idf.il ET SCAN Potential SSH Scan 1
40. 83. 8. 192 147.237.76.30 |Lnited Sates |hirush.idf.il ET SCAN Potential SSH Scan 1
185. 106. 92. 65 [147.237.0. 19 nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.83.8.192 147.237.8.27 |lhited Sates |e.nedimatal.idf.il ET SCAN Potential SSH Scan 1
185. 72. 179. 221 |147. 237. 76. 197 e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
40. 83.8.192 147.237.0.16 |lnited Sates |ny-kosher-kravi.idf.il [ET SCAN Potenti al SSH Scan 1
103.9.163. 151 |[147.237.76.38 |Austraia e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3344
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 86
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover . i df . i | SYN At t ack rej ect 27
107.167.99.175 |Wited Sates  [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 23
72.9.148.10 Lhited Sates  [147.237.77.216|dover.idf.il dr op SAMrule drop 16
79.178.127.54 |israel 147. 237. 76. 200 [ei tan. aka. i o 1| €2 NG Engi nex TCP Invalid invalid segnent retransnission. drop 12
Ret r ansni ssi on Packet dropped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN Att ack SYN - > SYN-ACK -> Ti meout rej ect 9
80. 246. 130. 144 [lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 85. 94 | srael 147.237. 77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber alert 6
46. 19. 85. 94 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d ACK nunber noni t or 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
72.9.148.10 Lhited Sates  [147.237.77. 176 |matpash.idf.il |drop SAMrul e drop 4
178.63.105. 85  |Ger many 147.237.8.46 |e.chinuch.idf.ildr op SAMrul e drop 4
178.63.105.85 |Ger many 147.237.76.38 |e.e.neitav.idf.i|dr op SAMrul e drop 4
46.19.85.211  |Israel 147.237.72. 166 |aka.i df . Streaming Engine: TCP Invalid finvalid segnent retransmissi on. drop 3
Ret ransni ssi on Packet dropped.
80. 246. 130. 144 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert
5.29.78.38 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop
79.179.21.54  |israel 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid  finvalid segnent retransmissi on. drop 3
Ret r ansni ssi on Packet dropped.
46.19.85.170  |Israel 147.237.72. 166 |aka. i df . Streaning Engine: TCP Invalid invalid segnent retransmission drop 3
Ret r ansni ssi on Packet dr opped.
79.182.35.64  |Israel 147. 237.72. 166 |aka i f . i Streamng Engine: TCP Invalid imvalid segment retransrission drop 3
Ret r ansni ssi on Packet dropped.
72.9.148. 10 Lhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop
2.52.164. 126 I srael 147.237. 72. 166 [aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
95.86.88.127  |Israel 147237, 77, 243 |mbi e i 11| €AM NG Engi ne: TCP Invalid finvalid segnent retransnissi on drop 2
Ret r ansni ssi on Packet dropped.
71.167.34.127 |Wited Sates  |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 2
184. 105. 247. 247|Wited Sates  [147. 237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
187.188. 111. 60 |Mexi co 147.237.77.61 |e.cogat.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
40. 77. 167. 52 Wited Sates  [147.237.77. 170 [naarachot . i df . i ||SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
178.63.105.85 |Ger many 147.237.77. 179 |e.nazi .i df .i | drop SAMrul e drop 1
137.226.113.7  |Ger many 147.237.8.46 |e.chinuch.idf.il|dr op SAMrul e drop 1
74.82. 47. 60 Wited Sates [147.237.8.46 [e.chinuch.idf.il|SYN At tack SYN -> SYN-ACK -> RST rej ect 1
195. 62. 53. 168 :ZZ::FI on 147.237.77.227|e.hanaz.idf.il |Geo-1 ocati on enfor cenent Geo-1 ocation inbound enforcenent |drop 1
70.35.107.33  [lhited Sates  [147.237.77.74 [lawidf.il Header Rej ection :‘ggﬂzgtrej ection pattern found in | o v |1
185. 3. 144. 19 | srael 147.237.77. 170 |naarachot . i of . i 1|Bad TCP sequence Invalid ACK nunber noni t or 1
178. 63.105.85  |Ger many 147.237.8.45 |e.eitan.idf.il |drop SAMrul e drop 1
187.188.111. 60 |Mexi co 147.237.77. 121 |e.navy.idf.il  |Geo-1 ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
184.105.139.83 |[tnited Sates [147.237.0.35 |akaws.idf.il drop drop 1
198. 20. 69. 74 Lhited Sates  [147.237.77.234|halag.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
70.35.197.33  [Uited Sates  |147.237.77.176|matpash.icf.il [Header Rejection :‘zggzgtrej ection pattern found in | ue o g
187.188.111.60 |Mexico 147.237.0.33  idf.il drop drop 1
187.188.111. 60 |Mexi co 147.237.77. 176 |natpash.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184.105. 139. 103|Wnited Sates  [147.237.77.74 [lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
187.188.111.60 |Mexico 147.237.72. 166 |aka.i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
24.17.169.182 |Uited Sates  |147.237.77.216|dover.icf.il  [Bad TCP sequence mﬁﬁsg rea”s”“ wthdifferent | oitor |1
74.82.47.11 Wited Sates |147.237.76.200|eitan aka. idf.il|SYN At ack SYN -> SYN-ACK -> RST rej ect 1
187.188.111. 60 |Mexi co 147.237.77. 178 |e. mat pash.i df .i I|Geo- | ocat i on enf or cenent Geo-l ocati on i nbound enf or cenent |drop 1
184. 105. 247. 207 |United Sates  |147.237.76.201|e.atal .idf.il |[Geo-| ocati on enf or cenent Geo-| ocati on i nbound enf or cenent |dr op 1
71.190.255.85 |lhited Sates  |147.237.77. 216 |dover.idf.il SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 1
187.188.111. 60 |Mexi co 147.237.76.201|e.atal .idf.il |[Geo-| ocati on enf or cenent Geo-l ocati on i nbound enf or cenent |drop 1
37.26.146.227 |lIsrael 147.237.0.34 |tikshuv.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
178.63.105. 85  [Ger many 147.237.76. 176 |test. ncore.idf .i[dr op SAMrule drop 1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qountry|Target Address |Site Sgnature Action ‘Count
95.86.88.127 |lsrael 147.237.0.19 |madimatal .idf.il Suspi ci ous Response Code B ock 3
. - Unhaut hori zed URL Access to
66.249.66.40 [l srael 147.237.77. 216 |dover . i df . i | 147.237.77. 216/ 1133- 20373- he/ i df gdover . aspx Bl ock 1
68. 180. 230. 152 [Lhited Sates  |147.237. 7. 176 |nat pash. i df . i | Paranet er Type M ol ation PageNumi n Bl ock 1
wan cogat . i df . i | /901- he/ cogat . aspx
37.237.162.74 |iraq 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to wawidf.il/arr/ Bl ock 1
157.55.39. 193 |lhited Sates 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewing. asp |B ock 1
. . Unaut hori zed URL Access to
66.249.66.43 [l srael 147.237.77. 216|dover . i df . i | 147.237.77. 216/ 1133- 20367- he/ i df gdover . aspx B ock 1
. . NULL Character in URL
80. 82. 65. 82 Net her | ands 147.237.77.216|dover. i df . il / engl i sh/ or gani zat i on/ honef r ont / horef r ont 2. st i [ #0] ] B ock 1
38.111.147.88 |[lhited Sates 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/894-he B ock 1
207.46.13.160 |[Lhited Sates 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to wwidf.il/anan Bl ock 1
. - Unaut hori zed URL Access to
66. 249. 69. 2 I srael 147.237.72.166 |aka. i df . i | 147.237.72. 166/ si p storage/ 11 es/ 1/ 69421 pf B ock 1
. . Uhaut hori zed URL Access to
66.249.64. 169 || srael 147.237.76.86 [navy.idf. il vwwv navy. i df . i |/ shar ed/ user cont r ol s/ header upper/ Bl ock !
217.69. 133. 246 Egj::;”ion 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docid in aka.idf.il/kamar/klali/default.asp  |None 1
. . . Paraneter Type Mol ati on PageNumin
68.180.230.87 [Whited Sates  [147.237.76.31 |nakchal .idf.il v nakhal i df i 1/ 1117- he/ nakhal . aspx B ock 1
142.129. 10. 133 |Lhited Sates 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
66.249.66.25 |lsrael 147.237.77.216|dover. i df . il D stributed Unaut horized LRL Access on wawidf.il/error. htm B ock
) . . Paraneter Type M ol ati on PageNumin
68. 180. 230. 152 [Wnited States  [147.237.77. 176 [mat pash. i df . i | v cogat i df i1/ 2113- hel cogat . aspx B ock 1
) ny- kosher - kravi . i df . ) o
157. 55. 39. 49 Lhited Sates 147.237.0. 16 i Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/ B ock 1
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