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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Address |Site Sgnature Devi ce Action |Count |
106. 38.241. 149  |China 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 5
144.76. 8. 132 Ger many 147.237.72.167 |ishurimaka.idf.il C1000074: HITP. naj estic bot B ock 2
51.255.162. 164 |United Kingdom [147.237.77.216 |dover.idf.il C1000074: HTTP. maj estic bot B ock 2
144.76. 8. 132 Ger many 147.237.77.226 |waw chamat z. aka. i df .i| [Cl000074: HITP. najestic bot B ock 2
62.210. 97. 48 France 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
106. 120. 173. 159 |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 129 Italy 147.237.76.31 |nakchal .idf.il C1000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

66.249.64.97  |147.237.77.170|W0ited Sates |naarachot.idf.il [ET SCAN NVAP -sA (2) 934
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
183,179, 235, 105|147, 237.8.28 |Hong Kong o robil e ks, i df | ET SSAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
104.232.98.38 |147.237. 76. 147 chinuch. aka.idf.il |ET SCAN NVAP -sS wi ndow 3072 1
101. 254. 141. 27 |147. 237. 76. 148 |Chi na gacenter. aka. i of .i [ET SCAN Potential SSH Scan 1
101. 254. 141. 27 |147.237.0.35 |China akavs. i df .i | ET SCAN Potential SSH Scan 1
101. 254. 141. 27 |147.237.0.19 [China nadi matal .idf.il |ET SCAN Potential SSH Scan 1
91.201. 236. 113 |147.237.8.46 |lkraine echinuch.idf.il |ET SCAN NVAP -sS w ndow 1024 1
61.216.84.147 |[147.237.0.34 [Tai wan tikshuv.idf.il ET SCAN Potential SSH Scan 1
104.232.98.38 |147.237. 76. 147 chinuch. aka.idf.il |ET SCAN NVAP -sS wi ndow 4096 1
101. 254, 141. 27 |147.237.77.19 [China lawforumidf.il |ET SCAN Potential SSH Scan 1
101. 254. 141. 27 |147.237.8.28 |China e.nobile-ks.idf.il |[ET SCAN Potential SSH Scan 1
101. 254. 141. 27 |147.237.0.33 |China idf.il ET SCAN Potential SSH Scan 1
98.119. 105. 221 |[147.237.72.156|Wited Sates |anan.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2806
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 100
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At t ack rej ect 24
72.9.148.10 Lhited Sates [147.237.77. 216 [dover.idf.il drop SAMrule drop 16
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 7
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 6
79.179.21.54  |israel 147. 237. 72. 166 |aka i of . i | Streamng Engi ne: TGP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
191.242. 161. 15 |Brazil 147.237. 72. 167 |i shuri maka. i df . i | Streaning Engine: TCP Invalid|invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
178.63.105.85 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop 5
178.63.105.85 |Ger many 147.237.77. 179 |e.nazi .idf il drop SAMrul e drop 5
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 5
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 5
178. 63.18.196  |Ger many 147.237.76. 42 |refuah.idf.il drop SAMrul e drop 4
72.9.148. 10 Lhited Sates |147.237.77. 176 |nat pash. i df .i | drop SAMrule drop 4
178.63.105. 85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 3
141.8.142.1 g;z::t”ion 147. 237. 76. 147 |chi nuch. aka. i of . i: ?22"32? S?ig('):e: T Invalid :Dg‘éak!td dsreggggé retransmssion. g o, 3
2.54.10. 244 I srael 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid|invalid segnent retransnissi on drop 3
Ret r ansni ssi on Packet dropped.
62.210. 143. 245 |France 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 2
62. 210. 143. 245 |France 147.237.77. 233 |atal .idf.il drop SAMrule drop 2
62. 210. 143. 245 |France 147.237.76.39 |[nobile.neitav.idf.il dr op SAMrule drop 2
72.9.148.10 Lhited Sates |147.237.77.74 [lawidf.il dr op SAMrul e drop 2
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 2
62. 210. 143. 245 |Fance 147.237.76.86 |navy.idf.il drop SAMrul e drop 2
178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf.il drop SAMrul e drop 2
62. 210. 143. 245 |Fance 147.237.77.74 |(lawidf.il dr op SAMrul e drop 2
144.76. 8. 132 Ger many 147. 237. 72. 167 |i shuri maka. i df . i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
191. 242.161. 15 |Brazil 147.237.72. 167 |i shuri maka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
46.117. 3. 104 I srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 1
94.242.195. 186 |Luxenbourg 147.237. 77. 170 |n@ar achot . i df .i | Bad TCP sequence Invalid ACK nunber noni t or 1
187.188.111.60 |Mexico 147.237.0.16 |ny-kosher-kravi.idf.il |SYN At ack SYN -> SYN-ACK -> RST rej ect 1
151.80.31.129 |[italy 147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
75.126.221.55 |lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 1
207. 46. 13. 87 Lhited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 1
46.117. 3. 104 I srael 147.237. 72. 156 |anan. i df . i | Bad TCP sequence I'nval i d ACK nunber nonitor |1
106. 38. 241. 149 |China 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
187.188.111.60 |Mexico 147.237.0.35 |akavs.idf.il dr op drop 1
178.63.105.85 |Ger many 147.237.76.39 |nobile. neitav.idf.il drop SAMrul e drop 1
207. 241. 229. 224|Uhited Sates |147.237.76. 200 |ei tan. aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout |reject 1
184.105. 139. 120|hited Sates  [147. 237. 76. 147 |chi nuch. aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
187.188.111. 60 [Mexi co 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85.64.114.228 | srael 147.237.77. 226 [ "™ chanatz.aka. idf- 1 1pad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 208|nited Sates  [147.237.77. 176 |nat pash. i df . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect
141.212.122. 234|Wnited Sates [147.237.76.176 |test.ncore.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
41.34.178.189 |Egypt 147.237.77. 216 |dover.idf .| SYN At t ack SYN -> SYN-ACK -> Tineout |reject
85.64.114.228 [ srael 147. 237.77. 226 ‘I’WWCha"atz' aka.idh- 1 pad TGP sequence Inval i d ACK number monitor |1
216.218.206. 98 |lhited Sates |147.237.0.17 m” kosher-kravi.d loyN At ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 243|Wited Sates  [147. 237. 76. 198 [e. yohal an.i of . Geo- | ocati on enf or cement ﬁ?olr ggi'mon I nbound drop 1
178.63.105.85 |Ger many 147.237.72. 166 |aka.idf .il drop SAMrul e drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
178.0.115. 141  |Ger many 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to v i df.il/894-en/i df gdover. aspx Bl ock 1
87.71.9.228 I srael 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock
146.115.59. 132 |Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to wwwi i df .il/894-en/i df gdover. aspx B ock
. . Uhaut hori zed URL Access to
66.249.66.40  |Israel 147.237.77. 216 |dover. i df . il 147.237. 7. 216/ 1133- 19667- he/ i df gdover . aspx Bl ock 1
207.241.229. 225|wnited Sates [147.237. 76. 200 [ei t an. aka. i df . i | 2312‘:: rl‘l%rr']jed URL Access to wiw eitan. aka.idf. T1/1093-7963-he/ WD gy 1
87.71.9.228 I srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to wwy nakhal .idf.il/xmrpc. php Bl ock 1
173.247.228.10 |Uited Sates |147.237.77.170|n@arachot.idf.il |Ostributed PHP Attenpt B ock
. . . Uhaut hori zed URL Access to
66.249.69.38  Israel 147.237.77. 243|mobi | €. df . mobi | €. df i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1774 Bl ock !
213.57.149. 132 |[lIsrael 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to www i df . il/1503-en/ dover. aspx. B ock 1
64.134.178.126 |[Wnited Sates |[147.237.72.167|i shuri maka.idf.il|SSL Untraceabl e Connection - Cpen Mde None 1
173.247.228.10 |Uited Sates [147.237.77.170|maarachot.idf.il |Wauthorized URL Access to maarachot.idf.il/wp-1ogin. php B ock 1
68. 180.228. 151 |lhited Sates [147.237.77.216|dover.idf.il D stributed Lhaut hori zed UR. Access on www i df.il/error.htm B ock 1
213.57.149. 132 | srael 147. 237.77. 216 |dover . i df .i | Wnauit hor | zed URL Access to . B ock 1
wwy i df.il/tenpl at es/tenpl at econtrol s/ generi ¢/
107.170.171. 157|thited Sates [147.237.0.15 |kosher-kravi . i df.i|Mitiple Unauthorized URL Access from 107.170. 171. 157 B ock 1
66. 249. 66. 25 I srael 147.237.77.216|dover. i df . i | Dstributed Lhauthori zed UR. Access on waww idf.il/error.htm B ock 1
174.129.228.67 |Uited Sates [147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
69.121.153.40 [nited Sates |[147.237.72.166|aka.idf.il Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
: . .|Uhaut hori zed URL Access to
107.170.171. 157|United Sates  [147. 237.0.15 kosher -kravi .i df. i kosher-kravi .idf.il/tenpl at es/ shar ed/ user contr ol s/ header upper/ Bl ock !
. ] Uhaut hori zed URL Access to
66.249.66.37  |Israel 147.237.77. 216 |dover . i df . il 147. 237. 77. 216/ 1283- 13104- en/ dover . aspx Bl ock 1
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