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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCOB- Tool - Swi t chbl adG dest - r eset 10001
185. 130. 5. 193 147.237.76. 30 hi nush.idf.il Invalid TGP H ags drop 5

185. 130. 5. 193 147.237.76. 31 nakchal .idf.il Invalid TGP H ags drop 5

81.218. 65. 210 I srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
124.126. 218. 201 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forvard 2

185. 130. 5. 193 147.237. 76. 147 chi nuch. aka.idf.il Invalid TGP H ags drop 1

185. 130. 5. 193 147.237.76. 38 e.eneitav.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

|Attacker Gountry

Attacker Address

Target Address

|Site

|Sgna1 ure

Devi ce Action |Oount

106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 7
5.9.111.70 Ger nany 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
69. 197. 177.50 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot Bl ock 2
88. 198. 230. 79 Ger many 147.237.77.176  |nmatpash.idf.il |Cl000074: HITP. najestic bot B ock 2
106. 120.173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
185. 106. 92. 65 147.237.0. 33 idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.189. 26. 18 147.237.0. 16 Austria ny- kosher-kravi .idf . il ET SCAN NVAP -sS wi ndow 1024 1
210. 117. 121. 60 147.237.72. 14 Korea, Republic of dover.idf.il(old) ET SCAN NVAP -sS w ndow 1024 1
185. 106. 92. 65 147.237.77.61 e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
178. 63. 11. 208 147.237.0. 17 Ger many mny-kosher -kravi .i df.il ET SCAN NVAP -sS wi ndow 1024 1
210. 117. 121. 60 147.237.72. 14 Korea, Republic of dover.idf.il(old) ET SCAN NVAP -sS w ndow 4096 1




03-13-2016-03:04:09 to 03-13-2016-04:04:09

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 2635
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 26
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 14
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf il SYN At t ack rej ect 6
64.19.78.243  |Wited Sates |147.237.76.44 |erefushidf.il  |Geo-1ocation enf or cenent Geo-1 ocati on i nbound drop 5
enf or cenent
72.9.148. 10 Lhited Sates 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 4
178.63.105.85  |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 4
178.63.105.85 |Ger many 147.237.76.38 [e.e.meitav.idf.il |drop SAMrul e drop 4
178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf.il drop SAMrul e drop 4
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 3
Sreamng Engine: TCP Invalid ' i ssi
211.76.254.18  |Tai van 147. 237. 72. 166 |aka. i of . i 9 =g Inval id segnent retransmssion. 3
Ret r ansmi ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
109. 65. 139. 119 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
66.249.69.38  |lited Sates  |147. 237.77. 243 |nobile.idf i1 9 =g Imvalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
24.114.48.101 |Canada 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> RST rej ect
178.63.105. 85  [Ger many 147.237.77. 179 |e.nazi .iof .il dr op SAMrul e drop
62. 210. 136. 206 |France 147.237.77.178 |le.matpash.idf.il  |Geo-1 ocati on enf or cement Geo-I ocat i on i nbound drop 2
enf or cenent
178.63.105.85  |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 2
72.9.148.10 Lhited Sates [147.237.77.74 [lawidf.il drop SAMrul e drop 2
141.212.122. 248|Uhited Sates  [147.237.77.234|hal ag.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
187. 188. 111. 60 |Mexi co 147.237.76.38 |e.e.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 193 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST alert 1
216.218. 206. 104|Lhited Sates  |147.237.76.31 [nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
187.188.111. 60 |Mexico 147.237.76. 177 |ncore. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
. . s ] Geo-1 ocati on i nbound
187.188.111.60 |Mexico 147.237.8.24 e lifestyle.idf.il |Geo-1 ocati on enf or cenent onf or coment drop 1
185. 130. 5. 193 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect
178.63.105.85 |Ger many 147.237.72. 156 |anan.i df . il drop SAMrul e drop 1
Russi an S . Geo-1 ocati on i nbound
146.185.239. 102 - - 147. 237.77. 227 |e. hanaz. i df . i | Geo- | ocati on enf or cenent onf or cenent drop 1
187. 188. 111. 60 |Mexi co 147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185. 130. 5. 193 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
8. 37. 227. 69 g”;(’;ym’us 147. 237. 77. 216 |dover. i df .i | Bl ock HTTP Non Conpl i ant Response out of state monitor |1
187.188.111. 60 |Mexi co 147.237.76.197 le.himsh.idf.il  |Geo-1 ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
137.226.113.7 |Ger many 147.237.77. 178 |e.matpash.icf.il  [Geo-1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
187.188.111. 60 |Mexi co 147.237.8.27 |e.madimatal.idf.il|Geo-1 ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
70.193.134.35 |lnited Sates |147.237.77.216 |dover.idf.il Bad TCP sequence Invalid sequence nunber alert
185. 130. 5. 193 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST alert
216.218.206.82 |Wnited Sates |147.237.0.200 |[rdu.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
158.69.211.88 |[wnited Sates |147.237.77.233|atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
187.188.111. 60 |Mexi co 147.237.76.44 |erefush.icf.il  |Geo-1ocation enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
79.181.62.245 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |1
185. 130. 5. 193 147.237.76. 147 |chinuch. aka. i df .i1 |SYN At t ack SYN -> SYN-ACK -> Ti nmeout rej ect 1
184. 105. 139. 110|Lhited Sates  |147.237.72. 166 |aka. i df.i SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
187.188.111. 60 |Mexico 147.237.77. 179 |e. nazi .i of .i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 227|wnited Sates  [147.237.8.27 | nadimatal.idf.il|Geo-1 ocation enf or cenent g?o'rggi'mon | nbound drop 1
187.188.111. 60 |Mexico 147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
70.193.134.35 |Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid sequence nunber monitor |1
185. 130. 5. 193 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
178. 63.105.85  |Ger many 147.237.76. 176 [test. ncore.idf.il |dr op SAMrul e drop 1
216.218.206. 88 |lhited Sates |147.237.8.27 |e.nadimatal.idf.il|Geo-1ocation enfor cenent gfolrggi:m"n I nbound drop 1
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|Top Attackers In V\AF|

Attacker Address

A tacker

Target Address

Site

Sgnature

Devi ce

‘Count

Count ry Action

87.71.89.242 [ srael 147.237.77. 234|hal ag. i df . i | multor;‘?rs'tlzsg e O o 5 storage Bl ock 2
66. 102. 8. 243 Uhited Sates [147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm Bl ock 2
211.76.254.18 |Tai wan 147.237.72. 166 |aka. i df . i | Uhknown Paraneter request in ww aka.idf.il/nai n/ hone/ pniot . aspx None 1
41.251.200. 94 |Morocco 147.237.77.216|dover. i df . il PHP Att enpt B ock 1
199. 30.24. 154 |Wited Sates |[147.237.77.216|dover.idf.il Ostributed Wnaut horized URL Access on waw idf.il/error.htm Bl ock 1
66. 249. 66. 37 I srael 147.237.77. 216 |dover.i df . il Ml tipl e Unauthorized URL Access from 66.249. 66. 37 Bl ock 1
31.13.112.121 |[irel and 147.237.77. 216 |dover . i df . i | Distributed Uhaut horized URL Access on waw idf.il/error.htm B ock 1
211.76.254.18 |Tai wan 147.237.72. 166 [aka. i df . i | Unhknown Paraneter request in vww aka.idf.il/portal mluim None 1
93. 160. 60. 22 Dennar k 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to waw i df.il/newsitelenglish Bl ock 1
41.251.200.94 |Morocco 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to waw idf.il/xmrpc. php B ock 1
207. 46. 13. 87 Lhited Sates [147.237.72.166|aka.idf .il Unknown Par anet er docid in aka.idf.il/giyus/ ganda/ def aul t. asp None 1
66. 249. 69. 2 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147. 237. 72. 166/ mai n/ gi yus/ general . aspx |B ock 1
38.111.147.88 |Wited Sates |147.237.77.216|dover.idf.il Mil tipl e Unhaut horized URL Access from 38.111.147.88 B ock 1
124. 126. 218. 201|Chi na 147.237.77. 216 |dover.idf .l Mal formed URL sear ch. yahoo. com 443 Bl ock 1
66. 102. 8. 233 Uited Sates [147.237.77.216|dover.idf.il Ostributed Wnhaut hori zed URL Access on waw i df.il/error.htm B ock 1
211.76.254.18 |Tai wan 147.237.72. 166 [aka. i df . i | Uhknown Paraneter request in v aka.idf.il/ None 1
66.249.79. 122 |Israel 147.237.76. 147|chi nuch. aka. i df . | tﬂ?rl:::tsr;k?cijdﬁ_l ff g:pjsatteos/ shar ed/ user cont r ol s/ header upper/ B ock !
38.111.147.88 |[lhited Sates [147.237.77.216(dover.idf.il Unaut hori zed URL Access to waw idf.il/894-he B ock 1
157. 55. 39. 90 Lhited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/site/general.aspx  |H ock 1
66. 102. 8. 238 Uited Sates [147.237.77.216|dover.idf.il Ostributed Whaut horized URL Access on waw i df.il/error.htm Bl ock 1
211.76.254.18 |Tai wan 147.237.72. 166 |aka. i df . i | Lhknown Paraneter request in ww aka.idf.il/nmain/hone/default.aspx |None 1
68. 180. 230. 245 [United Sates |[147.237.77.234|hal ag.idf .i | ﬁﬂtog?rs'“zs:aﬁ.f‘;ﬁﬁs/:;n at s sher e user contr ol s/ 1 ector/ Bl ock 1
40.77. 167. 82 Lhited Sates |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw i df.il/navy/ ht m/nainfs. asp B ock

175. 42. 89. 89 Chi na 147.237.77. 216 |dover . i df . i | Unaut hor i zed HTTP Met hod B ock 1
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