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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS- Tool - Swi t chbl adG dest - r eset 9932




03-13-2016-02:04:06 to 03-13-2016-03:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qountry get Address |Site Devi ce Action |Count |
184.106. 114. 136 [Lhited Sates 147.237.77.216 |dover.idf.il 5670: HITP. SQ Injection (SELECT) B ock 8
94.102. 153. 58 United Kingdom [147.237.77.216 |dover.idf.il 3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
184. 168. 193. 34 Lhited Sates 147.237.77.74  |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
216.185. 43. 135 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 4
94.102. 153. 58 Lhited Kingdom [147.237.77.216 |dover.idf.il 6134: HITP. SQ Injection Variable Decl arati on Evasion B ock 4
184.173.233.226 |Lhited Sates 147.237.76. 42 refuah.idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
200. 59. 205. 238 A gentina 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4
64.31.44.6 Lhited Sates 147.237.77.176 |nat pash.idf.il |3808: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
213. 8. 145.99 | srael 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 3
62. 210. 148. 247 France 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot B ock 2
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HTTP. naj estic bot B ock 2
106. 120. 173. 159 |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou-+web+spi der Bl ock 1
213. 8. 145. 99 I srael 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

94.102. 153. 58 147.237.77. 216 United Ki ngdom dover.idf.il SQ Injection - Select From 24
213.8.145.99 147.237.77. 233 I 'srael aal.idf.il SQ Injection - Select From 12
200. 59. 205. 238 147.237.77. 74 Argentina lawidf.il S Injection - Select From 12
184. 106. 114. 136 147.237.77. 216 Lhited Sates dover.idf.il SQ Injection - Select From 10
184. 173. 233. 226 147.237.76. 42 Wiited Sates refuah.idf.il SQ Injection - Select From 6
64.31.44.6 147.237.77. 176 Lhited Sates mat pash. i df .l S Injection - Select From 6
216. 185. 43. 135 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 6
184. 168. 193. 34 147.237.77.74 Wiited Sates lawidf.il SQ Injection - Select From 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
178. 63. 11. 208 147. 237. 76. 198 Ger many e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
115. 29. 138. 97 147.237.77. 205 Chi na prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1
54.67.31. 31 147.237.77. 233 Lhited Sates atal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
203. 115. 196. 137 147. 237.77. 205 Ml aysi a prisha.idf.il ET SCAN NVAP -sS w ndow 4096 1
54.67.31. 31 147.237.77. 233 Lhited Sates atal.idf.il ET SCAN NVAP -f -sS 1
13. 75. 95. 104 147.237.77. 178 Lhited Sates e. mat pash. i df il ET SCAN NVAP -sS wi ndow 3072 1
185. 100. 87. 50 147.237.77.178 e. mat pash.idf il ET SCAN NVAP -sS wi ndow 1024 1
13. 75. 95. 104 147.237.77.178 Lhited Sates e.matpash.idf.il ET SCAN NVAP -f -sS 1
178. 63. 11. 208 147. 237. 76. 202 Ger many e halagidf.il ET SCAN NVAP -sS wi ndow 1024 1
178. 63. 11. 208 147.237.8. 24 Ger many elifestyle.idf.il |ET SCAN NVAP -sS w ndow 1024 1
218. 246. 0. 97 147.237.8. 24 Chi na elifestyleiidf.il |ET SCAN NVAP -sS wi ndow 1024 1
61.182.170. 38 147.237.76. 34 Chi na yohal an. i df .il ET SCAN Potential SSH Scan 1
54.67.31. 31 147. 237.77. 233 Lhited Sates atal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
50. 193. 61. 77 147.237.77. 235 Lhited Sates svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
192.3.9. 122 147.237.77. 235 Lhited Sates sviva idf.il ET SCAN Potential SSH Scan 1
13. 75. 95. 104 147.237.77.178 Lhited Sates e. mat pash.idf il ET SCAN NVAP -sS wi ndow 2048 1
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i 1 drop First packet isn't SN drop 2164
80. 246.136.52 | srael 147.237.77. 243 |nubi 1 e.i df .i Streamng Engi ne: TCP Inval id ivalid segnent retransmssion. |y 24
Ret r ansmi ssi on Packet dropped.
79.181.62.245 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streamng Engi ne: TCP | nvalid Jinvalid segnent retransnissi on drop 21
Ret ransni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf. i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 17
72.9.148.10 Lhited Sates |147. 237. 77. 216 |dover.idf.il dr op SAMrul e drop 15
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
67.80.113.5 Lhited Sates |147. 237. 77. 176 |nat pash. i of . i Streamng Engi ne: TCP Inval id invalid segnent retransnissi on. drop 4
Ret r ansni ssi on Packet dr opped.
178.63.105.85  |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 4
141.0. 15. 123 Eur ope 147.237. 77. 216 |dover.idf .i 1 SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
72.9.148. 10 Lhited Sates |147.237. 77. 176 |mat pash. i df .i | drop SAMrul e drop 4
178.63.105.85 |Ger many 147.237.8.46 |e.chinuch.idf.il drop SAMrul e drop 4
91.200.12. 106 |kraine 147.237. 77. 216 |dover.idf.il dr op SAMrul e drop 4
178.63.105.85 |Ger many 147.237.76. 176 |test.ncore.idf.il drop SAMrul e drop 3
185. 120. 239. 23 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
178.63.105.85 |Ger many 147.237.76. 177 [ncore.idf .il drop SAMrul e drop 3
185. 120. 239. 23 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d ACK nunber alert 3
178.63.105.85 |Ger many 147.237.8.45 |e.eitan.idf.il drop SAMrul e drop 3
87.70.99.192  |israel 147. 237. 76. 147 |chi nuch. aka. i df .i Streaning Bngine: TCP Invalid finvalid segnent retramsmission. |, 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 33 I srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect
185. 120. 239. 23 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46.19.86.98  |Israel 147.237.72. 166 |aka. i df .i Streamng Engi ne: TCP Inval id ivalid segnent retransmssion. |y 3
Ret r ansni ssi on Packet dropped.
178.63.105.85 |Ger many 147.237.77. 179 |e.nazi .idf il drop SAMrul e drop
178.63.105.85 |Ger many 147.237.76.38 |e.e.neitav.idf.il drop SAMrul e drop
157.55.39. 134 |Wnited Sates |147. 237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid |invalid segnent retransmission drop 2
Ret r ansmi ssi on Packet dr opped.
103. 238. 131. 212|Australia 147.237.76.86 |[navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 2
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN At ack rej ect 2
212.143.38.222 |lIsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |2
72.9.148.10 Lhited Sates |147.237.77.74 |lawidf.il drop SAMrule drop 2
41.176.169.22 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence noni t or 2
141. 212. 122. 226|Wited Sates |147. 237. 76. 198 |e. yohal an.i df . i Geo- | ocati on enf or cenent gfolr ggi;:m"” I nbound drop 1
187.188.111. 60 |Mexi co 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
185. 120. 239. 23 147.237.77. 233 |atal .idf. il drop First packet isnmt SN drop 1
41.176.169.22 |Egypt 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber alert 1
187.188.111. 60 |Mexi co 147.237.77. 235 [sviva. i df.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
187.188. 111. 60 |Mexi co 147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
178.63.105.85 |Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 1
5.22.130.118 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber nmonitor |1
178.63.105.85 |Ger many 147.237.0. 17 ;"I”Iy kosher-kravi.id |y o SAMrul e drop 1
211.162.33.75 [China 147.237. 77. 216 |dover.idf i1 SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
141.212. 122. 228|Uhited Sates |147. 237. 76. 200 |ei tan. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
187.188. 111. 60 |Mexi co 147. 237. 77. 212 |e. dover. i df . i | Geo-| ocati on enf or cenent g?olr Sgi;:m(’n I nbound drop 1
185. 120. 239. 23 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 1
41.176.169.22 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber moni t or 1
187.188.111. 60 |Mexi co 147.237.77. 243 |mobil e.idf i1 SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
137.226.113.7 |Germany 147. 237.76. 199 |e. nakchal . i df .1 Geo-1 ocation enf or cenent i?olr ggiin?n I nbound drop 1
187.188. 111. 60 |Mexi co 147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenent g?olrggi:m(’n I nbound drop 1
70.35.197.33  |Wnited Sates [147. 237. 77. 216 |dover. i df .i Header Rej ection Pﬁ;rqwim pattern found in {onivor |1
31.168. 147. 155 [lIsrael 147.237.72. 167 |i shuri maka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
178.63.105.85  [Ger many 147.237.0.19 |nadimatal .idf.il drop SAMrule drop
141. 212. 122. 240|Wited Sates |147. 237. 72. 156 |anan.idf . i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
. . . Lhaut hori zed URL Access to
80.246. 136. 52 | sr ael 147.237.77.243|nobi | e. i df . i nobi | e.i df.il/categorytenpl ates/|istchil ddocunent s/ 1749 Bl ock 5
112. 109. 150. 75 |Chi na 147.237.72. 166 |aka. i df . i | Ml tipl e Unauthorized Method for Known URL from 112.109.150.75  [B ock 4
66. 249. 82. 94 I srael 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 3
2.52.45. 16 I srael 147.237.0.19 |nadimatal . i df.i|[Suspi ci ous Response Code B ock 3
66. 249. 66. 25 I srael 147.237.77.216|dover. i df . il Ml tipl e Unaut horized URL Access from 66.249. 66. 25 B ock 3
66. 249. 82. 88 I srael 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 2
2.54.17.15 I srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unauthorized URL Access from 2.54.17. 15 Bl ock 2
. . Dstributed Paraneter Type Mol ation on
77.243.183.75 |Europe 147.237.77.216|dover . i df .i | ww i df i 1/t enpl at es/ sendt of ri endl sendt of ri end. aspx par aneter | Bl ock 1
66.249. 82. 91 | srael 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
. . . Unaut hori zed URL Access to
2.54.17.15 I srael 147.237.77.243|mobi | e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1381 Bl ock 1
140. 115. 111. 116|Tai wan 147.237.72. 166 |aka. i df . i | Lhknown Paraneter service in ww aka. idf.il/brothers/klali/default.asp [None
66.249.83.161 |[Israel 147.237.77.216|dover. i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock
66. 249. 66. 37 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ B ock 1
Russi an . - Parameter Type Molation f in
62.33.84.91 Federati on 147.237.77. 216 [dover . i df . i | ww i df . i |/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
141.8.132. 78 RJSf;;”i o 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to v i df .il/navy/htni/tool fs. asp B ock 1
68.180.228.151 |lhited Sates  |147.237.77.216|dover.idf .il Par anet er Type Mol ati on PageNumin wa i df.il/1153- he/ dover.aspx  |B ock 1
66.249.66.182 |lsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ | ayout 2. css  |B ock 1
66. 249. 82. 94 I srael 147.237.77.216|dover . i df . i | Unaut hori zed URL Access to wwwidf.il/error.htm B ock 1
Russi an . - Parameter Type Molation | in
62.33.84.91 Federati on 147.237.77. 216 [dover . i df . i | ww i df . i |/ tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bl ock !
157.55.39. 112 |wited Sates  |147.237.72.166(aka. i df.i | Unaut hori zed URL Access to 147.237. 72. 166/ B ock 1
: . . Unaut hori zed URL Access to
68.180.230.87 |Lnited Sates  [147.237.76.31 [nakchal .idf.il v nakhal i df . | / consol e/ cor e/ doc._myr / doc_myr . asp B ock 1
66.249. 66. 185 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/ styl e/ 1. he/ print.css B ock 1
112. 109. 150. 75 |Chi na 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod HEAD for wawu aka. i df . i |/ mai n/ hore/ def aul t . aspx [Bl ock 1
66.249.83.155 |lIsrael 147.237.77. 216 |dover.i df .i | D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
66. 249. 64. 48 I srael 147.237.77. 170 |naar achot . i df . i | |Unauthorized URL Access to 147.237.77.170/ pdf/fil es/ 6/ 107656. pdf |B ock 1
198.20.69.74  [lhited Sates |147.237.77.234|hal ag. i df . il Unhaut hori zed URL Access to 147.237.77.234/ Bl ock 1
. - Dstributed Paraneter Type Mol ati on on
77.243.183.75  [Burope 147.237.77. 216 [dover . i df . i | w i df . i 1/t enpl at es/ sendt of ri end/ sendt of ri end. aspx parangeter f Bl ock !
140. 115. 111. 116|Tai wan 147.237.72. 166 |aka. i df . i | Uhknown Paraneter request in ww aka.idf.il/brothers/skiral defaul t.asp|None
66. 249.83.158 |[lIsrael 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error. htm B ock 1
204.79.180.221 |Wited Sates 147.237.72.167|i shuri maka. i df . i|{SSL Untraceabl e Connection - (pen Mde None 1
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