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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

Target Address

Device Action
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry [Target Address |Site |Sgnature Devi ce Action |Count |
173.254.198.237 |Lhited Sates 147.237.77.216 |dover.idf.il|l [0854: HITP. upl oad* Access B ock 12
193. 200. 80. 26 Lhited Kingdom |147.237.72.166 |aka.idf.il 5670. HTTP. SQ Injection (SALECT) B ock 4
23.91.70. 119 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 4

216. 185. 43. 135 Lhited Sates 147.237.77.233 |atal .idf.il |[5670: HITP. SQ Injection (SELECT) B ock 3

216. 185. 43. 135 Lhited Sates 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 1

106. 120.173. 102 |China 147.237.76. 42 refuah.idf.il |C1000071: HTTP. User Agent Sogou+web+spi der B ock 1

106. 120. 173. 159  |Chi na 147.237.77.233 |atal .idf.il [ClL000071: HITP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
193. 200. 80. 26 147. 237.72. 166 Uni ted Ki ngdom akaidf.il A Injection - Select From 12
23.91.70.119 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 6
216. 185. 43. 135 147.237.77. 233 Lhited Sates atal.idf.il SQ Injection - Select From 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 102 147.237.77. 170 Lhited Sates naar achot . i df .i ET SCAN NVAP -sA (2) 2
198. 64. 143. 244 147.237.77. 170 Lhited Sates maar achot . i df . i | ET SCAN Potential SSH Scan 1
198. 64. 143. 244 147.237.72. 217 Lhited Sates eidf.il ET SCAN Potential SSH Scan 1
198. 64. 143. 244 147.237.8.14 Lhited Sates e.orchot.idf.il ET SCAN Potential SSH Scan 1
198. 64. 143. 244 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
198. 20. 69. 74 147. 237.72. 156 Lhited Sates anan. i df.il ET DRCP Dshield B ock Listed Source 1
218. 246. 0. 97 147. 237.76. 38 Chi na e.eneitav.idf.il ET SCAN NVAP -sS wi ndow 1024 1
212.83.140. 6 147.237.77. 74 France lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
178. 63. 11. 208 147.237. 8. 45 Ger many eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
199. 101. 186. 238 147.237.77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 3072 1
198. 64. 143. 244 147.237.77. 212 Lhited Sates e. dover.idf.il ET SCAN Potential SSH Scan 1
198. 64. 143. 244 147. 237. 76. 198 Lhited Sates e yohal an.idf.il ET SCAN Potential SSH Scan 1
198. 64. 143. 244 147. 237. 8. 46 Lhited Sates e.chinuch.idf.il ET SCAN Potential SSH Scan 1
198. 64. 143. 244 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
198. 64. 143. 244 147.237.0. 17 Lhited Sates mny-kosher -kravi . i df .il ET SCAN Potential SSH Scan 1
178. 63. 11. 208 147. 237.76. 86 Ger many navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
199. 101. 186. 238 147. 237.77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS wi ndow 4096 1
173. 65. 154. 27 147. 237. 77. 234 Lhited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
198. 64. 143. 244 147.237.77. 235 Lhited Sates svivaidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address |[Ste Signature Action ‘Count
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1109
107. 167.99. 253 |Lhited Sates |147.237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 68
167. 114. 156. 16 [Canada 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 30
72.9.148. 10 Wited Sates [147.237.77. 216 |dover.idf.il drop SAMrule drop 16
Sreaning Engine: TCP Invalid i i ssi
46.116.53.155 |Israel 147.237.77. 243 |nobi le.i o . i1 9 =9 Invalid segnent retransmssion. Packet |q 12
Ret r ansm ssi on dr opped.
109. 65. 224. 198 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Sreanming Engine: TCP Invalid i i sSi
5.22.135.205 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. Packet | 6
Ret r ansmi ssi on dr opped.
178. 63. 105. 85 |Ger many 147.237.76.38 |e.e.neitav.idf.il|drop SAMrul e drop 6
178. 63. 105. 85 |Ger many 147.237.76. 176 |test. ncore.i df . il [dr op SAMrul e drop 5
185. 3. 144. 112 |l srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval id ACK nunber noni t or 4
109. 65. 224. 198 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
178. 63. 105. 85 |Ger many 147.237.77. 179 |e.nazi .idf .il drop SAMrul e drop 4
72.9.148. 10 Wited Sates [147.237.77.176 |natpash.idf.il  |drop SAMrule drop 4
178. 63. 105. 85 |Ger many 147.237.8.45 |e.eitanidf.il [drop SAMrul e drop 3
Sreaning Engine: TCP Invalid i i ssi
37.26.147.151 |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Packet | 3
Ret r ansm ssi on dr opped.
reaming BEngine: TCP Invali i i ssi
185. 120. 126. 12 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid finvalid segnent retransnission. Packet |, op 3
Ret r ansm ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
2.54.181.82  |israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Packet | 3
Ret r ansm ssi on dr opped.
reaming BEngine: TCP Invali i i ssi
31.168.26.28 |Israel 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid finvalid segnent retransnission. Packet |, op 3
Ret r ansm ssi on dr opped.
Sreanming Engine: TGP Invalid i i ssi
46.19.85.143 |Israel 147.237.72. 166 |aka. i df .i 9 =9 Invalid segnent retransmssion. Packet | 3
Ret r ansm ssi on dr opped.
reaming BEngine: TCP Invali i i ssi
37.26.148.245 |israel 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid finvalid segnent retransnission. Packet |, op 3
Ret r ansm ssi on dr opped.
Sreaning Engine: TCP Invalid i i ssi
109. 67.35.197 |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. Packet | 3
Ret r ansm ssi on dr opped.
109. 65. 224. 198 |l srael 147.237.76.31 |[nakchal .idf.il drop Frst packet isn't SN drop 3
Sreaning Engine: TCP Invalid i i ssi
176.13.12.172 |Isradl 147. 237. 72. 166 |aka. i f . i 9 =g Invalid segnent retransmssion. Packet | 3
Ret r ansm ssi on dr opped.
Sreaning Engine: TGP Invalid i i sSi
212.179. 216. 13 |I srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segment retransmssion. Packet | 3
Ret r ansni ssi on dr opped.
37.46.38.2 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
5.29.78.38 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
37.204.51. 205 |FSSian 147.237.76.86 |navy.idf.il HTTP Fornmat S zes Feferer’ header |ength exceeded monitor |2
Federati on naxi num al | oned | engt h
136. 243. 152. 18 |Ger many 147.237.77.233 |ata .idf.il drop SAMrul e drop 2
5.102. 254. 204 |l srael 147. 237.77. 216 |dover.idf .i Bad TCP sequence Invalid ACK nunber noni t or 2
178. 63. 105. 85 |Ger many 147.237.76. 177 [ncore.idf.il drop SAMrul e drop 2
Sreaning Engine: TCP Invalid i i ssi
66.249.69.93 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =9 Invalid segnent retransmssion. Packet | 2
Ret r ansm ssi on dr opped.
41.141.84.52 |Morocco 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
178. 63. 105. 85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop 2
72.9.148. 10 Lhited Sates 147.237.77.74 |lawidf.il drop SAMrul e drop 2
5.9.89.170 Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
167. 114. 156. 16 [Canada 147.237.77. 216 |dover. i df il SYN At t ack rej ect 2
37.204.51. 205 gz::;ni o 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
31.168.149.92 |[lsrael 147.237.0.34 [tikshw.idf.il [Bad TCP sequence Invali d sequence nunier noni tor |2
91.200.12.7 kr ai ne 147.237.77.74 |lawidf.il dr op SAMrule drop 2
46.120. 182. 45 |l srael 147.237.72. 167 |ishurimaka.i of .i[Bad TCP sequence Inval i d AK nunber alert 2
91.200.12.7 W ai ne 147.237.77. 216 |dover. i df .il drop SAMrule drop 2
46.120.182. 45 [l srael 147.237.72.167 |ishurimaka.idf .i[Bad TCP sequence I'nval i d ACK nunber noni t or 2
201. 131. 148. 28 |Panama 147.237.77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
37.26.147. 151 |lsrael 147.237.72. 166 |aka.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
84.108.129.0 |[lIsrael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber nonitor |1
46.19.85.218  |[lsrael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d ACK nunber monitor |1
157.55.39.11 |Wiited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 1
195. 62. 53. 168 :3:;;‘"' o 147.237.0.200 |rdu.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocation i nbound enforcement  |drop 1
94.230.93.119 |l srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1




03-13-2016-01:04:27 to 03-13-2016-02:04:27

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
173. 254. 198. 237|United Sates |147.237.77.216|dover.idf . il Mil tipl e Uauthori zed URL Access from 173. 254, 198. 237 B ock 25
46.116.53.155 |Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 3
85.65.133.129 [Israel 147.237.0.19 |madimatal .idf.il [Distributed Suspicious Response Code B ock 2
201. 248. 233. 47 |Venezuel a 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
66. 249. 64. 53 I srael 147.237.77. 170 |n@ar achot . i df . i | |Unauthori zed URL Access to 147.237.77.170/ pdf/files/ 7/ 108577. pdf  |H ock 1
207.46.13.18  [Uited Sates [147.237.0.15 |kosher-kravi . i df . i[ 7o "1 2ed LR mC::pTattZs/sha e user cont ol header upper Bl ock 1
66.249.75. 44  |israel 147.237.72. 166 |aka. i df . i | ﬂ?}’;g?ri?ffeéﬁorﬁc;e:j o enpl ates/i nner. asp Bl ock 1
31.44.142.96  |Israel 147.237.72. 166 |aka. i df . i | 'O'u'ri%zl/ i?’tageeg’?ing:a’;:g;féoi)’;c%i’ Y kapatzl[resfor2 Bl ock 1
66. 249. 64. 58 I srael 147.237.77. 170 |m@ar achot . i df . i| |Unauthorized URL Access to 147.237.77.170/ pdf/fil es/ 6/ 107176. pdf  |B ock 1
220. 181. 132. 216|Chi na 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock
66.249.75.61  |Israel 147.237.72. 166 |aka. i df . i | alﬂ;r:zfml mrtaur:?tr;;s;ﬁ;&s;rl?d id?ers' asp None 1
31. 44.142. 96 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in LR from31. 44.142. 96 B ock 1
173. 254, 198. 237|Wnited Sates |147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to waw idf.il/fck/ B ock 1
66. 249. 66. 25 I srael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to waw idf.il/atal 1/izkor/ mai n. asp B ock 1
198. 20. 69. 74 Lhited Sates |147.237.72. 156 |anman. i df . il Uhaut hori zed URL Access to 147.237.72. 156/ nodi i n/ def aul t . aspx B ock 1
66.249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
152. 200. 195. 177 |Col onbi a 147.237.77.216|dover. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
66. 249. 64. 48 I srael 147.237.77. 170 |n@arachot . i df . i | |Unauthori zed URL Access to 147.237.77.170/ pdf/files/ 7/ 112217. pdf  |H ock 1
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
173. 254, 198. 237|United Sates |147.237.77.216|dover.idf.il Mil tiple Adnin Bl ocking from 173. 254, 198. 237 B ock 1
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