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03-13-2016-00:04:06 to 03-13-2016-01:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 5342

134. 147. 203. 115 Ger many 147.237.72. 14 dover.idf.il (ol d) B ock Np Al _Net drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2

51. 39. 174. 239 Uni ted Ki ngdom 147.237.72. 167 i shurimaka.idf.il Bl ock Udp All Nets drop 1

185.94. 111. 1 147.237.77. 233 atal.idf.il Block Udp Al Nets drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 1




03-13-2016-00:04:06 to 03-13-2016-01:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
37.26. 148. 201 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
106.120.173.102 |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
151. 80. 31. 117 Italy 147.237.72.166 |aka.idf.il Cl000146: HITP. AnrefBot craw er B ock 1




03-13-2016-00:04:06 to 03-13-2016-01:04:06

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
218. 81. 20. 83 147. 237.76. 196 Chi na e.svivaidf.il ET SCAN Potential SSH Scan 2
218. 81. 20. 83 147.237.77.19 Chi na I awforumidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 35 Chi na akaws. i df .i | ET SCAN Potential SSH Scan 1
192.3.9.122 147.237.0. 17 Lhited Sates mny- kosher -kravi .i df .il ET SCAN Potential SSH Scan 1
218. 81. 20. 83 147. 237. 76. 200 Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
173. 65. 154. 27 147.237.77. 235 Lhited Sates sviva. idf.il ET SCAN NMAP -sS wi ndow 1024 1
119. 10. 114. 32 147.237.77. 216 Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 3072 1
218. 81. 20. 83 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
218. 246. 0. 97 147.237.76. 42 Chi na refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
119. 10. 114. 32 147. 237.76. 177 Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 3072 1
218. 81. 20. 83 147.237.72. 217 Chi na eidf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 194 147. 237.72. 166 Net her | ands akaidf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 81. 20. 83 147. 237.77. 227 Chi na e. hanaz. i df .il ET SCAN Potential SSH Scan 1
218. 81. 20. 83 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 114 147. 237.76. 176 Wkrai ne test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 81. 20. 83 147.237.77. 212 Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 147.237.76. 44 Sweden e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 216. 119. 94 147. 237. 76. 202 e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
218. 81. 20. 83 147.237.77. 179 Chi na e.nazi.idf.il ET SCAN Potential SSH Scan 1
192.3.9. 122 147. 237. 8. 45 Lhited Sates eeitanidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 176 Chi na nmat pash. i df . i | ET SCAN Potential SSH Scan 1
218. 81. 20. 83 147.237.77.176 Chi na nat pash. i df . i | ET SCAN Potential SSH Scan 1
192.3.9. 122 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN Potential SSH Scan 1
218. 81. 20. 83 147. 237. 76. 201 Chi na e.atal.idf.il ET SCAN Potential SSH Scan 1
178. 63. 11. 208 147.237. 8. 46 Ger many e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 81. 20. 83 147. 237. 76. 197 Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
173. 65. 154. 27 147.237.77. 233 Lhited Sates atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 81. 20. 83 147. 237.76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
119. 10. 114. 32 147.237.77. 216 Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 81. 20. 83 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
119. 10. 114. 32 147. 237.76. 177 Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237.76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 81. 20. 83 147.237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 194 147. 237. 8. 50 Net her | ands e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 81. 20. 83 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
89. 216. 119. 94 147. 237. 76. 202 e halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
218. 81. 20. 83 147. 237.77. 205 Chi na prishaidf.il ET SCAN Potential SSH Scan 1
192.3.9. 122 147. 237. 76. 200 Lhited Sates eitan aka.idf.il ET SCAN Potential SSH Scan 1
89. 216. 119. 94 147. 237. 76. 202 e halag.idf.il ET SCAN NVAP -f -sS 1
218. 81. 20. 83 147.237.77.178 Chi na e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
192.3.9. 122 147.237.8. 28 Lhited Sates e. nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1




03-13-2016-00:04:06 to 03-13-2016-01:04:06

|Top Attackers In FW |

‘Attacker Gount ry Target Address [Ste Signature i\tnif;
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 21
72.9.148.10 Lhited Sates 147.237.77. 216 |dover.idf .il dr op SAMrule drop 16
2.54.12. 204 I srael 147.237.77. 216 |dover.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 11
Sreaming Engine: TP Invalid i i ssi
2.54.183.188 |Israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. | 9
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
2.54.24.189  |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 9
Ret r ansmi ssi on Packet dr opped.
reamn ine: TCP Invali i i ssi
68.42.125.51 |Wiited Sates 147. 237,77, 216 |dover i i1 || €M NG Engi ne: TP alid finvalid segnent retransnission drop 8
Ret r ansni ssi on Packet dropped.
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
reaming BEngine: TCP Invali i i ssi
66.249.60.38 |lnited Sates 147, 237.77. 243 |t 1 e, i 11 | €M NG Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret r ansm ssi on Packet dropped.
5.102.254.211 |[lIsrael 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d AGK nunber nonitor |6
Sreaning Engine: TGP Invalid i i ssi
176.13.3.215 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.176.29.155 |israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansm ssi on Packet dropped.
37.75. 209. 206 g‘zlcis;i'géa” Territory. 1447, 237. 77. 216 |dover.idf. i1 |SYN Att ack SYN -> SYN-ACK -> RST rej ect 5
94. 230. 86. 200 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 5
46.117.121. 172 || sr ael 147.237.77.233 |atal .idf. il Bad TCP sequence Invalid ACK nunber alert 4
178. 63. 105. 85 |Ger many 147.237.8.46 |e.chinuch.idf.illdr op SAMrul e drop 4
46.117.121. 172 |I srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Invalid ACK nunber nonitor |4
46.117.121. 172 || sr ael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber nonitor |4
91.200. 12. 106 |lkrai ne 147.237.77.74 |lawidf.il drop SAMrul e drop 4
79.183. 168. 137 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
Sreanming Engine: TGP Invalid i i ssi
95.86. 116. 223 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssion. g 4
Ret r ansmi ssi on Packet dr opped.
91.200. 12. 106 |Wkrai ne 147.237.77. 216 |dover.idf.il  |drop SAMirul e drop 4
72.9.148. 10 Lhited Sates 147.237.77. 176 |t pash.i df .il |dr op SAMrul e drop 4
Sreaning Engine: TGP Invalid i i ssi
149. 78. 236. 220 |I srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109.64.23.90 |Israel 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
46.19.85.246 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.182. 223. 133 |I srael 147. 237.77. 243 |mwbi l e, i f . i1 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
178. 63. 105. 85 |Ger many 147.237.8.45 |e.eitanidf.il |drop SAMrul e drop 3
178. 63. 105. 85 |Ger many 147.237.77.61 |e.cogat.idf.il |dr op SAMrul e drop 3
Sreaning BEngine: TCP Invalid i i ssi
109. 65.56. 216 |l srael 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dr opped.
46.117.121. 172 |I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
Sreaning Engine: TCP Invalid i i ssi
79.183.113.2 |isradl 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 65.116.5 |l srael 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
185.3.144.2  |Isradl 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.181.59. 209 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. . 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
2.54.24.161  |isradl 147. 237. 72. 166 |aka. i f . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 67. 174. 96 |l srael 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
178. 63. 105. 85 |Ger many 147.237.76. 176 |test. ncore.i df . i|dr op SAMrule drop 3
Sreaning Engine: TCP Invalid i i ssi
31.168. 192. 251 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i ssi
149.78.24.46 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
79.181. 114. 157 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i ssi
176.13. 11, 205 |Israel 147.237.77. 243 |nobi l e i df .1 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i ssi
109. 160. 141. 16 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
Sreaming Engine: TP Invalid i i ssi
213.57.31.15 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. g 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
79. 183. 227. 105 |I srael 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dr opped.
5.22.135.160 |[lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 2
91.200.12.7 Lkr ai ne 147.237.77.74 |lawidf.il dr op SAMrule drop 2
84.228.215. 87 |lsrael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 2
5.22.135.160 |lIsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
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Attacker Country Target Address [Ste Signature

N

91.200.12.7 Lkr ai ne 147.237.77.216 |dover.idf.il dr op SAMrule drop

178. 63. 105. 85 |Ger many 147.237.77.179|e.nazi .idf.il |drop SAMrule

drop 2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |[Target Address |Site Sgnature Action ‘Count
109. 253. 206. 243]I srael 147.237.0.19 |nadi matal .idf.i|Distributed Suspicious Response Qode Bl ock 35
79.178.31.192 |[Israel 147.237.0.34 |tikshuv.idf.il |Automated Wl nerability Scanning V1 B ock 20
. . . Unaut hori zed URL Access to
176.13.11. 205 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 B ock 4
5.144. 60. 217 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
185. 120. 126. 82 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 2
176.13.11. 205 |Israel 147.237.77.243|mobi | e. i df . i | Ml tipl e Unaut hori zed URL Access from 176. 13. 11. 205 Bl ock 2
37.142.64.50 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed LR. Access to wan | ogi stics. atal .idf.il/xnrpc. php B ock 1
198.58.103.28 |Uited Sates 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to waw i df.il/1294- he/ v i df . il B ock 1
157.55.39. 193 |lhited Sates 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawidf.il/error.htm B ock 1
104. 185. 121. 214 | Ui ted S ates 147. 237.77. 216 |dover. i df . i | Parar'mater' Type Mol ation ctl00$nt ent A acetbl der 15t xt Bvai | in B ock 1
waw i df . i|/1038-en/ dover . aspx
46.121. 154. 205 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod HEAD for wwv aka. i df .il/mai n/ sachar/ B ock
207.46.13.192 |lhited Sates 147.237.77. 176 |mat pash. i df . i|  |Whauthori zed URL Access to 147.237.77.176/ Bl ock 1
157.55.39.224 |Uited Sates 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt Bl ock 1
. . Unaut hori zed URL Access to
84.111.165.15 |l srael 147.237.77.216|dover.i df . il i df i1/ i tef spot ti g/ spot ti ng. asp B ock 1
31.168. 192. 251 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCST for ww aka.idf.il/mai n/sachar/fag.aspx |B ock 1
. . Dstributed Paraneter Type Mol ation on
194.2.159.201  |France 147.237.77.216 dover. i df . i w i df. i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx paraneter f Bl ock !
Unknown Par anet er
109. 67. 124. 152 |l srael 147.237.72. 166 |aka. i df . i | ct1 00$ct | 00$cphMai n$TochenP aceHol der $ct | 13$ct | 01$ct | 03$chl Quest i o [None 1
n$24 in ww aka. i df . i |/ nai n/ gi yus/ questi onnai re. aspx
66. 249. 64. 53 | srael 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 7/ 106667. pdf |B ock 1
208.115.113.89 [lhited Sates 147.237.77.216|dover. i df . il Unaut hori zed URL Access to waw i df . il/newsite/english/ main. asp B ock
164. 138. 116. 109|1 sr ael 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock
. . S Untraceabl e Gonnection - Protocol violation
85. 64.168.222 |Israel 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . D stributed Lhaut hori zed URL Access on
37.26.148.247 |Israel 147.237.77.234hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
; ; DOstributed Paraneter Type Mol ation on
194.2.159. 201 |France 147.237.77. 216 [dover . i df . i | vy i df . i | /tenpl at es/ sendt of ri end/ sendt of ri end. aspx par aneter | Bl ock !
66. 249. 64. 58 | srael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed URL Access to 147.237.77. 170/ pdf /fil es/ 8/ 112188. pdf |B ock 1
. . DO stributed Unaut hori zed URL Access on
213.57.137. 117 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
Pal esti ni an . . . . .
85.113.97.102 [~ tory, Geoupi ed 147.237.77. 176 [nat pash. i df . i|  |Unauthorized URL Access to wmn cogat . idf.il/894-ar B ock 1
37.142.64.50 | srael 147.237.77.234|hal ag. i df . i | PHP At enpt Bl ock 1
194, 72.238.241 |Wited Kingdom [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waww i df.il/xyzzy B ock 1
157. 55. 39. 11 Lhited Sates 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df . il/1137-he/ dover B ock 1
66. 249. 69. 38 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
] . . Paraneter Read Qhly Molation in
96.240.23.185 |[lnited Sates 147.237.72. 166 |aka. i df . i | v aka i of i 1/ti znor et/ f acy def aul t. asp None 1
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