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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|signature

|Device Action |Count |

167.114. 156. 16 Canada 147.237.77.216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3077
37. 26. 148. 150 | srael 147.237.0.19 nadi matal .idf.il Anonal y-TLS-renegoti ation-d i forward 119
82.145.211.6 Eur ope 147.237.76. 42 refuah.idf.il Block Ip Véb In drop 20
54.72.182. 187 I rel and 147.237.77.216 dover.idf.il B ock Wdp All Nets drop 4

8. 37.231. 89 Anonynous Pr oxy 147.237.77. 216 dover.idf.il JLMPurple Gon Limt Htp drop 3
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 3
134. 147. 203. 115 Ger nany 147.237.0. 34 tikshuv.idf.il Block Np Al _Net drop 2
134. 147. 203. 115 Ger many 147.237.0. 34 tikshuv.idf.il Bl ock_Udp All _Nets dr op 2

8. 37.231. 89 Anonynous Pr oxy 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 2
185.94.111. 1 147.237.77. 226 vy chanat z. aka. i df .i | Bock Np Al _Net drop 1
185.94.111. 1 147.237.77. 227 e. hanaz.idf.il B ock Np Al _Net drop 1
85. 25. 43. 94 Ger nany 147.237. 76. 44 e.refuah.idf.il Bl ock_Ulp Al _Nets drop 1
71.6.167. 142 Lhited Sates 147.237.77. 61 e.cogat.idf.il Bl ock_Ulp Al _Nets drop 1
91.121. 39. 149 France 147.237.76. 196 e.sviva.idf.il Bl ock_Udp All _Nets dr op 1
185.94.111.1 147.237.76. 30 hi nush. i df .i | Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
109. 65. 25. 198 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
157. 55. 2. 180 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
107. 150. 56. 254 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP: mgj estic bot B ock 2
46. 19. 85. 193 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
107. 150. 56. 254 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
79. 180. 166. 63 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
106. 120. 173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP:. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

A tacker

‘Target Addr ess count ry Signature
195. 34. 150. 18 [147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
5 54 161 102|147 237 76.30 |isranl i rsh i df i | ET DOS Large anount of TCP Zer oWndow - Possible Niller2 3
DDos attack
66.249. 64. 9 147.237.77.176|Wnited Sates  [natpash.idf.il ET SCAN NVAP -sA (2) 2
103.9.163. 151 (147.237.0.19 |Asstralia nedi matal .idf.il ET SCAN NMAP -sS wi ndow 2048 1
80. 246. 133. 192 |147 237 77 233 |1 51 26l sl idhil ET DO5 Large anount of TCP Zer oWndow - Possible Nkiller2 1
DDos attack
185. 72. 179. 221 [147. 237. 76. 201 e.atal.idf.il ET SCAN Potential SSH Scan 1
62.210.24. 214 [147.237.0.34 |France tikshuv.idf.il ET SCAN Potential SSH Scan 1
185. 72. 179. 221 (147. 237. 76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
37.139.27.231 |147.237.0.17 [Netherlands mny-kosher-kravi.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
185. 72. 179. 221 |147. 237. 72. 217 eidf.il ET SCAN NVAP -sS wi ndow 1024 1
173.14.248.34 |(147.237.76.44 |Wited Sates |e.refuah.idf.il ET SCAN NVAP -sS w ndow 2048 1
173.14.248.34 [147.237.76.44 |thited Sates |e.refuah.idf.il ET SCAN NVAP -f -sS 1
104. 45.210. 69 [147.237.76.202|nited Sates |e.halag.idf.il ET SCAN NMAP -sS wi ndow 3072 1
103.9.163.151 [147.237.0.19 |Austraia madi matal .idf.il ET SCAN NVAP -sS w ndow 3072 1
103.9.163. 151 [147.237.0.19 |Australia nadi matal .idf.il ET SCAN NVAP -f -sS 1
185. 72. 179. 221 |147. 237. 76. 199 e. nakchal .idf .il ET SCAN Potential SSH Scan 1
62.210. 24. 214 |147.237.0.19 |France madi matal .idf.il ET SCAN Potential SSH Scan 1
185. 72. 179. 221 [147. 237. 76. 176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
37.26.148.150 [147.237.0.19 |[Israel nadi matal .idf.il ET SCAN Possible SSL Brute Force attack or Ste Gaw 1
178. 63. 11. 208 |147. 237. 77. 233 [Ger many atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
173.14.248.34 [147.237.76.44 |thited Sates |e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
— ET SCAN Suspi ci ous User-Agent Contai ning VWb Scan/er, Likely
137.226.113.7 |147.237.76.86 |Ger many navy.idf.il 1
Vb Scanner
104. 45. 210. 69 [147.237.76.202|thited Sates |e.halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker ) .
ount ry Target Address |Ste Signature
8.37.231. 89 g”;;ymus 147. 237. 77. 216 |dover. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 69
105. 197. 148. 73 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 34
reaming BEngine: TCP Invali i i ssi
2.54.41. 68 I srael 147.237. 77, 243 |noti 1 e o1 |27 €AMNG Engine: TQP Invalid invalid segnent retransnission dr op 33
Ret ransnm ssi on Packet dropped.
105. 86. 124. 77 |Egypt 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 19
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il drop SAMrul e drop 15
reamn ine: TCP Invali i i ssi
2.54.10.135  |Israel 147. 237 72. 167 | shurimaka i of | " €2M NG Engine: TP Invalid invlid segnent retransnission drop 12
Ret ransm ssi on Packet dropped.
46. 19. 85. 28 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 10
Sreanming Engine: TCP Invalid i i ssi
2.52.163.67  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 9
Ret ransnm ssi on Packet dropped.
46. 19. 85. 87 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber noni t or 8
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
46.19.85.157 [israel 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber aert 8
46. 19. 85. 93 I srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 7
185. 33. 168. 254 |Wited Sates  [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
185. 33. 168. 254 |Whited Sates  [147.237.77. 216 |dover.idf il Bad TCP sequence noni t or 7
. s SYNretransmit wth different .
105.97.7.220 |Ageria 147.237. 77. 216 |dover.idf .i | Bad TCP sequence v ndow scal e noni t or 6
185. 33. 168. 254 |Lhited Sates  |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
185. 33. 168. 254 |Lhited Sates  [147.237.77. 216 [dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
37.26.146.193 |[Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 5
178. 63. 105. 85 |Ger many 147.237.77. 179 |e.nazi .i df .i | drop SAMrul e drop 5
5.22.135.194 |Israel 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACGK nunber noni t or 4
46.19.85.192  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber noni t or 4
37.26.149. 244 |Israel 147.237.77.234|halag.icf.il  |Bad TCP sequence S retransmt wth i fferent monitor |4
w ndow scal e
72.9.148.10 Lhited Sates 147.237.77. 176 |nat pash. i df . i | drop SAMrul e drop 4
5.102.242. 121 |Israel 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
37.46.39.139 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
37.46. 39. 40 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 4
46.19.85.192  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber alert 4
37.26.149. 244 |Israel 147.237.77. 234 |nal ag.i f . i Bad TCP sequence SNretransmt with i fferent alert 4
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79. 182, 216. 179 |I srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
5.22.129.103 |[Israel 147.237.0.19 |nadimatal.idf.il|Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.178.97. 141 |Israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
87.71.107.28 |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid  finvalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
77.125.73.30 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
84.228.93.129 |Israel 147.237. 72. 166 |aka. i df . Streaning Engine: TCP Invalid finvalid segnent retransnission drop 3
Ret ransnm ssi on Packet dropped.
46. 117. 248. 151 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
Sreaming Engine: TGP Invalid i i sSi
46.19.86.39  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
109. 65. 133. 61 |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
79.179.17.18 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
77.125.127.11 |Israel 147, 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
178. 2565. 215. 87 |France 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi
79.181. 163. 116 |l sr ael 147.237.0.34  |tikshuv.idf.il 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
80. 246. 133. 192 |I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i sSi
79.180. 50. 132 | srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
79.176.63.212 |Israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
82.81.13.243 |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
87.70.5.117  |israel 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
Russi an S Streamng Engine: TCP Invalid Invalid segnent retransmssion.
141. 8.132. 112 Federat i on 147.237.72. 166 |aka. i df . il Ret 1 ansni ssi on Packet dr opped. drop 3
178. 63. 105. 85 |Ger many 147.237.77.61 |e.cogat.idf.il drop SAMrul e drop
5.22.134.201 |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Invalid ACK nunber noni t or 3
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Acti on ‘Count
89.138. 75. 12 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 192
37.26.148.150 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 44
37.26.148.222 |[israel 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 37
2.54.148.193 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 24
2.54.41. 68 I srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock 10
109. 65. 169. 153 |l srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock 6
37.26.148.198 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
85.250.180.29 |[Israel 147.237.77.74 |lawidf .il Mil tiple Uhauthorized URL Access from 85. 250. 180. 29 B ock 2
94. 230. 86. 65 I srael 147.237.77.216|dover.idf . il Distributed Waut hori zed URL Access on waw idf.il/error. htm B ock 2
79.179. 112. 247 |israel 147.237.0.19 |nadimatal .idf.i L{n;;u;]h;tr;f?%f%ﬁ‘/ gﬁgre:ds/;j(;x/ et ket et Ly, s B ock 2
Unhknown Paraneter catld in
213.151. 35. 221 |Israel 147.237.72. 166 |aka. i df . i | wwy aka. i df . i1/ mai n/ gi yus/ mai n/ gi yus/ resour ces/ i nages/ mast er/ favi c |None 2
on. gi f
37.26.146.193 |[Israel 147.237.77.216|dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
92.240. 191. 208 |Czech Republic 147.237.77.74 |lawidf.il Dstributed PHP At tenpt B ock 2
37.122.210.43 |Wnited Ki ngdom 147.237.0.34 |tikshuv.idf.i|l |Uauthorized UR. Access to tikshuv.idf.il/test/wp-adnin/ B ock 1
8.37.232.233 Lhited Sates 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Unknown Par anet er
93.172.133.54 |[Israel 147.237.72. 166 |aka. i df . i | ct| 00$ct | 00$cphMai n$TochenPl acekol der $bt nAt udaPrint in None 1
wan aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
185. 33. 168. 254 |[lnited Sates 147.237.77. 176 |nat pash. i df . i|  |Unaut hori zed UR. Access to www cogat . idf.il/894-ar Bl ock 1
65.55.210.211 [thited Sates 147.237.77. 216 |dover.idf .l Distributed Waut horized URL Access on waw idf.il/error. htm B ock 1
149.88.71.234 [ srael 147.237.72. 166 |aka. i df . i | \'\/’:"Otli :t' y o;m(r;;ﬁbc;gwﬁpﬁsézﬁc;\I_ODrRTl/i%E?(S:' L 2:34j )(P“’t ocol None 1
94. 230. 93. 80 I srael 147.237.77.216|dover . i df . il Dstributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
92. 240.191. 208 |Czech Republic 147.237.77.74 [lawidf.il D stributed Unaut horized URL Access on wwu nag. i df.il/xmrpc. php [B ock 1
217.78.57. 231 gjcis;ii:(ijm Territory 47, 237. 7. 216 |dover . i df . i | Distributed Unauthori zed URL Access on 147.237. 77. 216/ B ock 1
173.247.228.10 |Uited Sates 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw rag. i df . il/wp- 1 ogin. php B ock 1
68. 180. 228. 151 [Lhited Sates 147.237.77. 216 |dover . i df . i | m“itgf_riif/eﬁetﬂ‘wﬁzzfzzi ot e ror ecl Bl ock 1
109. 253. 158. 33 | srael 147.237.77. 216 [dover . i df . i | Distributed Lhaut hori zed URL Access on 147.237.77. 216/ B ock 1
37.142.250. 134 |Israel 147.237.72. 166 |aka. i df . i | mu;kgorl ! dffeidl /'\'::jr:/’(;i ;Egzgn(:r . aspx Bl ock 1
31.168.31.178 |[lIsrael 147.237.77.74 [lawidf.il Dstributed PHP Attenpt Bl ock 1
93.173.224.163 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka. i df.il/ B ock 1
85.250.180.29 [Israel 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to ww | awidf.il/sip_storagel/files/ 6/ B ock 1
185. 120. 125. 27 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147. 237.76.42/ styl el shared/reset.css  |B ock 1
66.249.66.37 Israel 147. 237.77. 216 |dover . i df . i | e e oo hel dover aspx Bock |1
149.88.71.234 |Israel 147.237.72. 166 |aka. i df . i | (Sz‘SLUj torgfﬁibgspﬁngi?: gll_'DE&fg('oiﬂgE; on None 1
94. 230. 93. 87 I srael 147.237.77. 216 |dover.idf .l Distributed Whaut horized URL Access on waw idf.il/error. htm B ock 1
92.240.191. 208 |Czech Republic 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
2.54.17.115 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode B ock 1
173.247.228.10 |Uited Sates 147.237.77. 216 |dover.idf .l PHP At tenpt B ock 1
68.180. 230. 152 |United Sates 147.237.77. 176 [nat pash. i df . i | ma:f];zrt pe M loégéé_oa;?gg:".“aisgx Bock 1
41.99. 67. 226 Ageria 147.237.77.216|dover.idf . il D stributed Unaut horized LRL Access on 147.237. 77. 216/ B ock 1
149.78.133.94 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
31.168.31.178 |[lIsrael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw mag.idf.il/xmrpc. php Bl ock 1
87. 69. 149, 21 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . il/mai n/kapat z/ undefined |[B ock 1
212.76.122.183 [Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka. i df.i|/mai n/ sachar/undefined [B ock 1
66. 249. 66. 40 | srael 147.237.77.216|dover.idf .il Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
157.55.39. 189 [Uhited Sates 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
104. 131. 147. 112|United Sates 147.237.77. 216 |dover.idf.il Uhaut hori zed URL Access to wwu i df . i/ newsite/ hebrew nai n. asp B ock 1
93.172.17.55 | srael 147.237.77.216|dover. i df . il Untraceabl e SSL Sessi ons: Qpen Mbde None 1
173.247.228.10 |lnited Sates 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
50. 63. 197. 58 Lhited Sates 147.237.0.34 [tikshuv.idf.il [Unhauthorized URL Access to tikshuv.idf.il/wp-admn/ B ock 1
149. 88.59. 187 |l srael 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 149. 88.59.187 |B ock 1
37.26.146.154 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
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