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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address Site Signature Device Action
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4000
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3

82. 145. 221. 241 Eur ope 147.237.77. 216 dover.idf.il B ock Ip V¢b In drop 3
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 2
125. 27. 5. 150 Thai | and 147.237.72. 166 aka.idf.il JLM Under Attack _Con_Tcp drop 2
74.217.28. 153 Lhited Sates 147.237.72. 167 ishurimaka.idf.il |block-sp-trafl forward 2
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|Top Attackers In IPS|

Attacker Address |Attacker Gount ry et Address |Sgnature Devi ce Action |Count |
5.22.135. 219 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 4
109. 160. 151. 84 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 3
80. 246. 133. 205 | srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL Bl ock 3
83.149. 126. 98 Net her | ands 147.237.72.166 |aka.idf.il CL000074: HTTP. naj estic bot B ock 2
83.149. 126. 98 Net her | ands 147.237.77.170 |maarachot.idf.il |Cl000074: HITP. najestic bot B ock 2
83. 149. 126. 98 Net her | ands 147.237.77.176 |mat pash.idf.il C1000074: HTTP: maj estic bot B ock 2
69. 30. 198. 186 Lhited Sates 147.237.77.216 |dover.idf.il CL000074: HTTP. naj estic bot B ock 2
83.149. 126. 98 Net her | ands 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot B ock 2
87.70.92.172 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
164. 132. 161. 64 Italy 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1
106. 120.173.102 |China 147.237.76. 42 refuah.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
51. 255. 65. 38 United Kingdom |147.237.77.74 lawidf.il C1000146: HITP. AnrefBot craw er Bl ock 1
197. 45. 208. 154 Egypt 147.237.77.176  |mat pash.idf.il 22280: HITP. Joonha Qhject Injection Wil nerability B ock 1
106. 120. 173. 159 |Chi na 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
51. 255. 65. 53 United Kingdom |147.237.77.74 lawidf.il C1000146: HITP. AnrefBot craw er Bl ock 1
198. 20. 69. 74 Wnited States 147.237.8.24 e lifestyle.idf.il[13840: TLS QpenSSL Heartbeat Packet B ock 1
164. 132. 161. 18 Italy 147.237.77. 74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Target Address

At acker

Signature

Count ry
L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
80. 246. 133. 115 [147. 237. 77. 233 |l srael atal.idf.il 6
attack
195. 34. 150. 18  [147. 237. 77. 216 |Austria dover.idf.il |Tehila - Perl LW wth fake user agent 4
L ET DC5 Large amount of TCP ZeroWndow - Possi bl e Nkiller2 DDos
109. 253.215. 2 |147. 237. 77. 233 |l srael atal.idf.il 2
attack
185. 72. 179. 221 |147. 237.76. 31 nakchal .idf.il |ET SCAN NVAP -sS wi ndow 1024 1
178. 63. 11. 208 |147.237.76.38 |Ger many eeneitav.idf.ilET SCAN NVAP -sS wi ndow 1024 1
185. 72. 179. 221 |147. 237. 76. 30 hinush.idf.il |ET SCAN NVAP -sS w ndow 1024 1
178.63.11. 208 |147.237.76.31 |Ger many nakchal .idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Addr ess ‘Ste ‘Slgnature
176.228.186.4 |Israel 147.237.76.42 |refuah.idf.il [Bad TOP sequence SWretransmt with different monitor  [253
W ndow scal e

Sreamng Engine: TCP Invalid i i ssi

212.179. 195. 245|l srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 24
Ret r ansn ssi on Packet dr opped.

reamn ine: TCP Invali i i Ssi

79.180. 192. 142 |Israel 147, 237.77. 243 |rabi e i o1 |/ €AM NG Engine: TCP Invalid - Jinvalid segnent retransnission drop 21
Ret r ansni ssi on Packet dr opped.

72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 16

reanming BEngine: TCP Invali i i ssi

109. 253. 209. 196 | srael 147, 237.77. 243 |mbi e i o1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 12
Ret ransm ssi on Packet dr opped.

197. 163. 120. 168|Egypt 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 10
Sreaming Engine: TGP Invalid i i sSi

79.177.233.2  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. drop 9
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi

37.26.148.247 |israel 147. 237. 77. 176 |nat pash. i of . i 9 =g nval i d segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dr opped.

46.117.179.126 |Israel 147.237.77.233|atal .idf.il  [SYN Attack SYN -> SYN-ACK -> RST rej ect 8

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8

109.253.215.2 |Israel 147.237.77.233|atal.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 8

149.78.72.178 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 7

197. 163. 120. 168|Egypt 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 7

109.253.215.2 |Israel 147.237.77.233|atal.idf.il |Bad TCP sequence Inval i d AGK nunber alert 7
Sreaming Engine: TGP Invalid i i sSi

109. 253. 208. 230|1 srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
Sreamng Engine: TCP Invalid ' i ssi

2.54.33.21 I'srael 147. 237. 76. 200 |ei tan. aka. i of . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

79.180.217.18 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransnmi ssi on Packet dr opped.
Sreamng Engine: TQP Invalid ' i ssi

109. 253. 208. 2301 sr ael 147. 237.77. 243 |mobi l e, i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi

79.178.27.123  |israel 147.237.77. 243 |nobile. i f . 9 =g Invalid segent retransmssion. drop 6
Ret ransnmi ssi on Packet dr opped.

46. 19. 85. 46 I sr ael 147.237.76.42 |refuah.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi

79.181.101.60 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi

109. 67.49. 136 | srael 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.177.124.63  |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.

85.65.202. 141 |Israel 147.237.0.34 |tikshuv.idf.il [Bad TCP sequence I'nval i d ACK nunber alert 5

85.65.202.141  |[lIsrael 147.237.0.34 |tikshw.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5

197. 163. 120. 168|Egypt 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 4

80. 246. 133. 115 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4

C e SYNHAK retransnit with different .

46.19. 85. 159 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence vi ndow scal e noni t or 4

72.9.148. 10 Lhited Sates  |147.237.77.176 |natpash.idf.il |dr op SMrul e drop 4
Sreamng Engine: TCP Invalid ' i ssi

46.121.89.187 |israel 147. 237. 72. 166 |aka. i f . i 9 =g Inval i d segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 46 I srael 147.237.77.216|dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4

85. 140. 3. 65 R‘SIS::I”im 147. 237.77. 216 |dover. i df.il  |drop First packet ism't SWN drop 4

62.128.62.1 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop

46. 19. 85. 149 I srael 147.237.77.233|atal .idf.il  |Bad TCP sequence I'nval i d ACK nunber noni t or
Sreamng Engine: TCP Invalid ' i ssi

2.52.169. 47 I'srael 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

109. 67.117.76  |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid ' i ssi

176.13.23.207 |Israel 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TGP Invalid i i ssi

37.142.68.129 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TQP Invalid ' i ssi

87.70.46.170  |israel 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi

62.219.114.12 |israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dr opped.

80. 246. 133. 115 |Israel 147.237.77.233|ata .idf.il  [Bad TCP sequence I'nval i d ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi

109. 66. 6. 55 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi

185. 120. 126. 106 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.

46. 19. 85. 159 | srael 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreanming Engine: TCP Invalid i i Ssi

109.67.173.39 [ srael 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

176.13.23.207 |israel 147.237.76.86 |navy.idf. il 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i Ssi

109.67.5.213  [israel 147.237.72. 166 |aka. i df . i 9 =g nvalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dr opped.
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Attacker Address count ry Target Address ‘Ste ‘Slgnature
Sreamng Engine: TCP Invalid i i ssi

2.54.43. 157 I srael 147.237. 72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i SSi

109. 67. 248.23  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi

79.181.30.163 |Israel 147.237. 72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site Sgnature Action ‘Count
89.139.73.190 |Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Wnaut hori zed URL Access from 89. 139. 73. 190 B ock 13
46. 19. 86. 48 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
79.180.192. 142 [israel 147.237.77.243|nobi | e.i df . i | Distributed Suspici ous Response Code B ock 5
5.28.191. 108 | srael 147.237.0.19 |nadimatal .idf. i[O stributed Suspicious Response Code B ock 3
93.173. 169. 228 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
109. 253. 209. 196|I srael 147.237.77.243|nobi [ e. i df . i | Distributed Suspici ous Response Code B ock 3
79.177.233.2 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 3
157. 55. 2. 189 Lhited Sates 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed LR Access on waw idf.il/error. htm B ock 2
37.46.36.187  |Israel 147.237.0.19 |nadi matal . idf.ilf{Pannorized LR gﬁ;e:ds/;j(;x/ et erakat Gaurt £y, 35px Bock |2
66. 249. 66. 25 I srael 147.237.77.216|dover.i df .i | D stributed Unaut horized LRL Access on waw idf.il/error. htm Bl ock 2
46.19. 85. 36 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
176. 13. 20. 94 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 2
89.139.73.190 |[lIsrael 147.237.72. 166 [aka.i df . i | Unaut hori zed URL Access to ww aka. idf.il/main/ Bl ock 1
68.180. 228. 151 [Lhited Sates 147. 237.77. 216 |dover . i df . i | maﬁtfe: I%"?‘?gf‘ﬁé/aé;\?gr _Pzggx'\“mi " B ock 1
46. 19. 85. 159 | srael 147.237.77. 216 |dover . i df . i | Mal forned URL B ock 1
Unknown Par arret er
84.109. 71. 62 I srael 147.237.72. 166 [aka. i df . i | ct 1 00$ct | 00$cphMai n$TochenPl aceHol der $bt nAt udaBack in None 1
wwn aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
46.117.179.126 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1462-he/ atal . aspx  |B ock 1
207.241. 229. 222 |Whited Sates 147.237.77.216|dover . i df .i | Mil tiple Wauthorized URL Access from 207. 241. 229. 222 B ock 1
74.217.28.153 |lhited Sates 147.237.72.167|i shuri maka. i df . i|Unaut hori zed URL Access to past ebi n. cond raw php B ock 1
46.19. 85. 159 I srael 147.237.77.216|dover.i df .i | Unknown HTTP Request Method df 55dt 2eky55vdnppk55 in URL B ock 1
157.55.39. 11 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Unhaut hori zed LRL Access on wawidf.il/error. htm B ock 1
Unknown Paraneter docld in
5.29.118. 157 I srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i1/ nai n/ gi yus/ mai i/ gi yus/ resour ces/ i nages/ naster/favi  |None 1
con. gi f
84.229.246.14 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock
46.120.98.241 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/main/ B ock
40.77.167.11 Lhited Sates 147.237.77. 216 |dover.i df .i | Lhaut hori zed WRL Access to wawidf.il/ar/ B ock 1
207. 241. 229. 222|Whi ted Sates 147.237.77. 216 |dover . i df . i | m“f E?r: ffﬁhmmosffzfeisf ) 7215763821 7411050] Bl ock 1
157.55.39.134 |Uhited Sates 147.237.72. 166 |aka. i df . i | Uhknown Paraneter tmin waw aka. i df.il/nmain/giyus/ None 1
14. 29. 80. 4 Chi na 147.237.77.216|dover. i df .i | PHP At t enpt B ock 1
87.69.77.190  |israel 147.237.72.166 |aka. i df . i | m”;k?iszﬁfgalgnmﬂgfmm in None 1
217.69. 133. 242 |Russian Federation |[147.237.72.166|aka.idf.il mn:k“;i';aﬁ?rft;{esoﬁa?ﬁﬁgl ti.”asp None 1
149. 88. 101. 152 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
79.178.27.123  |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Gode B ock 1
46.117.75.244 |israel 147.237.76.42 |refuah.idf.il 1D4§t ;;?f‘;g%;:t“;h:/r;If;dedlﬁe::t‘fis; on Bl ock 1
14. 29. 80. 4 Chi na 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to waw i df . i|/enpirebak/ changedb. php  |B ock 1
66. 249. 66. 182 I srael 147.237.76.42 |refuah.idf.il ﬁ?f’;g;ri?éejzlg‘p fcstcoisg;/?i | es/ 1/ 3491 | pa Bl ock 1
46.19. 85. 159 I srael 147.237.77.216|dover.i df .i | Abnormal |y Long Request net hod B ock 1
157.55. 2. 129 Lhited Sates 147.237.77.216|dover. i df . i | D stributed Unhaut hori zed LRL Access on waw idf.il/error. htm B ock 1
2.54.142.140 [ srael 147.237.77. 234 |hal ag. i df . i | ﬁ?&;ggf;??gmﬁmpggf:h;oe /bl et L. gi Bock |1
46.117.110. 243 i srael 147.237.0.19 |nadimatal .idf.il gfjr?;te; .Tide;e_i\IA/(lJlogf 'nogs;)t(' 008Cont ent M acetbl der 18txt Gapteha in -y ooy 1
185.99.32.3 147.237.77.216|dover. i df .i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
37.34.88,233  |TASStINan TerMitony, g 537 77, 176 |mat pash. i df . i1 |Unauthori zed URL Access to ww cogat. i df.i1/894-ar B ock 1
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