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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3196

134. 147. 203. 115 Ger many 147.237.77.179 e.nazi.idf.il B ock_UWp Al _Nets dr op 4
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 4

134, 147. 203. 115 Ger nany 147.237.77. 179 e.nazi.idf.il Block Np All Nt drop 2
71.6.167. 142 Lhited Sates 147.237.76. 34 yohal an.idf.il B ock Wp Al Nets drop 1

170. 161. 102. 40 Lhited Sates 147.237.77. 233 atal.idf.il B ock Udp All Nets drop 1
185.94.111. 1 147.237.0. 19 nadi matal .idf.il B ock_Wp Al _Nets drop 1
37.187.158. 138 France 147.237.76. 39 nobi | e. nei tav.idf.il B ock Np All _Net dr op 1
185.94.111.1 147.237.8. 28 e.nobil e-ks.idf.il B ock Wp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
5.9.85.4 Ger many 147.237.72.166  |aka.idf.il C1000074: HITP. naj estic bot B ock 2
5.9.85.4 Ger many 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot Bl ock 2
80. 229. 107. 21 United Ki ngdom 147.237.72. 166 aka.idf.il C1000008: HTTP: Xenu User Agent B ock 1
106. 120.173.102 |China 147.237.76. 42 refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120.173.159  |China 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
197.52.128. 201 Egypt 147.237.77. 216 dover.idf.il [Cl000016: HTTP. administrator in UR B ock 1
197. 52. 198. 220 Egypt 147.237.77.216 |dover.idf.il [ClL000016: HTTP. adninistrator in LR B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
176.13. 7. 106 147 237 77 233|158l atal idh il ET DO5 Large anount of TCP ZeroWndow - Possible Nkiller2
DDos attack

197.52.224.68 |147.237.77. 216 |Egypt dover.idf.il SERVER- WEBAPP adni nl ogi n access 2
197.52.198. 220 |147.237.77. 216 |Egypt dover.idf.il SERVER VEBAPP | ogi n. ht m access 2
185. 72.179. 221 |147. 237. 76. 202 e halag. idf.il ET SCAN NVAP -sS wi ndow 1024 1
109. 235. 254. 181|147. 237. 77. 227 |Tur key e. hamaz. i df .il ET SCAN NVAP -sS wi ndow 4096 1
104. 45.210. 69 |147.237.0.16 |[lhited Sates |ny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
98.119. 105. 221 |(147.237.77.19 |Wited Sates |lanforumidf.il ET SCAN NMVAP -sS w ndow 1024 1
59. 45. 79. 117 147. 237.77. 212 |Chi na e.dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.8.24 |[China elifestyleidf.il ET SCAN Potential SSH Scan 1
197.52. 198. 220 |147.237. 77. 216 |Egypt dover.idf.il SERVER- WEBAPP admi n. php access 1
197.52. 189. 168 |147. 237. 77. 216 |Egypt dover.idf.il SERVER- WEBAPP adni nl ogi n access 1
109. 235. 254. 181|147. 237. 77. 227 [Tur key e. hamaz. idf.il ET SCAN NVAP -sS w ndow 3072 1
98.119. 105. 221 |(147.237.77.19 |Wited Sates |lanforumidf.il ET SCAN NMAP -sS w ndow 4096 1
218. 246. 0. 97 147. 237.76. 176 |Chi na test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.189. 26. 18 147.237.76.31 |Austria nakchal . i df.il ET SCAN NVAP -sS wi ndow 1024 1
197.52.224.68 [147.237.77. 216 |Egypt dover.idf.il SERVER- WEBAPP admi n. php access 1
59. 45. 79. 117 147. 237.76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
197.52.198. 220 |147.237.77. 216 |Egypt dover.idf.il SERVER- WEBAPP adni nl ogi n access 1
197.52. 189. 168 |147. 237. 77. 216 |Egypt dover.idf.il SERVER- WEBAPP | ogi n. ht m access 1
197.52.160.36 |147.237. 77. 216 |Egypt dover.idf.il SERVER- WEBAPP | ogi n. ht m access 1
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|Top Attackers In FW |

At acker

Ret r ansm ssi on

Packet dropped.

ountry Target Address ‘Ste ‘Slgnature
167. 114. 156. 16 |Canada 147.237.77.216|dover.idf.il |SYN At ack rej ect 41
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 22
89. 138. 114. 170 I srael 147.237.77. 234 |nal ag.idf.il  |Bad TCP sequence i;;e”ansmt with different wndow f., 21
89. 138. 114. 170 |I srael 147.237.77. 234 |nal ag.icf.i1  |Bad TOP sequence S retransmt with different wndow | pnivor |21
176.228.186.4 |Israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence i;;e”ansmt weh different wndow | oivor |21
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SWN drop 20
72.9.148. 10 Lhited Sates |147.237.77.216|dover.idf.il |drop SAMrul e drop 16
Sreaning Engine: TGP Invalid i i ssi
46.19.86.46  |Israel 147.237.76. 200 |ei tan. aka. i of . i g =g I nvalid segnent retransmssi on. drop 15
Ret ransm ssi on Packet dr opped.
Sreaning BEngine: TCP Invalid i i ssi
176.13.12.135 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dr opped.
46.121.70.235 |Israel 147.237.77.216|dover.idf.il |Bad TCP sequence noni t or 12
2.52.134.110 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
Sreaning Engine: TGP Invalid i i sSi
89.31.57.5 Italy 147. 237, 77. 216 |dover i df .i 9 =g nval i d segnent retransmssi on. drop 10
Ret r ansmi ssi on Packet dr opped.
176.13.7.106  |lIsrael 147.237.77.233|ata .idf.il  |Bad TCP sequence Invalid AGK nunber noni t or 10
46.121.70.235 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
46.121.70.235 [Israel 147.237.77. 216 |dover.idf.il |SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 9
176.13.7.106  |lIsrael 147.237.77.233|ata .idf.il |Bad TCP sequence Invalid AGK nunber alert 9
46.121.70. 235 |Israel 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 9
Sreaning Engine: TGP Invalid i i SSi
109. 64. 164. 92 |Israel 147.237.72. 166 |aka. i df . i1 9 =g Invalid segent retransmssion. drop 9
Ret ransm ssi on Packet dr opped.
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SWN drop
46.121.70. 235 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber moni t or
reaming BEngine: TCP Invali i i ssi
46.19.85.212  [Israel 147.237.77. 243 ot e i o1 |2 AM NG Engine: TP Invalid Inval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
46.121.70. 235 |lsrael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
46.121.70.235 |Israel 147.237.77.233|atal .idf.il  [Bad TCP sequence SINHAK retransmt with different oo o o
W ndow scal e
Sreaning BEngine: TCP Invalid i i ssi
87.68.146.74 |l srael 147. 237. 72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
2.52.59.162 |l srael 147.237. 77. 243 |nobi l e.i df .1 9 =g Invalid segent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
46.19.85.192  |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id AGK nunber aert 6
46.121.70. 235 |l srael 147.237.77. 233 |atal .idf.il drop First packet isn't SYN drop 6
46. 19. 85. 192 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
46.121.70.235 |Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert 6
46.19. 85. 76 I srael 147.237.76.31 [nakchal .idf.il |Bad TCP sequence Inval i d ACK nunber alert 5
46. 19. 85. 76 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d ACK nunber noni t or 5
. . SYNPAK retransmit with different .
149.78. 27. 58 | srael 147.237.76.42 [refuah.icf.il |Bad TCP sequence vi ndow scal e noni t or 5
72.9.148.10 Lhited Sates |147.237.77.176|mtpash.idf.il [drop SAMrul e drop 4
37.46.39. 96 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4
91.200. 12. 106 |Lkraine 147.237.77.74 |lawidf.il drop SAMrule drop 4
46.19.85.156  [Israel 147.237.76.86 |navy.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 4
185.32.179. 14 |lsrael 147.237.72. 166 |aka. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 4
91.200. 12. 106 |Lkraine 147.237.77. 216 |dover.idf.il |drop SAMrule drop 4
. . SYNHAK retransmit with different .
46.19.85.156 |lsrael 147.237.76.86 |navy.idf.il Bad TCP sequence wi ndow scal e moni t or 4
149. 88. 111. 143 |l srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
Sreaning Engine: TGP Invalid i i sSi
5.29.224.178 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 nval i d segnent retransmssi on. drop 4
Ret r ansmi ssi on Packet dr opped.
149.78.27.58 |lIsrael 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 4
o SYNHAK retransnit with different .
185.32.179. 14 |[lIsrael 147.237.72. 166 |aka.i df .i Bad TCP sequence v ndow scal 6 noni t or 4
46.19.85.172  [Israel 147.237.76.42 |refuah.idf.il |[Bad TCP sequence I'nval i d ACK nunber noni t or 3
Sreaning BEngine: TP Invalid i i ssi
176.13.7.198 |isradl 147. 237. 72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
79.182. 164. 63 | srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segrent retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
109. 65. 178. 67 |Israel 147. 237, 72. 166 |aka. i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i SSi
84.110.32.70 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.178.16.232 |Israel 147. 237, 72. 166 |aka. i of . i 9 =9 Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dr opped.
Sreaning Engine: TGP Invalid i i sSi
79.183.22.125 [ srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segent retransmssion. drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
46. 19. 86. 51 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 139
2.54.158. 182 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 55
109. 186. 184. 193]l srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 33
197.52.224.68 |Egypt 147.237.77.216|dover. i df . i | D stributed Admin B ocking Bl ock 12
197.52.224.68 |Egypt 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut hori zed URL Access from 197.52. 224. 68 B ock 11
68.180. 228. 158 |lLhited Sates |147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wuw aka.idf.il/eitan/tnuna B ock 8
197.52.224.68 |Egypt 147.237.77.216|dover. i df . i | Dstributed PHP At enpt Bl ock 7
197.52.198. 220 |Egypt 147.237.77. 216 |dover . i df . i | Dstributed Adnin B ocking B ock 7
197.52.189. 168 |Egypt 147.237.77. 216 |dover.idf . il Dstributed Adnin B ocki ng B ock 6
197.52.128. 201 |Egypt 147.237.77.216|dover. i df . i | D stributed Admin B ocking Bl ock 6
197.52.198. 220 |Egypt 147.237.77. 216 |dover . i df . i | Ml tipl e Unhauthorized URL Access from 197. 52. 198. 220 B ock 6
197.52.189. 168 |Egypt 147.237.77. 216 |dover.idf . il Ml tipl e Unhaut horized URL Access from 197.52. 189. 168 B ock 6
197.52.160.36 |Egypt 147.237.77.216|dover. i df . i | D stributed Admin B ocking Bl ock 5
197.52.128. 201 |Egypt 147.237.77. 216 |dover . i df . i | Ml tiple Unhauthorized URL Access from 197.52. 128. 201 B ock 4
197.52.160.36  |Egypt 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 197. 52. 160. 36 B ock 4
37.26.147.218 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 3
213.57.241.88 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
2.54.188. 44 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response CQode B ock 2
197.52.160.36 |Egypt 147.237.77.216|dover. i df . i | Dstributed PHP Attenpt Bl ock 2
197.52.189. 168 |Egypt 147.237.77. 216 |dover . i df . i | Dstributed PHP Attenpt B ock 2
197.52.198. 220 |Egypt 147.237.77. 216 |dover.idf . il Ostributed PHP At tenpt B ock 2
197.52.160.36 |Egypt 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed URL Access on ww i df.il/error.htm Bl ock 2
148. 251. 178. 213|Ger nany 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/newsite/english/docunents. asp B ock 1
197.52.189. 168 |Egypt 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wwuidf.il/ar/login/ B ock 1
79. 180. 162. 219 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for www aka. i df . i |/ mai n/ sachar/ about . aspx Bl ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
169. 229. 3. 91 Lhited Sates (147.237.77. 170 [naarachot . i df . il [II1legal Bste Qode Character in URL B ock 1
89.139.230.96 |[lIsrael 147.237.76.31 |nakchal .idf.il |Uauthorized URL Access to 147.237.76.31/sip_storage/fil es/ 8/ 1668. doc |B ock 1
68.180. 228. 151 |[Lhited Sates |147.237.77.216|dover.idf .il Unaut hori zed URL Access to waw i df.il/navy/htn/tool fs. asp B ock 1
46.117.80.182 | srael 147.237.72.166 |aka. i df . i | m”;)lr: iZ?r_ ?ff;;rn/a\cuﬁﬁsmfsg;&mfOr Caf i di m aspx None 1
157. 55. 39. 11 Lhited Sates |147.237.77.216|dover.idf.il Dstributed Unaut hori zed URL Access on wawidf.il/error.htm B ock 1
84.108.217.137 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1240- he/ at al . aspx B ock 1
176.228.186.4 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed LRL Access to 147. 237. 76. 42/ styl ef shared/ r eset . css B ock 1
66.220. 145. 244 |lnited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
197.52.128. 201 |Egypt 147.237.77. 216 |dover . i df . i | D stributed PHP Attenpt B ock 1
1.39. 36. 67 I ndi a 147.237.77. 216 |dover. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
169. 229. 3. 91 Lhited Sates [147.237.77. 170 |naar achot . i df . i | [Abnormal Iy Long Request nethod B ock 1
87.71.53. 175 I srael 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to waw aman.idf.il/https:/vww anan.idf.il/ B ock 1
66.249. 66. 182 [l srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ sip_storage/ fil es/4/3394.jpg |B ock 1
185. 25. 148. 240 |Pol and 147.237.76.86 |navy.idf.i| Unaut hori zed URL Access to test p4. pospr. waw pl / t est pr oxy. php B ock 1
40.77.167.18 Lhited Sates [147.237.0.34 |[tikshuv.idf.il [Paraneter Type Molation catld in v tikshuv.idf.il/sitel contact us. aspx B ock 1
213.57.207.33 |Israel 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v idf.il/https:/wanidf.il/ B ock 1
130. 193. 240. 39 |iraqg 147.237.77. 216 |dover.idf . il O stributed Unauthorized URL Access on wanidf.il/arr/ B ock 1
197.52.189. 168 |Egypt 147.237.77. 216 |dover.idf .il Ostributed Waut horized URL Access on waw i df.il/error.htm B ock 1
78.55. 223. 97 Ger many 147.237.77.216|dover. i df .i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
66.220. 145. 245 |lhited Sates |147.237.77.216|dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 1
2.52.59. 162 I srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspici ous Response CGode B ock 1
169.229. 3. 91 Lhited Sates [147.237.77. 170 |n@ar achot . i df . i | |Distributed Uhknown HTTP Request Met hod B ock 1
87.71.104.102 [Israel 147.237.77.234|hal ag. i df . i | i;t ;'33‘“7‘;‘1zégﬁ?gggsfiiat’:a/ﬁﬁs; ﬂn . Bl ock 1

03-12-2016-17:04:05 to 03-12-2016-18:04:05




