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03-12-2016-15:04:04 to 03-12-2016-16:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS5- Tool - Swi t chbl adG dest - r eset 3964

82. 145, 223. 136 Eur ope 147.237.77.216 dover.idf.il ock | p_ VWb In drop 5
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets drop 2
71.6.167. 142 Lhited Sates 147. 237. 76. 196 e.svivaidf.il [Bock Wp Al Nets drop 1
74.82.47. 17 Lhited Sates 147.237.77. 234 halag.idf.il |Block Wp Al Nets drop 1




03-12-2016-15:04:04 to 03-12-2016-16:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
46.19. 85. 44 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
46.19. 85. 125 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
65. 55. 210. 32 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the UR B ock 2
88. 198. 230. 79 Ger many 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
151. 80. 31. 151 Italy 147.237. 76. 86 navy.idf.il C1000146: HITP.  AnrefBot craw er B ock 1
151. 80. 31. 152 Italy 147.237. 76. 86 navy.idf.il C1000146: HITP.  AnrefBot craw er Bl ock 1




03-12-2016-15:04:04 to 03-12-2016-16:04:04

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |9te |Signature |Count |
66. 249. 64. 92 147.237.77. 170 Lhited Sates naar achot . i of . i | ET SCAN NVAP -sA (2) 581

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4

66. 249. 66. 39 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2

40.117. 103. 99 147.237.77.19 Lhited Sates lawforumidf.il ET SCAN NMAP -sS wi ndow 1024 1

208. 71. 68. 132 147.237.76. 30 Lhited Sates hi nush. i df i | ET SCAN NVAP -sS wi ndow 4096 1

183. 61. 109. 189 147. 237. 76. 201 Chi na e.atal .idf.il ET SCAN NMAP -sS wi ndow 4096 1

54, 183. 71. 215 147.237.0. 15 Lhited Sates kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 3072 1
61.222.126. 18 147.237.77. 234 Tai wan hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1




03-12-2016-15:04:04 to 03-12-2016-16:04:04

|Top Attackers In FW |

A tacker ) .
‘Country ‘Target Address |Ste Signature
80. 246. 130. 216 |I srael 147.237.77. 234 |nal ag.i . i Bad TCP sequence SNretransmt with different moni tor |66
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
31.154. 145.96 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion drop 45
Ret r ansni ssi on Packet dropped.
82. 80. 60. 114 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 41
. . . SYN+AK retransmit with different .
192. 243. 55. 134 |Doni ni ca 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence vi ndow scal & noni t or 22
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 16
192. 243. 55. 134 |Doni ni ca 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence I'nvali d ACK nunber noni t or 14
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
Sreanming Engine: TCP Invalid i i ssi
37.142.73.7  |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. drop 12
Ret ransmi ssi on Packet dropped.
. . . SYN+AK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence vi ndow scal & noni t or 11
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 9
Sreamng Engine: TCP Invalid i i ssi
87.71.104.10 |israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion drop 9
Ret r ansni ssi on Packet dropped.
77.126.92.218 |[Israel 147.237.72. 167 |i shuri maka. i df . i |dr op Frst packet isn't SN drop
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
192. 243. 55. 134 |Doni ni ca 147.237. 77. 216 [dover. i df . i Bad TCP sequence I'nvalid ACK nunber alert
Sreanming Engine: TCP Invalid i i sSi
176.13. 14.196 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 [dover. i df . i Bad TCP sequence noni t or 6
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
2.54.139.133 |israel 147. 237. 72. 156 |anan. i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
37.46.39.177  |[Israel 147.237.72.166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 6
192. 243. 55. 133 |Doni ni ca 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence I'nvali d ACK nunber alert 6
149. 78. 135. 192 || srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 4
77.126.92.218 |lsrael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 4
72.9.148. 10 Lhited Sates  [147.237.77.176 |matpash.icf.il  |drop SAMrul e drop 4
Sreamng Engine: TCP Invalid i i ssi
65.55.210. 71 |Uhited Sates  |147.237.76.200 |ei tan. aka. i df . il 9 =9 Invalid segnent retransmssion drop 4
Ret r ansni ssi on Packet dropped.
91.200. 12. 106 |lkrai ne 147. 237. 72. 166 |aka.i of . i | dr op SAMirul e drop
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 4
Sreaming Engine: TGP Invalid i i ssi
77.125.111. 24 |israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
176.13.10.102 |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
85. 250. 157. 252 I srael 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 3
Ret ransni ssi on Packet dropped.
Sreaning Engine: TCP Invalid ' i ssi
79.181. 234. 105 |l sr ael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Russi an S Streamng Engine: TCP Invalid  [invalid segnent retransnission.
141.8.132.112 |Z - 147. 237. 72. 166 |aka.i df . i | Ret 1 ansm Ssi on Packet. dr opped. drop 3
Sreaning Engine: TCP Invalid ' i ssi
109. 65. 148. 114 |1 srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
5.22.129.251 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 3
Ret ransni ssi on Packet dropped.
87.71.90.235 |Israel 147.237. 72. 166 |aka.i of . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
46.19.86.42  |israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
192. 243. 55. 131 |Domi ni ca 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SINAXK retransmt with different | ior |3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.182.33.101 |Israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
i Sreanming Engine: TCP Invalid i i sSi
141.8. 142,33 |ssian 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. drop 3
Federation Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 248. 117 |I srael 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
81.218. 144. 64 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
185.3.144.6  |israel 147.237.72. 166 |aka i df . 9 =9 Invalid segnent retransmission. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
2.52.159. 166 |l srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182. 150. 30 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
141. 20. 202. 252 |Ger many 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 160. 150. 97 |I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
176.13.1.219 |israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.




03-12-2016-15:04:04 to 03-12-2016-16:04:04

A tacker
Count ry

Target Address

Ste

Signature
Sreanming Engine: TCP Invalid

77.127.209. 172 |I srael 147. 237.72. 166 |aka i df . i | 0 = Invalid segnent retransmssion. drop
Ret r ansni ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi

109. 253. 218. 96 |I srael 147. 237. 72. 166 |aka i df . i | 9 =g Invalid segnent retransnission. drop

Ret ransm ssi on

Packet dropped.




03-12-2016-15:04:04 to 03-12-2016-16:04:04

|Top Attackers In V\AF|

At acker

Devi ce

(SSL_CONN APPLI CATI ON DATA EXCHANGE) )

Count ry Target Address |Site Sgnature Action ‘Count
213.57. 164. 219 [l srael 147.237.0.19 |nadimatal .idf.i |0 stributed Suspicious Response Code Bl ock 67
46. 19. 86. 51 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 43
37.1.207.21 Net her | ands 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 4
46.19.86.146 |Israel 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
66.249.66.25 |lIsrael 147.237.77.216|dover.i df . il Mil tiple Unhaut hori zed URL Access from 66. 249. 66. 25 B ock 3
109. 65.49. 68 [l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
87.71.9.228 I srael 147.237.72. 166 |aka. i df . i | Dstributed PHP At t enpt B ock 2
37.1.207.21 Net her | ands 147.237.72. 166 |aka. i df . i | Mil ti pl e Unauthori zed URL Access from 37.1.207.21 B ock 2
131. 253. 25. 157 |Lhited Sates [147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 2
87.71.9.228 | srael 147.237.72. 166 |aka. i df . i | Distributed Unhaut hori zed URL Access on waw aka. idf.il/xmrpc. php Bl ock 2
169.229.3.91 |lhited Sates [147.237.77.176|natpash.idf.il |Illega Byte Qode Character in LR B ock 1
66. 249. 66. 185 |Israel 147.237.76.42 |refuah.idf.il  [shahe" ;é_egzg‘pfgfgfasgéfﬂ | s/ 9/ si 26100X0/ 3049, pg Bl ock 1
131.253.25. 134 |Lhited Sates  [147.237.77.216|dover.idf . il Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 1
211.76.254. 18 |[Tai wan 147.237.72. 166 |aka. i df . i | M“,},';,”;(“;‘ ipdfar_?T'foLt L:?;egsatj Iler:y/sh(w\pi cture. asp None 1
87.71.144.113 |lIsrael 147.237.72. 156 |aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
66.249.75.60 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
169.229.3.91 |lhited Sates [147.237.77.176|nat pash.idf.il |unknown HTTP Request Method y™_[[#0]]fT 3wp ztkaQitd-:t in URL |[B ock 1
169.229.3.91 |lhited Sates [147.237.72.166|aka. i df.il Mil tiple Abnormal |y Long Request from 169.229. 3. 91 Bl ock 1
108. 14. 224. 227 |Lhited Sates  [147.237.77.216|dover.idf .il SSL Wntraceabl e Connection - Qpen Mde None 1
31. 154. 253. 152 |I srael 147.237.72. 166 [aka. i df . i | Distributed PHP Attenpt B ock 1
217. 69. 133. 245 RF;Z::;”I . 147.237.72. 166 |aka. i df . i | mu;griidf?lbg‘pfgtﬁzet/?i PP Bl ock 1
169.229.3.91 |Lhited Sates [147.237.77.235|sviva.idf.il Mil tiple Unknown HTTP Request Met hod from 169. 229. 3. 91 B ock 1
169.229.3.91 |lhited Sates [147.237.77.176|nmat pash.idf.il |Miltiple Abnormally Long Request from 169.229.3.91 Bl ock 1
66. 249. 66. 187 |l srael 147.237.0.34 [tikshuv.idf.il [Uauthorized LRL Access to ww tikshuv.idf.il/main/giyus/general.aspx |B ock 1
211.76.254. 18 |[Tai wan 147.237.72. 166 [aka. i df . i | Unhknown Paraneter request in ww aka.idf.il/brothers/news/default.asp |None 1
93.172. 255.50 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/nain/ Bl ock 1
77.125.117.75 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169.229.3.91 |Lhited Sates [147.237.77.235|sviva.idf.il Mil tipl e Abnormal |y Long Request from 169.229. 3. 91 B ock 1
169.229.3.91 |lhited Sates [147.237.72.166|aka.idf .il Mitiple Illegal Byte Qode Character in Mthod from 169. 229. 3. 91 Bl ock 1
49. 183. 164. 239 |Austral i a 147.237.77. 216 |dover.idf.i D stributed Unaut hori zed LRL Access on ww idf.il/error. htm B ock 1
109. 64. 99. 183 [l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Code B ock 1
31.154. 253. 152 |I srael 147.237.72. 166 [aka. i df . i | Distributed Wauthorized URL Access on waw aka. i df.il/xnirpc. php Bl ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77.216|dover. i df . il Mil tipl e Unhaut hori zed URL Access from 192. 243. 55. 134 B ock 1
169.229.3.91 |hited Sates [147.237.77.176|matpash.idf.il |Mitiple Illegal Byte Gode Character in Mthod from 169.229.3 91 B ock 1
66. 249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ si p_storage/ fi | es/ 6/ 3416. j pg |B ock 1
41.225.226. 118 |Tunisia 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
131.253. 25. 175 |Lhited Sates  [147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
105. 102. 210. 57 [A geria 147.237.77. 176 |mat pash. i df . i|  [Distributed PP Attenpt Bl ock 1
31.13.112.116 |Ireland 147.237.77.216|dover . i df . i Ostributed Lhauthorized UR. Access on waw idf.il/error. htm B ock 1
212.178.4.99 |Wkraine 147.237.77.216|dover.idf .l Distributed PHP Attenpt B ock 1
77.127.209. 172 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to www aka. i df . il/mai n/ sachar/ undefi ned Bl ock 1
169.229.3.91 |lLhited Sates [147.237.77.235|sviva.idf.il Mitiple Illegal Byte Qode Character in Method from169.229. 3. 91 Bl ock 1
169.229.3.91 |Lhited Sates [147.237.76.31 |nakchal .idf.il [Abnormally Long Request nethod B ock 1
31. 154, 253. 152 || st ael 147.237.77.216|dover . i df . i Distributed PH> A tenpt B ock 1
192. 243. 55. 134 |Doni ni ca 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to wan i df . il/newsit e/ novi es/ yassi n7. Bl ock 1
87.71.9.228 I srael 147.237.72. 166 [aka. i df . i | PHP At tenpt B ock 1
169.229.3.91 |lhited Sates [147.237.77.176|natpash.idf.il |NULL Character in Method y™ [[#0]]1fT 3wp ztkaQuia- :t B ock 1
66. 249. 69. 2 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 2 Bl ock 1
41. 225. 226. 118 |Tunisi a 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
149.88. 71. 234 | srael 147. 237.72. 166 |aka. i df . i | Mil tiple Untraceabl e SSL Sessi ons from149.88. 71. 234 (Protocol viol ation None 1
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