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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 4000
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 4
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il ock Wdp Al Nets drop 3
134. 147. 203. 115 Ger many 147. 237. 76. 196 e.sviva. idf.il Block Np All Net drop 2
179. 43. 144. 33 Sii t zerl and 147.237.77. 179 e.nazi.idf.il Bock Np Al _Net drop 1
152.178.71.13 Lhited Sates 147. 237.72. 166 aka.idf.il Block Udp Al Nets drop 1
179. 43. 144. 33 Sii t zer| and 147.237.8. 45 e.eitanidf.il Bl ock Np Al _Net drop 1

66. 240. 192. 138 Lhited Sates 147.237.77.170 naar achot . i df . i | Bl ock_Udp All _Nets drop 1
179. 43. 144, 33 Sntzerl and 147.237.8.50 e tikshuv.idf.il ock Np Al Net drop 1
179. 43. 144, 33 Shi t zer| and 147.237.8. 27 e.nadimatal .idf.il |Block Np Al Net drop 1
179. 43. 144. 33 Sii t zerl and 147.237.77. 121 e. navy.idf.il Block Np Al _Net drop 1
179. 43. 144. 33 Sii t zerl and 147.237.8. 28 e.nobil e-ks.idf.il Block Np Al _Net drop 1




03-12-2016-14:04:03 to 03-12-2016-15:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Address |Site |S gnature Devi ce Action |Count |
2.54.36.3 I srael 147.237.0. 34 ti kshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
144.76.61. 21 Ger nany 147.237.77.216 |dover.idf.il C1000074: HITP. maj estic bot B ock 2
109. 65. 13. 106 I srael 147.237.0. 34 ti kshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
106. 120. 173. 102 |China 147.237.76.42 |refuah.idf.il |ClLO00071: HTTP: User Agent Sogou+web+spi der B ock 1
151. 80. 31. 152 Italy 147.237.77.176 |matpash.idf.i| [CLO00146: HTTP. AhrefBot craw er Bl ock 1
106. 120. 173. 159 |China 147.237.77.233 |atal .idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
188. 165. 15. 105 |France 147.237.76.31  |nakchal .idf.i| |C1000146: HITP. AhrefBot craw er B ock 1
118. 193. 162. 96 Chi na 147.237.77.216 |dover.idf.il 9221: HTTP. PUT Method Execution over HTTP/ VbDAV B ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

195. 34. 150. 18  [147. 237. 77. 216 [Austria dover.idf.il Tehila - Perl LW with fake user agent 4
109, 64. 149. 100 |147 237 76. 30 |israel i rsh i df i | ET DC5 Large anmount of TCP ZeroWndow - Possible Nkiller2 DDos 5
attack
66.249. 66.25  |147.237.77.216|lhited Sates  |[dover.idf.il ET SCAN NVAP -sA (2) 2
66.249.64.68 |147.237.76.39 |Whited Sates  |nobile. neitav.idf.i|ET SCAN NVAP -sA (2) 2
196.47.173.21 |147.237.8.45 |Qte Dlvoire [e.eitan.idf.il ET SCAN NMAP -sS wi ndow 4096 1
196. 47.173.21 |147.237.8.45 |te Dlvoire |e.eitanidf.il ET SCAN NVAP -f -sS 1
202.71.25.29  |147.237.76. 201 |Indi a e.atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
196.47.173.21 |147.237.8.45 |Qte Dlvoire [e.eitan.idf.il ET SCAN NMAP -sS wi ndow 2048 1
91. 201. 236. 114 |147.237.77. 74 |kraine lawidf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
202.71.25.29  |147.237.76. 201 |Indi a e.atal.idf.il ET SCAN NVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Z“;\t/:(;i
2.54.0.192 I srael 147.237. 72. 167 |i shurimaka. i df . i I[SYN At t ack SYN - > SYN-ACK -> RST rej ect 22
Sreamng Engine: TP Invalid i i ssi
5.22.135.205  |Israel 147.237.72. 166 |aka. i df .i 9 =g Invalid segnent retransmssion. |, ., 18
Ret ransm ssi on Packet dropped.
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover. i df .| Bad TCP sequence Invalid ACK nunber nonitor |16
72.9.148.10 Lhited Sates 147. 237. 77. 216 |dover.i df .i | drop SAMrul e drop 16
. e SYN+tACXK retransmt wth .
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 |dover.idf .i | Bad TCP sequence g fferent Wi ndow scal & monitor |15
Sreamng Engine: TCP Invalid i i SSi
95.90.203.71  |Ger many 147. 237. 77. 216 |dover.i df . i 9 =g Invalid segnent retransmssion. | . 14
Ret ransnm ssi on Packet dropped.
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject 11
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
192. 243. 55. 133 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Invalid ACK nunber alert 9
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover. i df . i | Bad TCP sequence Inval i d ACK nunber alert 7
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |7
212.143.142.56 |Israel 147. 237. 77. 216 |dover.i df .i | drop First packet isn't SN drop 7
Sreaming Engine: TCP Invalid i i ssi
109. 253. 132. 240 i srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansnm ssi on Packet dropped.
reamn ine: TCP Invali i i ssi
176.13.11.159 |Israel 147. 237. 72. 166 |aka. i of . i | Streamng Engi ne: TCP alid invalid segnent retransnissi on, drop 6
Ret ransm ssi on Packet dropped.
192. 243. 55, 129 |Doni ni ca 147. 237.77. 216 |dover.idf .il Bad TCP sequence noni t or 6
192. 243.55. 129 |Doni i ca 147.237. 77. 216 |dover . i df . i Bad TCP sequence SYNFACK retransmt with monitor (6
di fferent w ndow scal e
Sreamng Engine: TP Invalid i i ssi
46.19.85.213  |israel 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. |, ., 6
Ret ransnm ssi on Packet dropped.
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreamng Engine: TCP Invalid i i ssi
109. 65. 94. 9 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i ssi
80. 246. 136. 46 |Israel 147. 237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
141.8.132.112 |Russian Federation  |147.237.72. 166 |aka.idf.il 9 =g Invalid segnent retransmssion. | 6
Ret ransm ssi on Packet dropped.
192. 243.55. 129 |Doni ni ca 147.237. 77. 216 |dover.idf . i | SYN Att ack SYN -> SYN-ACK -> Timeout [reject
87.70.39.76 I srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TP Invalid i i ssi
87.69.11.237  |Israel 147.237.76. 200 |6i tan. aka i df .i 9 =g Invalid segnent retransmssion. |, ., 4
Ret ransnm ssi on Packet dropped.
183. 250. 209. 101 |chi na 147.237. 77. 216 |dover . i df . i Bad TCP sequence SNretransmt wih different —\onivor  a
wi ndow scal e
197. 35. 215. 226 |Egypt 147.237.72. 166 |aka.idf .il drop Frst packet isn't SYN drop
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence noni t or
72.9.148.10 Lhited Sates 147.237.77.176 |mtpash.idf.il  |drop SAMrul e drop
Sreamng Engine: TCP Invalid i i ssi
93.158.152. 49  |Russi an Federation 147. 237. 76. 147 |chi nuch. aka. i df .i | g _g Invalid segnent retransmssion drop 3
Ret ransnm ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
109. 64. 116. 113 | srael 147.237. 72. 166 |aka. i df . Streaning Engi ne: TCP Invalid |invalid segnent retransnissi on. drop 3
Ret ransm ssi on Packet dropped.
37.46.41. 242 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
2.54.0.192 I sr ael 147.237. 77. 216 |dover.idf . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
reamn ine: TCP Invali i i ssi
79.180. 127. 230 |Israel 147. 237.72. 166 |aka i of . i | Streamng Engi ne: TCP alid |invalid segnent retransnissi on, drop 3
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
31.154.166.11 |Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dropped.
156. 204. 142. 26 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi
109. 64. 191. 195 |Israel 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
2.54.22.148 I'sr ael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g, 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
80. 178. 231. 122 i srael 147.237.72. 166 |aka. i f .11 9 =g Invalid segnent retransmssion. |, ., 3
Ret ransnm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
37.26.149.166 | srael 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransnm ssi on Packet dropped.
87.70.39.76 | srael 147.237.72. 166 |aka.i df.il SYN Attack SYN -> SYN-ACK -> Tinmeout |reject
167.114. 156. 16 |Canada 147.237. 77. 216 |dover.idf . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
176. 67. 100. 198 glcissi':('ja” Territoy.ly 47 237.77. 176 |natpash.if.il  |drop Frst packet isn't SN drop 3
Sreaming Engine: TCP Invalid i i ssi
79.178.176. 104 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. | ., 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
66.249.69.38  |United Sates 147.237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. g ., 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
109. 66. 62. 103 | srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, ., 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
80. 246. 136. 217 |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. | . 3
Ret ransnm ssi on Packet dropped.
176. 67. 100. 198 glcf;i'géa” Territony,l147. 237.77. 176 |matpash.idf il |SYN At t ack SYN -> SYN-ACK -> Tineout |reject 3
Sreamng Engine: TCP Invalid i i SSi
109. 64. 33. 106 |Israel 147. 237. 72. 166 |aka. i of . i | 9 =g Invalid segnent retransmssion. | . 3

Ret r ansm ssi on

Packet dropped.
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Attacker Address |Attacker Qountry Target Address |Ste Signature
Sreamng Engine: TCP Invalid i i SSi

217.132.14. 222 |Israel 147.237.72. 166 |aka. i df .| 9 =g Invalid segnent retransmssion. ., 3
Ret r ansn ssi on Packet dropped.

72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il drop SAMrul e drop 2
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Tar get Address |Site dgnature Acti on ‘Count
118. 193. 162. 96 |China 147.237.77.216|dover. i df . i | Mil tiple Uhaut horized URL Access from 118. 193. 162. 96 B ock 25
176.13.17.126 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 23
46.19. 86. 104 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code B ock 11
8. 37.235. 233 Lhited Sates 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wwu idf.il/error.htm |B ock
46. 19. 86. 18 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock
Paraneter Type Mol ation
37.142.183.65 |[Israel 147.237.0.19 |nadimatal .idf.il ct1 003$Cont ent P aceHbl der 1$t xt Fi rst Nane i n B ock 4
nadi matal .idf.il/1088- he/ neretz. aspx
80.246.130.99 |[lIsrael 147.237.77. 216 |dover.i df . il D stributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 3
89.138. 6. 211 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
66. 249. 66. 25 I srael 147.237.77.216|dover . i df . i | D stributed Lhaut hori zed URL Access on waw i df.il/error.htm |B ock 3
149. 88. 222. 235 |l srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unhaut horized URL Access from 149. 88. 222, 235 B ock 3
80. 246. 130. 226 [l srael 147.237.77.216|dover.i df .i | Dstributed Wauthorized URL Access on wwidf.il/error.htm [B ock 2
. . . Unaut hori zed URL Access to
149. 88. 222. 235 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 2
. . Ml tipl e Whaut horized Method for Known URL from
79.181. 210. 106 |l srael 147.237.72. 166 |aka. i df . i | 9. 181. 210. 106 Bl ock 2
121.34.192. 190 |Chi na 147.237.77.216|dover.i df .i | Ml ti pl e Uhaut horized LRL Access from 121.34.192. 190 B ock 1
82.205. 14,176 |2 estinian . |147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to ww i df.il/clashhacl ers. php B ock 1
Territory, Qcupi ed
. wwnv. chamat z. aka. i d .
169. 229. 3. 91 Lhited Sates 147.237.77. 226 £l Ml tiple Abnornal |y Long Request from 169. 229. 3. 91 B ock 1
. . Uhaut hori zed URL Access to
66. 249. 66. 182 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p storagel {1 | es/ 7/ 2827, | pg B ock 1
- kosher - kravi . i df .
157. 55. 39. 49 Lhited Sates 147.237.0. 16 Inly Uhaut hori zed URL Access to wwu ny- kosher-kravi.idf.il/ B ock 1
. . Uhaut hori zed URL Access to
150. 70. 173. 8 Japan 147.237.76.42 |refuah.idf.il 147, 237.76. 42/ shar ed/ ol i ent scri pts/ ¢l  entscri pts. | s B ock 1
118.193. 162. 96 [China 147.237.77. 216 |dover . i df . i | Ml tiple Admin Bl ocking from118. 193. 162. 96 B ock 1
. . . URL is Above Root Directory
183. 250. 209. 101 |Chi na 147.237.77.216|dover.i df . i | wiw i df i1/ ./ shar edl user cont r o s/ header upper/ B ock 1
] . . Ill1egal Byte Gode Character in URL jr, " To$7[ [+ #257 ]
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il g Bl ock 1
ofi 70| [ #21] [N} $] | #A [2]]#21( [
. . Unaut hori zed Met hod HEAD f or
79.181. 210. 106 |Israel 147.237.72. 166 |aka. i df . i | wiww aka. i o i |/ nai v gi yus/ general . aspx B ock 1
. . Unaut hori zed URL Access to
150.70.173.53 | 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pts/ scrol | er/jquery.j carousel . s Bl ock !
131. 253. 25. 183 |Lhited Sates 147.237.77.216|dover. i df . i | D stributed Lhauthori zed URL Access on waw idf.il/error.htm |B ock 1
84.229. 1. 194 I srael 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to vww idf.il/https:/wwnidf.il/ Bl ock 1
ww. chanmat z. aka. i d i i
169.229.3.91  |wnited Sates 147.237.77. 226 | " Mitiple Illegal Byte Qode Character in Method from Bock |1
flil 169. 229. 3. 91
. . Uhaut hori zed URL Access to
66. 249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p storagel fi | es/ 2/ 3142. | pg B ock 1
169. 229. 3. 91 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il [Illega Bite Gde Character in Mthod B ock 1
. . Unaut hori zed URL Access to
150. 70. 173.9 Japan 147.237.76.42 |refuah.idf.il 147, 237, 76. 42/ shar edl ¢l | ent scri pts/j query/j query-ti | s B ock 1
37.26.146.191 |[Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
208.115.113.89 |[nited Sates 147.237.77. 216 |dover.i df . i | Unaut hori zed LRL Access to wwu i df.il/894-he B ock 1
. . H - ~e 3 I ”
169.229.3.91  |Wited Sates 147.237.76.42 |refuah.idf.il ';ﬁ{_fj‘;med URL ir, "7 [ #25 [V ] #21 T [ [#4] [ 9] ] #2170 B ock 1
|
46.43. 115, 227 |Aestinian 147. 237.77. 176 |nat pash. i df . i | Uhaut hori zed LR Access to vawn cogat . i df . i 1/894- ar Bock |1
e ) Territory, Qcupi ed ) o ’ i ) )
Uhaut hori zed URL Access to
150. 70.173.55  |Japan 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shar ed/ ¢l i ent scri pt s/ j query. pl ugi ns/j query. equal |B ock 1
hei ghts. j s
. . SS. Whtraceabl e Gnnection - Protocol violation
149.88.71.234 |lIsrael 147.237.72. 166 |aka. i df . i | (SSL._CONN APPLI CATI ON_DATA_EXCHANGE) None 1
i www. chanmat z. aka. i d )
169. 229.3.91 Lhited Sates 147.237.77. 226 £l NULL Character in Method Bl ock 1
. . Uhaut hori zed URL Access to
66. 249. 69. 2 I srael 147.237.72. 166 |aka. i df . i | 147.237. 72. 166/ si p_st or agel {1 | es/ 9 70239, pf Bl ock 1
m ny- kosher - kravi . i i i
160.229.3.91  [wiited Sates 147.237.0.17 ny Mitiple 1llegal Byte (de Character in Method from B ock 1
df.il 169. 229. 3. 91
. . Uhaut hori zed URL Access to
150.70.173.10  |Japan 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scri pts/j query. pl ugi ns/slider.js Bl ock !
. . Unaut hori zed URL Access to
212.179. 159. 253l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css Bl ock 1
118.193. 162. 96 |Chi na 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to waw idf.il/fck/ Bl ock 1
! . . Unknown HTTP Request Method 19~ @ Awr[[#16]]+braes in
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il - ) Bl ock 1
efuah. i d WRL jr, " 87 [+~ #25 [ ] #21] | [ [ #4[ [ §]] #2130 ] 7 of
Uhaut hori zed URL Access to
150. 70.173.56  |Japan 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pt s/ j query. pl ugi ns/j query. charts Bl ock 1
.js
Lhited Arab . . . . .
109. 177. 232. 81 Enirat es 147.237.77. 216 |dover.i df . il Lhaut hori zed URL Access to waw idf.il/894-ar Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.76.42 |refuah.idf.il Aonornal |y Long Request request version B ock 1
68.180.228.96 |[Lnited Sates 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
. . Unaut hori zed URL Access to
150.70.173. 46 |Japan 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scri pt s/ sa swiobject.js Bl ock !
46.19. 85. 213 I srael 147.237.77.243|nobi [ e.i df . i | D stributed Suspici ous Response Code B ock 1
121.34.192.190 |Chi na 147.237.77. 176 |nat pash. i df . i | thauthori zed URL Access to Bock |1

wv cogat . i df . i | / shar ed/ user cont r ol s/ header upper /
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