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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 3603
82. 145, 220. 147 Eur ope 147.237.77.216 dover.idf.il Bl ock | p_ Vb In drop 6
134.147. 203. 115 Cer many 147.237.77.121 e navy.idf.il Bock Np All Net dr op 2
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Block Udp All Nets drop 2

80. 82. 64. 220 Net her | ands 147. 237. 72. 156 anan. i df .i | JLM Under Attack_Con_Tcp drop 2
177. 80. 105. 92 Brazil 147.237.8. 27 e.nadimatal .idf.il |Bock Udp All _Nets drop 1
179. 43. 144. 33 Sh tzerl and 147.237.77. 234 hal ag.idf.il Bl ock Np Al _Net drop 1
179. 43. 144, 33 Sw tzerl and 147.237.0. 19 nadi matal .idf.il B ock Np Al Net drop 1
188. 138. 17. 205 France 147.237.8. 14 e.orchot.idf.il Bl ock Wp Al Nets dr op 1
145.14.1. 3 Net her | ands 147.237.77. 216 dover.idf.il Block Udp All Nets drop 1
179. 43. 144. 33 Shtzerl and 147.237.72. 14 dover.idf.il (ol d) B ock Np Al Net drop 1
179. 43. 144. 33 Sii t zerl and 147.237.77.178 e. nat pash. i df . il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
87.69.127.55 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 8
106.120.173.102 |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
159. 203. 4. 142 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
93.113.125. 12 147.237.72. 167 Ronani a i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
40.74.124.12 147. 237. 0. 200 Lhited Sates ndu. i df il ET SCAN NMAP -sS wi ndow 3072 1
218. 246. 0. 97 147. 237.76. 177 Chi na ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
203. 197. 205. 118 147.237.0.15 India kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220 147.237.77. 216 Sweden dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
94.102. 48. 194 147. 237.76. 34 Net her | ands yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.113.125. 12 147. 237.77. 226 Ronani a wiaw chanat z. aka. i df .| ET SCAN NMAP -sS wi ndow 1024 1
61.222.126.18 147. 237. 72. 156 Tai wan anan.idf.il ET SCAN NMAP -sS wi ndow 1024 1
203.197. 205. 118 147.237.0. 15 India kosher-kravi .idf.il ET SCAN NMAP -sS wi ndow 4096 1
193. 105. 134. 220 147.237.0. 35 Sweden akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
93.113. 125. 12 147. 237.77. 227 Romani a e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

ount ry ‘Target Address |Ste Signature
Sreanming Engine: TCP Invalid i i sSi
176.13.13.131 |Israel 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 66
Ret r ansni ssi on Packet dr opped.
o SN retransnmit wth different .
79. 182. 124. 209 [l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal & noni t or 58
Sreanming Engine: TCP Invalid i i sSi
176.13.13.117 |israel 147. 237. 72. 167 |i shuri maka. i df . i 9 =g Invalid segnent retransmssion. drop 36
Ret r ansni ssi on Packet dropped.
172.56.40.120 |wnited Sates  [147.237.77.216|dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 29
192. 243. 55. 129 |Coni ni ca 147. 237. 77. 216 |dover i df . Bad TCP sequence SINAXK retransmt with different | oo |24
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
2.54.18.247  |israel 147. 237.72. 166 |aka i f . 9 =9 Invalid segnent retransnission drop 24
Ret ransni ssi on Packet dropped.
192. 243. 55. 129 |Doni ni ca 147.237. 77. 216 [dover.i df . il Bad TCP sequence Invalid ACK nunber noni t or 20
141.0.15.232  |Norway 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 19
72.9.148. 10 Lhited Sates 147.237.77. 216 |dover.idf.il dr op SAMrul e drop 16
79.180. 68.191 |[Israel 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 14
- . . SYNPAXK retransmt with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 13
Sreaming Engine: TGP Invalid i i ssi
84.228.24.104 |Israel 147. 237.72. 166 |aka i df . i | 9 =g Invalid segnent retransmission. drop 12
Ret ransni ssi on Packet dropped.
i Sreaning Engine: TCP Invalid ' i ssi
188.32. 227,41 |USSian 147. 237. 76. 200 |ei tan. aka. i of . | 9 =g Invalid segnent retransmssion. drop 12
Federation Ret r ansni ssi on Packet dropped.
192. 243. 55. 136 |Coni ni ca 147. 237.77. 216 |dover i df .| Bad TCP sequence SINAK retransmt with different oo |12
w ndow scal e
- . . SYNPAXK retransmt with different .
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence i ndow scal e noni t or 11
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 11
2.54. 55, 203 I srael 147.237.77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 10
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
192. 243. 55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 9
192. 243. 55. 136 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 9
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 9
192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 [dover. i df . i Bad TCP sequence I'nvalid ACK nunber noni t or 9
i Sreanming Engine: TCP Invalid i i sSi
89.178.134. 31 |SSIan 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g Invalid segnent retransmssion. drop 9
Federation Ret r ansni ssi on Packet dropped.
i Sreamng Engine: TCP Invalid i i ssi
46.42.167. 236 |HSSIan 147. 237. 76. 200 |ei tan. aka. i df .| 9 =9 Invalid segnent retransmssion drop 9
Federation Ret r ansni sSi on Packet dropped.
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8
79. 182. 124. 209 |l srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 8
79.177.99. 251 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 8
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 7
85. 64.123. 234 |[lsrael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 6
Sreaning Engine: TP Invalid i i ssi
109.65.94.9  |Israel 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 [dover.i df il Bad TCP sequence Invalid ACK nunber alert
2.54.55. 203 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreamng Engine: TCP Invalid i i ssi
79.182.31. 137 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion drop 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i sSi
109. 253. 132. 82 |I srael 147.237.72. 166 |aka i df . 9 =g Invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
2.54.55. 203 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid sequence nunber noni t or 6
129. 45. 120. 65 147.237. 77. 216 [dover.i df . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf .i | Bad TCP sequence noni t or 6
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 5
2.54.55. 203 I srael 147.237.77. 216 |dover.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber alert 5
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i ssi
80.179.102. 94 | srael 147.237.77. 243 |nobile. i f . 9 =g Invalid segnent retransmssion. drop 4
Ret ransmi ssi on Packet dropped.
46. 19. 85. 90 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber aert 4
2.54.55.203 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 4
192. 243. 55. 135 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence noni t or 4
46. 19. 85. 90 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 4
87.68.58.226 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Acti on ‘Count
109. 66. 32. 168 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 62
176.13.14.106 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 6
2.54.191. 249 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80.179.102.94 [Israel 147.237.0.19 |[nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
37.26.148.238 |[Israel 147.237.0.19 |nadimatal .idf.il[Dstributed Suspicious Response Code B ock 3
85. 250. 204. 173 [ srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
94.230. 93.33 | srael 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1
. . Unaut hori zed URL Access to
66. 249. 69. 18 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
188. 161. 64. 169 glcis;ilgéan Territony, 47, 237.77. 216 [dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
37.26.148.238 |[Israel 147.237.77.243|nobi l e.i df . i | Lhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock
169. 229. 3. 91 Lhited Sates 147.237.0.19 |madimatal .idf.il{Mlforned URL a'[[ v#6]] B ock
. . . Unknown Par anet er request in
140. 115. 111. 116|Tai wan 147.237.72. 166 [aka. i df . i | v aka, i df i 1/ br ot her s/ ki shur/ def aul t . asp None 1
87.71.9.228 I srael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock
197.32.157. 14  |Egypt 147.237.77.216|dover . i df . il PHP Attenpt B ock
169. 229. 3. 91 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|Mal forned URL +9) To<'sp o&$76[ [ #40] ] Ffva] 144 [rp B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 58 I srael 147.237.77. 170 |maar achot . i df . i | 147.237. 77,1701 pdf /1 | es/ 7/ 106627. pdf Bl ock 1
2.54.160.107  |israel 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation Searchifext in B ock 1
wan i df . i | / 1065- he/ dover . aspx
169. 229. 3. 91 Lhited Sates 147.237.0.19 |nadimatal .idf.il|lllega Byite Gode Character in Header Nane B ock 1
94. 230. 93. 36 I srael 147.237.77.216|dover.i df . il D stributed Lhauthori zed URL Access on wawidf.il/error. htm B ock 1
. . Unaut hori zed URL Access to
79. 181. 54. 68 I srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar e/ bul | et 1. gi f B ock 1
192. 243. 55. 137 |Doni ni ca 147.237.77.216|dover.idf .l Unaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
46.120.25.125 |[Israel 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237. 77. 233/ 1462- he/ at al . aspx B ock 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates 147.237.0.19 |madi matal . i df . i ||$6k[[#19]1x[[#12]]"1 ox& [#14] 1[[#15]1[[#28]1[[#30]1n[[#22]] in B ock 1
LR a'[[ 6] ]
140. 115. 111. 116|Tai wan 147.237.72. 166 [aka. i df . i | Unknown Paraneter request in ww aka.idf.il/faqg. asp None 1
197.32.157. 14  |Egypt 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to ww idf.il/xmrpc. php B ock
87.71.9.228 | srael 147.237.72. 166 |aka. i df . i | D stributed Lhaut hori zed URL Access on waw aka.idf.il/xmrpc. php |B ock
Unknown HTTP Request Met hod
169. 229. 3. 91 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i|/ I [#2] ] Bu~y” ! [ [#4] ] ME-GOE) [[#20]]>UD i n URL +9) T <'sp0 B ock 1
PAr [ [#4]] 1vi %] | #4 [ $26 oZ
. . Unaut hori zed URL Access to
66. 249. 65. 223 |Israel 147.237.77. 216 (dover. i df . il 147, 237.77. 216/ 1133- 20027~ he/ dover . aspx Bl ock 1
] " . - |Il1egal Byte Gode Character in Mthod
169. 229. 3. 91 Lhited Sates 147.237.0.19 |madimatal .idf.il|,. B ock 1
TOK[ [#19] | X[ [#12]] "1 cx& [#14] ] [ [#15]] [ [#28] ] [[#30]] n[[#22] |
94.230.93.100 |[lIsrael 147.237.77.216|dover.idf .il D stributed Lhauthori zed URL Access on waw i df.il/error. htm B ock 1
79.182.124. 209 |lsrael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
194. 90. 128. 185 |l srael 147.237.77.216|dover . i df . il Mil tiple Uhauthorized URL Access from 194. 90. 128. 185 B ock 1
169. 229. 3. 91 Lhited Sates 147.237. 76. 147 |chi nuch. aka. i df . i|Abnormal | y Long Request net hod B ock 1
61.244.30.166 |Hong Kong 147.237.77.216|dover.i df.il Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
) . . Uhknown Parangter service in
140. 115. 111. 116|Tai wan 147.237.72. 166 |aka. i df . i | ww aka. i o i1/ br ot her s/ ski ra/ def aul t. asp None 1
197. 135. 127. 172|Egypt 147.237.77.216|dover . i df . il Uhaut hori zed URL Access to v i df.il/navy/ B ock
94.230.93.1 | srael 147.237.77.216|dover.i df . il D stributed Uhaut hori zed URL Access on wan i df.il/error. htm B ock 1
66.249. 65. 224 [Israel 147.237.77.216|dover.idf .il Uhaut hori zed LRL Access to wawidf.il/atal 1/izkor/print_text.asp  |B ock 1
. . Uhaut hori zed URL Access to
5.22.135.116  [Israel 147.237.76.42 (refuah.idf.il 147. 237, 76. 42/ appl e-t ouch- i con- pr econposed. png Bl ock 1
169. 229. 3. 91 Lhited Sates 147.237.0.19 |nmadimatal .idf.il|lllega Byte Qode Character in LR a[[ u46] ] B ock 1
194. 135. 154. 201 |Azerbai j an 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
} . . |Illegal Byte Gde Character in Mt hod
169.229.3.91  |thited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i 1 IS [#2]] Bu-y” ! [ [ #4] ] ME-GOB) [ [#20] ] > U Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 48 I srael 147.237.77. 170 |n@ar achot . i df . i | 147.237.77. 170/ pdf /11 es/ 6/ 112406, pdf B ock 1
141.212.122. 160|Uhited Sates 147.237.0.19 |madimatal .idf.il|Uauthorized URL Access to 147.237.0. 19/ B ock 1
94. 230. 93. 20 I srael 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on wawidf.il/error. htm B ock
184. 105. 247. 196|Uhited Sates 147.237.0.19 |madimatal .idf.il|Dstributed Uhauthorized URL Access on 147.237.0. 19/ B ock
. . Uhaut hori zed URL Access to
66.249. 66. 185 [l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel {1 | es/ 9/ 3049, | pg B ock 1
169. 229. 3. 91 Lhited Sates 147.237.0.19 |[nmadimatal .idf.il|lllegal HITP Version 0@-, 24\ Q B ock
140. 115. 111. 116|Tai wan 147.237.72. 166 [aka. i df . i | Unknown Paraneter request in ww aka.idf.il/brothers/contact/ None
194. 135. 154. 201 |Azerbai j an 147.237.77.216|dover. i df . il Lhtraceabl e SSL Sessi ons: Cpen Mde None 1
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