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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3007
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock_Udp All _Nets dr op 4

81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Udp Al Nets drop 3

179. 43. 144, 33 S tzerl and 147.237.0. 15 kosher-kravi .idf.il B ock Np Al Net drop 1

208. 78. 0. 20 Lhited Sates 147.237.77. 216 dover.idf.il Bl ock_ Udp Al _Nets drop 1
82.221.105. 6 I cel and 147.237.0. 35 akavs. i df.il ock Wp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
87.69. 161. 134 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
2.54.20. 217 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 2
109. 64. 160. 170 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
164. 132.161. 8 Italy 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP:. User Agent Sogou+web+spi der B ock 1
164. 132. 161. 16 Italy 147.237.77.74 lawidf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
51. 255. 65. 30 Lnited Ki ngdom 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1
106. 120.173.159  |China 147.237.77.233 |atal .idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
51. 255. 65. 33 United Ki ngdom 147.237.77.74 lawidf.il Cl000146: HITP. AnrefBot craw er Bl ock 1
66. 249. 65. 234 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

195. 34. 150. 18 |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
176.13.7. 106 |147. 237. 77 233 1l atal idh il ET DOS Large anount of TCP ZeroVWndow - Possible Niller2 5
DDos attack
98.119. 105. 221 [147.237.8.45 |lhited Sates [e.eitan.idf.il ET SCAN NMAP -sS wi ndow 2048 1
94.102. 48.194 |[147.237.76.42 |Netherlands refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
i ET SCAN Behavi oral lLhusual |y fast inbound Tel net Gonnecti ons,
58.122.17.2  |147.237.0.17 Okfrea' Republ i€ |1 - kosher-kravi i df i Potential Sean or Brite ForZe 1
41.140.253.9 |147.237.77. 216 |Morocco dover.idf.il ET SCAN NVAP -f -sS 1
37.139.27.231 |[147.237.77. 178 |Net her| ands e. natpash. i df .i| ET SCAN NMAP -sS wi ndow 1024 1
218.246.0.97 |147.237.72. 156 |Chi na anan. i df.il ET SCAN NVAP -sS w ndow 1024 1
183.3.202. 115 [147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential SSH Scan 1
178.63.11. 208 |147.237.0.33 |Germany idf.il ET SCAN NVAP -sS w ndow 1024 1
98.119. 105. 221 [147.237.8.45 |lhited Sates [e.eitan.idf.il ET SCAN NVAP -sS w ndow 3072 1
98.119. 105. 221 |147.237.8.45 |Lhited Sates [eeitan.idf.il ET SCAN NVAP -f -sS 1
62.210.69.71 |147.237.8.46 |France e. chinuch.idf .il ET SCAN Potential SSH Scan 1
41.140.253.9 |147.237.77. 216 |[Mor occo dover.idf.il ET SCAN NVAP -sS w ndow 2048 1
37.139.27.231 |147.237.77.227 |[Net her| ands e. hanaz. i df .il ET SCAN NMAP -sS wi ndow 1024 1
23.252.161.191 |147.237.0.15 |Uhited Sates |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
183.3.202. 115 |147.237.0.15 |China kosher -kravi .idf.il ET SCAN Potential SSH Scan 1




03-12-2016-12:04:05 to 03-12-2016-13:04:05

|Top Attackers In FW |

At acker

count ry Target Address |Ste Signature
Sreamng Engine: TCP Invalid i i ssi
79.178. 181. 135 I srael 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 48
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
89.138. 95. 233 [Israel 147. 237. 77. 243 |robi 1 e. i df . i | 9 =g nval i d segnent retransmssi on. drop 28
Ret r ansn ssi on Packet dr opped.
72.9.148. 10 Lhited Sates |147.237.77. 216 |dover.idf.il drop SAMrule drop 16
. . . SYNHFAK retransmit with different .
192. 243. 55. 135 |Doni ni ca 147.237. 77. 216 [dover.i df il Bad TCP sequence Vi ndow scal e noni t or 14
192.243.55.136 |Domnica  |147.237. 77. 216 |dover. i f il Bad TCP sequence SINAK retransmt with different oo vor |14
w ndow scal e
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 13
192.243.55.134 |Domnica  |147.237. 77. 216 |dover. i f . il Bad TCP sequence SINHAK retransmt with different oo 13
w ndow scal e
L . . SYNPAXK retransmit with different .
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 12
192.243.55.133 |[Domnica  |147.237. 77. 216 |dover. i f il Bad TCP sequence SINHAK retransmt with different oo 12
w ndow scal e
79.183. 135. 214 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber noni t or 10
192. 243. 55. 134 |Doni ni ca 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber noni t or 9
192. 243. 55. 134 |Doni ni ca 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 9
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 9
79.183. 135. 214 |l srael 147.237.76.86 |navy.idf.il dr op First packet isn't SYN drop 9
192. 243. 55. 133 |Doni ni ca 147. 237.77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 8
- o SYNHAK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 [dover.i df .i | Bad TCP sequence wi ndow scal e noni t or 8
192. 243. 55. 135 |Doni ni ca 147.237. 77. 216 [dover.i df il Bad TCP sequence Invalid ACK nunber aert 8
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or 7
176.13.7.106 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber alert 7
176.13.7.106 |[Israel 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243. 55. 131 |Doni ni ca 147. 237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
Sreamng Engine: TCP Invalid i i ssi
5.22.135.205 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
46.19.85.121  [Israel 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert 6
Sreanming Engine: TCP Invalid i i ssi
79.180. 121. 251 |I srael 147.237.72. 167 |i shuri maka. i df . i 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop
46.19.85.121  [Israel 147.237.77. 216 |dover.idf.i | Bad TCP sequence Inval i d ACK nunber noni t or
37.26.149. 204 |Israel 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
66.249.66.13 |Wited Sates |147.237.0.19 |nadimatal.idf.il 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.183. 114. 252 |I srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dr opped.
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert
192. 243. 55. 136 |Doni ni ca 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or
149.88.102.81 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
2.54.185.170 |Israel 147. 237. 77. 243 |nobi l e.i df .i | 9 =g Inval i d segnent retransmssi on. drop 6
Ret r ansnm ssi on Packet dr opped.
192. 243. 55. 136 |Doni ni ca 147.237. 77. 216 [dover.i df il SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 6
192. 243. 55. 135 |Doni ni ca 147. 237.77. 216 |dover.i df .i | Bad TCP sequence noni t or 6
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.i| Bad TCP sequence Invalid ACK nunber alert 5
2.53.24.116 I srael 147.237.77. 216 |dover. i df .i SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 5
L . . SYNPAXK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 5
72.9.148.10 Wited Sates [147.237.77.176|natpash.idf.il |drop SAMrule drop 4
192. 243. 55. 138 |Doni ni ca 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber alert 4
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover. i df .i | Bad TCP sequence noni t or 4
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
84. 229. 208. 174 |l srael 147.237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
91.200.12.7 kr ai ne 147.237.77. 216 |dover.idf .il dr op SAMrule drop 4
Sreaming Engine: TGP Invalid i i ssi
212.117. 128. 14 |Israel 147. 237.76. 200 |ei tan. aka. i df . i 9 =g Invalid segent retransmssion. drop 4
Ret ransm ssi on Packet dr opped.
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
46. 19. 85. 38 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence Inval i d ACK nunber alert
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
87. 69. 238. 36 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock 87
2.54. 150. 160 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 50
37.26.148.155 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 36
87. 69. 238. 36 | srael 147. 237. 0. 19 madimatal Lidf.il Pargneter Type \/1 ol ation ctl00$Cont ent A acetbl der 1%t xt H rst Nang i n 8 ock 3
nadi matal .idf.il/1088-he/ neret z. aspx
2.54.157. 123 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
46.117.130. 208 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode Bl ock
. . . Paraneter Type Mol ation ctl 00$Qont ent Pl acetbl der 1t xt H rst Nane i n
87.69.238.36  |Israel 147.237.0.19 |madimatal .idf.il madi matal i df i |/ nobi | e/ 1088- he/ mer et 7. aspx Bl ock 3
80. 246.136.68 [Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspi ci ous Response Code B ock
46.19. 86. 151 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response (ode B ock
40.77. 167. 82 ;q;:ee: 147.237.77.216|dover.idf .i |l D stributed Unaut horized LRL Access on ww idf.il/error. htm B ock 2
2.54.2. 34 It el 147. 237.72. 166 |aka. i df . i | thknown Parameter VI ERSTATEENCRYPTED in None 1
wane aka. i df . i | / mai n/ sachar/ pi r suneynof et . aspx
66. 249. 64. 58 I srael 147.237.77. 170 |maar achot . i df . i | Uhaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 7/ 111657. pdf |B ock 1
184. 105. 139. 67 g‘;:ﬁ 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to 147.237.77. 216/ B ock 1
m ny- kosher - kr avi . i
45. 55, 156. 183 147.237.0. 17 of niyl Uhaut hori zed URL Access to waww mny-kosher-kravi.idf.il/ Bl ock 1
Unknown Par arret er
31.154.144.1 I srael 147.237.72.166|aka. i df . i | ct | 00$ct | 00$cphiai n$TochenP acetbl der $quest i onUpdat e$hi ddenUpda |None 1
teQuestion in ww aka.idf.il/main/giyus/fag. aspx
89.138.82.221 [Israel 147. 237.72. 166 |aka. i df . i | thknown Par aret er VI ERSTATEENCRYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ nar ki veysachar . aspx
-kosher-kravi . i df .
66.249. 64.185 |lsrael 147.237.0.16 :?l Unhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt B ock 1
66. 249. 64. 48 | srael 147.237.77. 170 [naar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 5/ 111605. pdf |B ock 1
207. 46. 13. 47 LSqulatt:s 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to 147.237.77. 216/ robot s. t xt B ock 1
94. 230. 93. 80 I srael 147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
37.142.68. 56 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
- . Unaut hori zed URL Access to
85. 65. 155. 132 [l srael 147.237.72. 166 |aka. i df . i | v aka. i o i 1/ nai v i yus/ cont rol s/ at uda/ B ock 1
. . Unaut hori zed URL Access to
2.54.35. 148 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock
188.138.1.218 |Ger nany 147.237.76.42 |refuah.idf.il D stributed Unaut horized URL Access on 147.237.76. 42/ robot s. t xt B ock
. . D stributed Uhauthorized URL Access on
46.19. 86. 129 I srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ st yl ef shar ed/ t ext . css Bl ock 1
31.210.187.162 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css B ock 1
93.173.29.168 |l srael 147.237.72. 166 |aka. i df . i | Wnknown Pararmeter __VI EWSTATEENCRYFTED i n None 1
wawn aka. i df . i |/ mai n/ sachar/ mas. aspx
79.177.20.168 |Israel 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147. 237. 76. 42/ styl el shared/ | ayout 2. css  |B ock 1
207. 46. 13. 87 g“'af(f;’ 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/... B ock 1
94. 230. 93. 93 I srael 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
Lhi ted . . Unknown Par aneter 4f9c0c80 in
40.77.167.21 S afes 147.237.72. 166 |aka. i df . i | vanw aka, i df . | / i n/ hone! def aul t . aspx None 1
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed UR. Access on 147.237.72. 166/ robots. txt  |B ock 1
192. 243.55. 131 |Doni ni ca 147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock
. . D stributed Uhauthorized URL Access on
37.26.146.204 |Israel 147.237.77.234|hal ag. i df . i | 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. g f Bl ock 1
94. 55. 203. 56 Tur key 147.237.77.216|dover.idf .l SSL Untraceabl e Connection - Qpen Mde None 1
79.177.20.168 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/xmnrpc. php B ock 1
66. 249. 64. 53 I srael 147.237.77. 170 [naar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 5/ 111675. pdf |B ock 1
212. 150. 254. 165|1 srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
ny- kosher - kravi . i df . _ C
104. 236. 192. 192 147.237.0. 16 i Uhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/ Bl ock 1
40.77.167. 33 gq;:eeg 147.237.77.216|dover.idf .il Unaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx B ock 1
66.249. 64.175  |Israel 147.237.0.16 |~ KOSher-kravi.idf. junaut hori zed LRL Access to B ock 1
' U ’ o il waw ny- kosher -kravi . i df.il/shared/clientscripts/nobile.js
192. 243.55. 135 |Doni ni ca 147.237.77.216|dover . i df . il Lhaut hori zed URL Access to ww i df.il/nmazi B ock 1
94. 230. 93. 26 I srael 147.237.77.216|dover.idf .l D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
80. 246. 130. 107 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/gyus Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 6/ 2306. ] pg B ock 1
. . D stributed Uhauthorized URL Access on
176.13.20.239 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f B ock 1
2.54.185. 170 I srael 147.237.77.243|nobi l e.i df . i | Distributed Suspici ous Response Qode B ock 1
ny- kosher - kravi . i df . |uaut hori zed LRL Access to
66.249.64. 180  Israel 147.237.0.16 il vwwn ny- kosher -kravi . idf.il/shared/clientscripts/jquery-1.2.6.mn.js B ock !
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