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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3846
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock_Udp All _Nets dr op 3

184. 105. 139. 74 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il B ock Np Al Net drop 1
74.82.47.5 Lhited Sates 147.237.8. 14 e.orchot.idf.il Block Udp All Nets drop 1
184.105. 139. 101 Lhited Sates 147.237.8. 24 elifestyle.idf.il Bl ock_ Udp Al _Nets drop 1

179. 43. 144. 33 Sni tzerl and 147.237.77.170 naarachot . i df . il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

At t acker

Attacker Address Qount ry rget Address |Site Sgnature

109. 65. 50. 71 I srael 147.237.0.34 |tikshuv. i df . |CL000138: HTTP. prefix 1.01 in the URL B ock 17
37.142. 68. 86 I srael 147.237.0.34 |tikshuv. i df . |C1000138: HTTP. prefix 1.01 in the URL B ock 14
79.180.112. 141 [Israel 147.237.0.34 |tikshuv. i df . |CL000138: HTTP. prefix 1.01 in the URL Bl ock 12
46.19. 86. 33 I srael 147.237.0.34 |tikshuv. i df . |CL000138: HTTP. prefix 1.01 in the URL B ock 2
151.80.31.150 |italy 147.237.77.74 |lawidf.il |Cl000146: HTTP. AhrefBot craw er B ock 2
106. 120. 173. 159|Chi na 147.237.77.233|atal .idf.il |Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
151.80.31. 154 |italy 147.237.77.74 |lawidf.il |Cl000146: HTTP. AhrefBot craw er B ock 1
52.33.227.96  |lnited Sates  |147.237.77.216|dover. i df.il gzz: HITP: Suspicious User-Agent (WndowsNT) Wth No Separating g ) 1
123.126.113. 80 [China 147.237.72.166|aka. i df .i| |Cl000071: HTTP. User Agent Sogou+web+spi der B ock

106. 120. 173. 102|Chi na 147.237.76. 42 |refuah.idf.i|CL000071: HTTP: User Agent Sogou+web+spi der B ock
151.80.31.152 |italy 147.237.77.74 |lawidf.il |Cl000146: HITP. AhrefBot craw er Bl ock 1
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|Top Attackers In |D|

‘ Target Address

A tacker
CGount ry

Signature

195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
107.2.79.150 [147.237.77.19 |[wited Sates |[lawforumidf.il |ET SCAN NVAP -sS w ndow 1024 1
89.163. 145. 38 [147.237.77.19 |Ger many lawforumidf.il |ET SCAN NVAP -f -sS 1
61.222.126.18 |147.237.0.35 |Taiwan akaws. i df i ET SCAN NVAP -sS wi ndow 1024 1
13. 68. 31. 54 147.237.0.15 |lhited Sates  |kosher-kravi.idf.i|[ET SCAN NMAP -sS wi ndow 1024 1
176.13. 20. 115|147 237 77 233 |1 512l atal il ET DO5 Large amount of TCP Zer oWndow - Possible Nkiller2 DDos 1
attack
107.2.79.150 [147.237.77.19 |[whited Sates |[lawforumidf.il |ET SCAN NVAP -sS w ndow 3072 1
89. 163. 145. 38 |147.237.77.19 |Ger many lawforumidf.il |ET SCAN NVAP -sS wi ndow 2048 1
61.244.49.137 |147.237.0.19 |Hong Kong nadimatal.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
13. 68. 31. 54 147.237.0.15 |lhited Sates  |kosher-kravi.idf.i|[ET SCAN NMAP -sS wi ndow 2048 1
13. 68. 31. 54 147.237.0.15 |Wnited Sates kosher-kravi.idf.i|ET SCAN NVAP -f -sS 1
182.72.109. 162 |147.237.8.14 |India e.orchot.idf.il ET SCAN NVAP -sS wi ndow 1024 1
139. 217. 27. 204 |147.237.8.24 |China elifestyle.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

ountry Target Address ‘Ste ‘Slgnature
79.176. 206. 44 |l srael 147.237.77. 176 |natpash.idf.il |SYN At t ack SYN -> SYN-ACK -> RST rej ect 20
. o SYNPAXK retransmit with different )
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence v ndow scal 6 noni t or 18
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINWAK retransmt with different | opnvor |17
w ndow scal e
. o SYNPAXK retransmit with different )
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence v ndow scal 6 noni t or 12
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber moni t or 12
192. 243, 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect 12
192. 243. 55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
176.13.20. 115 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence I nval i d ACK nunber alert
192. 243, 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
176.13. 20. 115 |l srael 147.237.77.233|atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINWAK retransmt with different | onvor o
w ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 9
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber noni t or 8
192. 243, 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 8
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243, 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 7
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 7
192. 243. 55. 129 |Coni ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINHAK retransmt with different oo o |7
w ndow scal e
89.139. 147. 42 |l srael 147.237.72. 156 |aman.idf.il  |SYN At tack SYN -> SYN-ACK -> RST rej ect 6
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence noni t or 6
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
192. 243, 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber moni t or 5
109. 65.50.71 [l srael 147.237.0.34 |tikshuv.idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 133 [Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 5
37. 46. 39. 142 | srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
Sreaning BEngine: TCP Invalid i i ssi
157.55.2.173 |Wited Sates |147.237. 76. 200 |ei tan. aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop 4
r N ine: TCP Invali i i ssi
85. 64.108. 101 |Israel 147. 23777, 243 |t 1 e i o 11 | €M NG Engi ne: TP aid Inval i d segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
46. 19. 86. 16 | srael 147.237.72. 156 |anan. i df .i| SYN Attack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 131 |Doni ni ca 147.237.77.216|dover.idf.il |Bad TCP sequence noni t or 4
2.52.61. 107 I srael 147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i sSi
79.180. 171.20 |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dr opped.
r N ine: TCP Invali i i ssi
2.54. 35, 74 I srael 147, 237.72. 166 |aka i or i1 | €M NG Engi ne: TP aid Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
46. 19. 85. 28 | srael 147.237.72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
79.183.17.25 |Israel 147.237.72. 166 |aka.i df . g =g I nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
2.54.157.43  |Israel 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
5.102. 254. 147 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d ACK nunber moni t or 3
192. 243, 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout rej ect
46.19. 85. 38 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
79.183.52.131 [Israel 147.237.72. 166 |aka.i df . g =g I nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
2.54.184.161 |Israel 147. 237.72. 166 |aka. i of .11 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109.66.55.38  |Israel 147.237.72. 166 |aka. i df .11 g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
149.78.19.219 |israel 147.237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 150. 26 |1 srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.183.131.58 |Israel 147.237.72. 166 |aka. i of . i 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
212.143. 222. 47 |I srael 147.237.72. 166 |aka. i df .1 9 =g Inval i d segnent retransmssi on. drop 3
Ret r ansm ssi on Packet dropped.
Sreaning BEngine: TCP Invalid i i ssi
79.177.22.23  |Israel 147.237.72. 166 |aka. i of . i 9 =g Invalid segent retransmission. drop 3

Ret ransm ssi on

Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
5.102.229.252 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 100
176.13.13.148 |[lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 44
77.125.115.97 |[israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 33
109. 65. 169. 153 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock
131.253.25.128 |uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed UR. Access to wawidf.il/error. htm B ock
84.108.45.206 |[Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock
. . . Uhaut hori zed URL Access to
84.108. 45.206 |[Israel 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1152 B ock 3
37.26.148.131 [Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock
2. 54. 150. 160 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode Bl ock
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v idf.il/newsite/english/1222-  |B ock
. . Unhaut hori zed URL Access to
87.71.94.219 I srael 147.237.72. 156 |anan. i df . i | e i1/t tps: /v il B ock 1
. . Uhaut hori zed URL Access to
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p_storagel fi | es/ 5/ 2975 | pg B ock 1
210. 186. 115. 102 |\l aysi a 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to v | aw i df.il/xmrpc. php B ock 1
2.54.57.98 I srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx |Bl ock 1
157.55.39. 112 |Uhited Sates |147.237.72.166|aka.idf.i | Unaut hori zed URL Access to 147. 237.72. 166/ robot s. t xt B ock 1
79.181.197.19 [israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
37.26.148.184 |[Israel 147.237.72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
195. 138. 78. 222 |lkrai ne 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/main/sachar' a=0 B ock 1
. . DO stributed Whaut hori zed URL Access on
109. 65.20. 136 |l srael 147.237.77.233(atal .idf . il 147, 237. 77. 233/ 1134- he/ at al . aspx Bl ock 1
66. 249. 64. 98 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed UR. Access to aka.idf.il/iturimasp/teuda. asp B ock
212.117. 151. 114|l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1412- he/ at al . aspx |Bl ock 1
: . . Unhaut hori zed URL Access to
157.55.39. 160 [lhited Sates [147.237.77.233|atal .idf.il atal .icf.il/tenpl at es/ shar ed user cont rol s/ header upper/ B ock 1
. . Uhaut hori zed Met hod HEAD f or
82.166.228.10 |[Israel 147.237.72. 166 |aka. i df . i | ww aka, i o i1 /br ot hers/ ski raf def aul t . asp B ock 1
38.111.147.84 |lnited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/894-he B ock
198. 20. 69. 74 Lhited Sates |[147.237.77.19 |lawforumidf.il Unhaut hori zed URL Access to 147.237.77.19/ B ock
. . Unhaut hori zed URL Access to
66.249. 65.223 |l srael 147.237.77. 216 |dover.idf . il 147. 237. 77. 216/ 1133- 19072- he/ dover . aspx Bl ock 1
213. 8. 204. 47 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for aka. i df.il/main/ gi yus B ock 1
. . . D stributed Uhaut hori zed URL Access on
5. 29. 60. 87 I srael 147.237.77.243|nobi | e. i df . i | mobi | €.i df i 1/ nekudot /i ndex B ock 1
. . O stributed Whaut hori zed URL Access on
46. 19. 86. 33 I sr ael 147.237.77.233atal .idf . il 147, 237, 77. 233/ 1501- he/ at al . aspx Bl ock 1
199. 47.81. 13 Lhited Sates |[147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/1537- B ock 1
_ m ny- kosher - kravi . i df _
184. 105. 247. 196|lhited Sates |147.237.0. 17 i Uhaut hori zed URL Access to 147.237.0.17/ B ock 1
64.19.78. 243 Lhited Sates [147.237.72.166|aka.idf.il D stributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
210. 186. 115. 102 |Mil aysi a 147.237.77.74 |lawidf.il D stributed PHP Attenpt B ock 1
. . Paraneter Type M ol ation SearchText in
2.52.168. 6 I sr ael 147.237.77. 216 [dover. i df . il v i df i 171065- he/ dover . aspx Bl ock 1
156. 161. 245. 202 147.237.77. 216 |dover . i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
79.181.160.18 |Israel 147.237.76.42 |refuah.idf.il Wnaut hori zed URL Access to B ock 1

v refua atal .idf.il/sip storage/fil es/ 1/ 2811 pdf
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