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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address [Site |Signature |Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - reset 4000
46. 19. 86. 108 | srael 147.237.0.19 nadi matal .idf.il Anonal y- TLS-renegoti ati on-d i dest - r eset 263
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock Wp Al Nets dr op 5
66. 249. 64. 190 | srael 147.237.72. 166 aka.idf.il HTTP- M sc- BadBl ue-Di r - Tr ave- 2 dest - r eset 1
184. 105. 247. 195 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il Bl ock_ Udp Al _Nets drop 1
162. 248. 100. 195 Lhited Sates 147. 237. 0. 33 idf.il Block Np Al Net drop 1
184. 105. 139. 70 Lhited Sates 147. 237.72. 166 aka.idf.il Block Np Al Net drop 1
74.82.47. 41 Lhited Sates 147.237.77. 176 nat pash. i df.il ock_Udp All _Nets drop 1
216. 218. 206. 81 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il Bl ock Wp Al Nets dr op 1
162. 248. 100. 195 Lhited Sates 147.237.72. 217 eidf.il Block Np Al Net drop 1
184. 105. 139. 78 Lhited Sates 147. 237. 77. 234 hal ag.idf . i Block Np Al Net drop 1
94. 102. 49. 206 Net her | ands 147.237.77. 226 wawn chamat z. aka. i df il |Block Np Al _Net drop 1
216.218. 206. 113 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il ock Wp Al _Nets drop 1
162. 248. 100. 195 Lhited Sates 147.237. 76. 42 refuah.idf.il B ock Np Al Net drop 1
184.105. 139. 118 Lhited Sates 147.237.77. 233 atal.idf.il B ock Np All Net drop 1
126. 46. 7. 121 Japan 147. 237.77. 234 hal ag.idf . i Block Udp Al Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry [Target Address |Site |Sgnature Devi ce Action |Count |
62.210. 225. 135 France 147.237.77.233 |atal .idf.il |[5670: HITP. SQ Injection (SELECT) B ock 4
177. 185. 192. 50 Brazil 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 4
108. 59. 8. 80 Lhited Sates 147.237.77.216 |dover.idf.i| |[Cl000074: HTTP. najestic bot B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf .il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 120. 173. 102  |Chi na 147.237.76. 42 refuah. i df.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120. 173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

62. 210. 225. 135 147.237.77. 233 France atal.idf.il SQ Injection - Select From 12
177. 185. 192. 50 147.237.77. 233 Brazil atal.idf.il QA Injection - Select From 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP wth fake user agent 3
66. 249. 65. 224 147.237.77. 216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
193. 105. 134. 220 147.237. 76. 147 Sweden chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
164. 39. 11. 198 147.237.8. 46 Uni ted Ki ngdom e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
89. 248. 172. 140 147. 237. 77. 205 Net her | ands prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237. 76. 202 Chi na e.halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.0. 35 Chi na akavs. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
61.216. 84. 147 147.237.76. 44 Tai wan e.refuah.idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237. 76. 147 Chi na chi nuch. aka. i df .i | ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237.76. 39 Chi na nobi | e. nei tav. i df.il ET SCAN Potential SSH Scan 1
195. 142. 106. 5 147.237.0. 34 Tur key tikshuv.idf.il ET SCAN Potential SSH Scan 1
93.189. 26. 18 147. 237.76. 148 Austria gacenter. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.77. 216 Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
89. 248. 172. 140 147. 237. 0. 200 Net her | ands . i df i | ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237. 76. 196 Chi na e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
218.57.11.7 147. 237.76. 176 Chi na test.ncore.idf.il ET SCAN Potential SSH Scan 1
218.57.11.7 147. 237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
195. 142. 106. 5 147. 237.0. 35 Tur key akavs. i df il ET SCAN Potential SSH Scan 1
195. 142. 106. 5 147.237.0.15 Tur key kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘S|gnature
37.238.162.38 |irag 147.237.77. 216 |dover.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 78
. . SYNVACK retransmt wth different .
37.238.162.38 |irag 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal & noni t or 78
192. 243.55.129 |Donini ca 147.237.77. 216 |dover. i df il [Bad TCP sequence SAXK retransmt with different oo |20
w ndow scal e
141.0.15.73 Eur ope 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 19
192. 243.55. 137 |Donini ca 147.237.77. 216 |dover. i df il [Bad TCP sequence SINAK retransmt wth different oo |14
w ndow scal e
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 14
2.54.141. 230 I st ael 147. 237. 77. 243 |nobi l e.i of .1 I|{SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 13
192. 243.55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 12
192. 243.55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN ACK -> Ti meout rej ect 11
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 9
Sreaning Engine: TGP Invalid i i ssi
2.54.141.230  |israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 nvalid segnent retransmssi on. drop 9
Ret r ansni ssi on Packet dropped.
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |[dover.idf.il [Bad TCP sequence Invalid ACK nunber alert 8
192. 243.55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 8
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 8
192. 243. 55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il [drop First packet isn't SYN drop 7
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
192. 116. 190. 250|I srael 147.237.77.233|atal .idf.i1 |Bad TCP sequence ssz;';e”ansn“ wWth different windowl oo g
Sreaning Engine: TQP Invalid i i Ssi
109. 253. 203. 209|i srael 147.237.0.34  |tikshuv.idf.i g =g nvalid segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
109. 67. 178. 225 |Israel 147.237.72. 166 |aka. i of . i | 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
185. 3.147. 140 |l srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence I'nval i d AGK nunber noni t or 5
2.54.141. 230 I sr ael 147.237.77. 243 |mobi le.i df .1 1|SYN At t ack rej ect 4
109. 67.225.71  |Israel 147.237.76.86 |navy.idf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect 4
2.54.141. 230 I srael 147.237.77.243|mobile.idf.i1|Bad TCP sequence I'nval i d AGK nunber alert 4
2.54.141. 230 I sr ael 147.237.77.243|mobi l e.idf.i1|Bad TCP sequence I'nval i d ACK nunber noni t or 4
46. 210. 247. 171 |Israel 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN ACK -> Ti meout rej ect 4
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 4
2.54.177.180 I sr ael 147.237.77. 216 |dover.idf.il [SYN At t ack SYN -> SYN-ACK -> RST rej ect 4
2.54.141. 230 I srael 147.237.77. 243 |mobi l e.idf .il|Bad TCP sequence Invalid sequence nunber noni t or 4
reaming BEngine: TCP Invali i i ssi
79.178.61.28  |israel 147.237.72. 166 |aka ich. 11 | €M NG Engine: TCP Invalid nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Russi an . . .|Streaning Engine: TCP Invalid Invalid segnent retransmssion.
130. 193. 37. 16 Federat i on 147.237.0.34 |tikshuv.idf.i Ret 1 ansni ssi on Packet dr opped. drop 3
reaming BEngine: TCP Invali i i ssi
109. 64. 107. 225 |I srael 147237, 72. 166 |aka ich. 11 | €M NG Engine: TCP Inval i d nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.179.57.96  |Israel 147.237.72. 166 |aka. i of . i | 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
176.13.3.224 [ srael 147237, 72. 166 |aka ich. 11 | €M NG Engine: TCP Inval i d nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
5.28.167.161  |Israel 147.237.72. 166 |aka. i of . i | 9 =9 nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
46.19. 85. 67 I'sr ael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 3
Ret r ansmi ssi on Packet dropped.
5.102. 254. 225 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
5. 22.130. 103 I 'srael 147.237.76.42 [refuah.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or
Sreanming Engine: TQP Invalid i i SSi
77.127. 240. 209 |Israel 147.237.72. 166 |aka.i df . i1 9 =g nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreanmng Engine: TCP Invalid i i ssi
109. 67. 0. 44 I srael 147.237.72. 166 |aka. i df . 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
185.3.147.140 |israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or
5.22.135.116 I srael 147.237.76.42 |refuah.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
79.182. 141. 165 |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
62.90.143.192 | srael 147. 237.72. 166 |aka i of . i 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.52.164.191  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
149.78.234.42  |Israel 147. 237.72. 166 |aka i of . i 9 =9 nvalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
37.26.149.171 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 210 | srael 147.237.76.42 |refuah.idf.il|dr op First packet isn't SN drop 2
Sreamng Engine: TCP Invalid i i ssi
5.29.248.185  |Israel 147. 237, 77. 243 |nobi | e. i of . i 9 =9 nvalid segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.
185. 3. 147. 54 | srael 147.237.72. 166 |aka. i df . i Bad TCP sequence Invalid ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
46. 19. 86. 108 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 87
2.54.141. 230 I srael 147.237.77.243|nobi l e. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
87.71.118.241 [israel 147.237.77. 170 [maar achot . i df . i | |Mil tipl e Unauthori zed URL Access from 87.71. 118. 241 B ock 2
79.182.187.60 |lsrael 147.237.77.243|nobi | e. i df . i | Unaut hori zed URL Access to nobile.idf.il/nekudot/index Bl ock 2
41.44.238.110 |Egypt 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on waw idf.il/error. htm B ock 2
65.55.210.241 [lnited Sates [147.237.72.156|anan. i df.i | Uhaut hori zed URL Access to waw aman. i df .il/scripts. asnx/getjs B ock 1
149.88.71.234 |Israel 147.237.72. 166 |aka. i df . i | NLLL Character in URL /[[#7]]8j U™ [[#30]]X Bl ock 1
149.88.71.234 |lIsrael 147.237.72. 166 |aka. i df . i | Il1egal URL Path Encoding /[[#7]]8 U™ [[#30]]1X B ock 1
37.239.70.3 Irag 147.237.77. 216 |dover.idf . il Distributed Unhaut hori zed URL Access on wanidf.il/arr/ B ock 1
93.172.242.151 |lIsrael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
184. 105. 247. 196|Whited Sates |147.237.72. 166 |aka. i df.il Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Unknown Paranet er pa in www aka. i df . il/giyus/foruniasp/ showforumasp |None 1

Il'legal HTTP Version __atuvs=56e3d9182a2a7074000;
46. 19. 85. 66 I sr ael 147.237.77. 216 [dover . i df . i | _pk_i d. 20. 8af c=a267b61b8a048e3e. 1457772844, 1. 1457772844, 1457772 |Block |1

844.; pk ses. 20. 8af c=*
149.88.71.234 |Israel 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Method from 149. 88. 71. 234 B ock 1
149.78.57.12  |israel 147.237.72. 166 |aka. i df . i | m”;’k“; I'z]"’f‘r":‘?‘;tn;r Ncggfﬁi‘jtgaggffﬁ';ﬁ;)fscphsaChar$°t' 9in None |1
87.71. 80. 169 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed URL Access to ww chi nuch. aka. i df.il/xnrpc. php Bl ock 1
156. 207. 239. 23 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.128.50.218 |lnited Sates |147.237.77.74 |lawidf.il Admin Bl ocki ng B ock 1
149.88.71.234  |Israel 147.237.72. 166 |aka. i df . i | Mal formed URL B ock 1
41. 44.93.62 Egypt 147.237.77. 216 |dover . i df . i | Dstributed Lhauthori zed URL Access on waw idf.il/error. htm B ock 1
109.67.132.92  |israel 147.237.72. 166 |aka. i df . i | m”;’kmg I'ZT?T?L:; Ncégfﬁijtgangfgz_'\’:isgfcphsaChar$Ct' 89.in None |1
192. 116. 190. 250l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
66.249.66.29  Israel 147.237.77.233|atal . i df .i | e ot b zed R _A;:;’gis on Bock |1
46. 19. 85. 66 | srael 147.237.77.216|dover. i df . i | Mal formed URL _ atuve=1 Bl ock 1
149.88.71.234 |lIsrael 147.237.72. 166 |aka. i df . i | Mil tiple Mal forned HTTP Header Line from 149. 88. 71. 234 B ock 1
149.88.71.234 |Israel 147.237.72. 166 [aka. i df . i | Abnornal |y Long Header Line request header nane B ock 1
176.13. 3. 224 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized URL Access from 176. 13. 3. 224 Bl ock 1
66. 249. 64. 56 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76.42/sip_storage/files/8/3338.jpg |B ock 1
149.88.71.234 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal Iy Long Request from 149. 88. 71. 234 B ock 1
41.44.116.212  |Egypt 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on wawn i df.il/error. htm Bl ock 1
109.67.132.92 [israel 147.237.72. 166 |aka. i df . i | m”;’k"‘; i?ﬁ?‘?ﬂ: n‘;tsgggﬁlt ng;ﬁp;s".’a;sgfphsaCharwaSi e gnAll in None |1
192. 243. 55. 137 |Donini ca 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df . i|/banahane B ock 1
46.19.85.66  [israel 147.237.77. 216 |dover . i df . i | Lhikhomn HTTP Fequest Nethod nl d=331)J1 bl ugq2kavatkgui45: 10 R g ook [2
149.88.71.234 |Israel 147.237.72. 166 [aka. i df . i | Mil tiple NILL Character in Header Nane from 149. 88. 71. 234 B ock 1
149.88.71.234  |Israel 147.237.72. 166 |aka. i df . i | Illegal Byte Gode Character in LR /[[#7]]8 UM [[#30]1X Bl ock 1
2.54. 150. 160 I srael 147.237.0.19 |nadi matal . idf.il|Suspicious Response Code B ock 1
87.71.118.241 |[israel 147.237.77. 170 [maar achot . i df . i | |Unaut hori zed URL Access to maarachot.idf.il/pdf/files/ 0/ B ock 1
176.13. 3. 224 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwu aka. i df.il/mai n/ hone/ sahar/ def aul t. aspx |B ock 1
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
149.88.71.234 |Israel 147.237.72. 166 [aka. i df . i | Mitiple I11egal Byte Qode Character in Header Nane from149.88.71.234  |B ock 1
130. 185. 155. 74 [Sweden 147.237.77.74 |lawidf.il PHP At enpt Bl ock 1
84.58.7.21 Ger many 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
217.69. 133. 242 :32::1”' on 147.237.72. 166 |aka. i df . i | Uhknown Paraneter fb709480 in aka.idf.il/giyus/ None 1
149.88.71.234 |Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 149. 88. 71. 234 B ock 1

Il1egal HITP \ersion _
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5.22.135.116 I srael 147.237.76.42 |refuah.idf.il Mil tipl e Unaut hori zed URL Access from5. 22, 135. 116 B ock 1
93. 160. 60. 22 Denrmar k 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to www i df . il/1503-en/ dover. aspx. B ock 1
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df . i | mtih;r.' szjjlﬁ‘spg;;;s hte‘; Ckkkkkk=8f 177212kkKkKkK_8f 177212 Bock |1
66.249. 64. 143 | srael 147.237.72. 166 |aka. i df . i | ﬂ?“tzggr;gef&ﬁ‘l gfgfjfa;eo/ (i1 es 31 60383, pel Bock |1
46. 19. 85. 66 | srael 147.237.77. 216 |dover. i df . i | Abnormal |y Long Request net hod Bl ock 1
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