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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3979
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets dr op 3
126.46.7.121 Japan 147.237.77. 234 hal ag.idf.il Bl ock Udp All Nets drop 1
184. 105. 139. 94 Lhited Sates 147.237.0. 19 nadi matal .idf.il Block Np All Net dr op 1
162. 248. 100. 195 Lhited Sates 147.237.77. 179 e nazi.idf.il Block Np Al Net drop 1
58. 97. 74. 88 Thai | and 147.237.77. 226 W chamat z. aka. i df . i | Bl ock_Udp Al _Nets drop 1
209. 126. 102. 181 Lhited Sates 147.237.77. 61 e.cogat.idf.il Bl ock_Ulp Al _Nets drop 1
179. 43. 144, 33 Sntzerl and 147.237.72. 217 e idf.il Block Np Al _Net dr op 1
162. 248. 100. 195 Lhited Sates 147.237.8. 14 e.orchot.idf.il Block Np All Net drop 1
184. 105. 139. 110 Lhited Sates 147.237.8.24 elifestyle.idf.il Block Np Al Net drop 1
162. 248. 100. 195 Lhited Sates 147.237.77. 212 e. dover.idf.il Block Np Al Net drop 1
216. 218. 206. 75 Lhited Sates 147. 237.77. 170 naar achot . i df . | Bl ock Udp Al Nets drop 1
184. 105. 139. 67 Lhited Sates 147.237.77.170 naarachot . i df . il Bl ock_Ulp Al _Nets drop 1
162. 248. 100. 195 Lhited Sates 147.237.76. 176 test.ncore.idf.il Block Np Al _Net dr op 1
184.105. 139. 118 Lhited Sates 147.237.8. 14 e.orchot.idf.il Block Np All Net drop 1
94. 102. 49. 206 Net her | ands 147.237.77.178 e. nat pash.idf.il Block Np All _Net drop 1
184. 105. 139. 78 Lhited Sates 147.237.77. 121 e navy.idf.il Block Np All _Net drop 1
162. 248. 100. 195 Lhited Sates 147. 237. 76. 197 e. hinush. i df il Block Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 1
184.105. 139. 122 Lhited Sates 147.237.77. 179 e nazi.idf.il Block Np Al _Net dr op 1
179. 43. 144, 33 Sntzerl and 147.237. 0. 200 ndu.idf.il Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
162. 210. 196. 97 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
106.120.173.102 |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
66. 249. 65. 248 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 45. 226. 46 147. 237.76. 177 Lhited Sates ncore.idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 194 147.237.72. 166 Net her | ands aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
164. 39. 11. 198 147. 237. 8. 50 Uhi ted Ki ngdom e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 197. 254. 53 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 2048 1
104. 197. 254. 53 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NVAP -f -sS 1
104. 45. 226. 46 147. 237.76. 196 Lhited Sates esvivaidf.il ET SCAN Potential SSH Scan 1
104. 45. 226. 46 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 194 147.237.0. 15 Net her | ands kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237.76. 34 Chi na yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 110. 132. 54 147. 237.76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 1
164. 39. 11. 198 147.237.8. 14 Uhi ted Ki ngdom e.orchot.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 197. 254. 53 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 45. 226. 46 147. 237. 76. 202 Lhited Sates e.halag.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

Ste

Signature

SYNtAXK retransmt with

192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence . . noni t or 23
different w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
31.168.239. 154 |Israel 147.237.76.31 |nakchal .idf. il 9 =9 Inval id segnent retransmssion. . 16
Ret r ansmi ssi on Packet dropped.
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover . i df .i Bad TCP sequence Invalid AGK nunber nonitor |14
46. 19. 85. 208 I srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 12
192. 243. 55. 135 |Doni ni ca 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 10
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover . i df .i Bad TCP sequence Invalid AGK nunber alert 8
188. 161. 104. 78 |FA SN an Tervitoryly 1z 537 77. 216 |dover. i df i1 drop Frst packet isn't SN drop 8
Qccupi ed
192. 243.55. 136 |Donini ca 147. 237. 77. 216 |dover i df i Bad TCP sequence SINFACK retransmt with monitor |7
different wndow scal e
Sreanming Engine: TP Invalid i i ssi
80.178.11.53  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Inval i d segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover . i df .i | Bad TCP sequence Invalid AGK nunber noni t or
- e SYNtACK retransmt wth .
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence qifferent v ndow scal e nonitor |6
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
. . . SYNtACK retransmt wth .
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df .i Bad TCP sequence different vi ndow scal e nonitor |4
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf .i | Bad TCP sequence noni t or
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover . i df .i | Bad TCP sequence Invalid AGK nunber aert
Sreaming Engine: TCP Invalid i i ssi
109.65.123.32  |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
176.13.20. 226  |Israel 147. 237.77. 243 |nobi l e. i . i 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
79.176.18.143 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TCP Invalid i i SSi
79.178.68.180 |l srael 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
37.142.233. 148 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert 3
Sreaning Engine: TCP Invalid i i SSi
79.179. 166. 196 |Israel 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 3
Ret r ansm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi
185.3.147.66  |Israel 147.237.72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
37.142.233. 148 |l srael 147.237.72.166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber noni t or
188. 120. 154. 123l srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber noni t or
188. 161. 104. 78 glcf;i'géa” Territory)147. 237, 77. 216 |dover. i of . i SYN At t ack SYN -> SYN-ACK -> Tineout |reject 2
31.168. 239. 154 |Israel 147.237.76.31 |nakchal .idf.il  |drop First packet isn't SN drop 2
188. 161. 104. 78 (F;ajcis;i';'ja” Territoryts 47, 237. 77. 216 |dover. i il Bad TCP sequence moni tor |2
192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |reject 2
Sreaning Engine: TGP Invalid ' i ssi
84.108.136.72 | srael 147. 237.77. 243 |mobi l e. i . i 9 =9 Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dropped.
188. 120. 154. 107|l srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
52.53.235.116 |Wited Sates 147.237.8.14 |e.orchot.idf.il |Geo-location enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
85. 65.29. 11 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber noni t or
46. 19. 85. 69 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
54.193.81.204 |Wnited Sates 147.237.8.14 |e.orchot.idf.il |Geo-1ocation enfor cenent Geo-1 ocati on i nbound drop 2
enf or cenent
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 2
192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.i df .i | dr op First packet isn't SN drop 2
149.78.154. 69 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
87.70. 44. 112 I 'srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval i d ACK nunber alert 1
188. 161. 104. 78 gjceusgi':('ja” Territory)147. 237. 77. 216 |dover. i o il Bad TCP sequence Inval i d ACK nunber moni tor |1
185. 119. 167. 19 147.237.77. 216 |dover.idf .i | Bad TCP sequence Inval i d ACK nunber alert 1
220. 181. 108. 147|Chi na 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
46.120. 44. 35 I srael 147.237. 72. 166 |aka.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |1
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover. i df i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
8.37.227.81 Anonyrmous Proxy  |147.237.77. 216 |dover.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
85.64.179.226 |Israel 147.237.76. 147 |chinuch. aka. i df .il|Bad TCP sequence Invalid AGK nunber nonitor |1
74.82.47.60 Lhited Sates 147.237.72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
180. 76. 15. 24 Chi na 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
158. 58. 188. 211 L;a”' Istanc Repblid) 47 237, 77. 216 [dover. i df . i1 Bad TCP sequence Inval i d ACK nunber aert 1
46. 19. 85. 66 I 'srael 147.237.72. 167 |ishurimaka.idf.il|Bad TCP sequence Inval i d ACK nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
192. 243.55. 136 |Doni ni ca 147.237.77.216|dover. i df . i | Mil tipl e Uhaut horized URL Access from 192. 243. 55. 136 Bl ock 1
66. 249. 65. 223 |Israel 147.237.77. 216 |dover.i df . i | D stributed Unaut hori zed URL Access on 147.237. 77. 216/ B ock 1
89. 139. 128. 102 |l srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to v idf.il/error.htm B ock 1
54.244.22.103 |Wited Sates |147.237.77.216|dover.idf.il Untraceabl e SSL Sessi ons: (pen Mbde None 1
207. 46. 13. 34 Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72.166/ robots. t xt B ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1273-he/ at al . aspx B ock 1
89. 190. 50. 92 ggj%ric 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Qpen Mde None 1
. . Uhaut hori zed URL Access to
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 3/ 2973.| pg B ock 1
207.46.13.100 |lLhited Sates [147.237.76.31 |[nakchal .idf.il Uhaut hori zed URL Access to 147.237.76.31/robots. t xt B ock 1
. . Uhaut hori zed URL Access to
66.249.66.125 |lIsrael 147.237.77.233|atal .idf.il ww atal i df .i |/ shared user cont rol s/ header pper / B ock 1
) wwv. chamat z. aka. i d .
141. 212. 122. 160|Lhited Sates |147.237.77.226 Uhaut hori zed URL Access to 147.237.77. 226/ B ock 1

foil

. . Unaut hori zed URL Access to
66.249.64.124 |l srael 147.237.76.86 |navy.idf.il navy. i df . i1/ i yus/ f or und asp/ show or um asp Bl ock 1
Unknown Paraneter _ VI EASTATEENCRYPTED i n
ww aka. i df . i |/ mai n/ sachar/ decl ar at i onexpl anat i on. aspx
. . Unaut hori zed URL Access to
37.46.41. 237 | sr ael 147.237.72. 156 [anan. i df . i | wan anan. i df . i1/ nodi i n/ resour ces/ i nages/ f avi con/ f avi con. png B ock !

URL is Above Root Oirectory

80.178.11.53 I srael 147.237.72. 166 [aka. i df . i | None 1

178.20.55.16  |France 147.237.77. 216 (dover. i df . i | Wi of i1 /.| shared/cl i entscri pts/j query/j query-1 4. 2.nin. | s Bl ock 1

66.249. 64.190 I srael 147.237.72.166 |aka. i df . i | Illegal Byte Qode Character in URL /mai n/kapat 2/ /res#012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f

89 138. 124. 207 |israel 147.237.72. 166 |aka. i df .i | Unknown _Pare}mat er ctl 00$ct | 00$_cphMa| n$cphSachar $ct 151 in None 1
wwy aka. i df . i |/ mai n/ sachar/ paysl i ps. aspx

37.237.240.85 |iraq 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wanidf.il/arr/ B ock 1
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