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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site

|Signature

|Device Action|Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3038
134. 147. 203. 115 Ger many 147.237.77. 227 e hanaz.idf.il B ock Np All _Net drop 2
192. 243. 55. 136 Doni ni ca 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
69. 25. 27. 115 Lhited Sates 147.237.77. 226 wawn chanat z. aka. i df . i | |[Block Udp Al Nets drop 1
162. 248. 100. 195 Lhited Sates 147.237.8.27 e nadimatal .idf.il Block Np Al Net drop 1
94. 102. 49. 206 Net her | ands 147.237. 0. 200 ndu.idf.il B ock Np Al Net drop 1
162. 248. 100. 195 Lhited Sates 147. 237. 8. 50 e. tikshuv.idf.il Block Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 1
118. 104. 245. 161 Japan 147.237.77. 243 nobi le.idf.il B ock Udp Al Nets drop 1
58. 97. 74. 88 Thai | and 147.237.0. 34 ti kshuv. i of .i | Block Udp All Nets dr op 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

get Address

|Site

Devi ce Action |Count |

79.183.192.9 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 12
89. 139. 244. 147 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HTTP. prefix 1.01 in the URL B ock 8
184.173.233.226 |Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 4
94.102. 153. 58 United Kingdom |147.237.77.176 |natpash.idf.il |6134 HITP. SQ Injection Variabl e Declaration Evasion B ock 4
203.171.33.38 New Zeal and 147.237. 76. 86 navy.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
5.102. 206. 148 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 4
209.15.196.171  [Canada 147.237.76.86  [navy.idf.il 6134: HITP. SQ Injection Variabl e Declaration Evasion B ock 4
108. 59. 8. 80 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
213. 8. 204. 20 | srael 147.237.0. 34 tikshuv.idf.il |Cl000138: HTTP. prefix 1.01 in the URL B ock 2
87.68.59. 23 I srael 147.237.0. 34 tikshuv.idf.il [Cl1000138: HITP. prefix 1.01 in the LR B ock 2
134. 249.53. 96 Lkrai ne 147.237.77.176 |mat pash.idf.il |Cl1000016: HITP. administrator in UR Bl ock 1
106. 120. 173. 102 |Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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Attacker Address |Target Address Attacker Qountry |Signature

94.102. 153. 58 147. 237.77. 176 Uni ted Ki ngdom nat pash. i df . i | QA Injection - Select From 12
184. 173. 233. 226 147.237.77. 233 Lhited Sates atal.idf.il QA Injection - Select From 6
209. 15. 196. 171 147. 237. 76. 86 Canada navy.idf.il QA Injection - Select From 6
195. 34. 150. 18 147. 237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
203.171. 33. 38 147.237. 76. 86 New Zeal and navy. i df.il QA Injection - Select From 4
185. 72. 179. 221 147.237.77. 170 nmaar achot . i df . i | ET SCAN Potential SSH Scan 1
117.247.188.5 147.237.77.19 India lawforumidf.il ET SCAN NMAP -sS w ndow 4096 1
94.102. 48. 194 147. 237. 76. 202 Net her | ands e.halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 189. 26. 18 147. 237.72. 166 Austria aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.113.125. 12 147.237.0. 19 Rormani a nedi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
61. 244. 49. 137 147.237.76. 199 Hong Kong e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
40.74.124.12 147. 237. 76. 147 Lhited Sates chi nuch. aka. i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
185. 72.179. 221 147. 237.77. 227 e. hanaz.idf.il ET SCAN Potential SSH Scan 1
185. 72. 179. 221 147.237.72. 217 eidf.il ET SCAN Potential SSH Scan 1
139. 217. 27. 204 147. 237. 76. 39 Chi na nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1
94.102. 48. 194 147.237.76. 176 Net her | ands test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.113. 125. 12 147.237.8. 14 Romani a e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.76. 31 Chi na nakchal . i df il ET SCAN NMAP -sS wi ndow 1024 1
61. 244. 49. 137 147.237.77. 234 Hong Kong hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
61.244. 49. 137 147.237.76. 198 Hong Kong e.yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220 147. 237. 76. 202 Sweden e halag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
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Attacker Address
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SYNPAXK retransmt with different

192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence . noni t or 19
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
109. 64. 189. 122 | srael 147.237.72. 166 |aka. i df . g =g Inval i d segnent retransmssion. drop 15
Ret r ansmi ssi on Packet dr opped.
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
99. 93. 104. 54 Lhited Sates  |147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 11
192. 243.55. 134 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINHAK retransmt with different oo 10
w ndow scal e
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 [dover.idf.il [SYN Attack SYN - > SYN-ACK -> Ti meout rej ect 10
- R SYNHAXK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence wi ndow scal 6 noni t or 9
Sreaning Engine: TCP Invalid i i ssi
2.54.29. 48 I'srael 147. 237.77. 243 |nobi l e i f . i | 9 =g Invalid segnent retransmssion. dr op 9
Ret ransni ssi on Packet dr opped.
- R SYNHAXK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence wi ndow scal 6 noni t or 9
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or
192. 243.55. 138 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SIHAK retransmt with different oo |7
w ndow scal e
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 7
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 7
192. 243.55. 131 [Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval id ACGK nunber noni t or 6
192. 243.55. 133 |Doni ni ca 147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 5
192. 243.55. 133 [Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval id ACGK nunber noni t or 5
104. 232. 181. 118 147.237.77. 216 |dover.idf.i| [Header Rejection :‘:ﬂz;rq ection pattern fond in - ooiior s
192. 243.55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
192. 243. 55. 134 |Donmi ni ca 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber alert 4
203.171.33.38 |New Zeal and 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243.55. 134 |Doni ni ca 147.237.77. 216 [dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreaning Engine: TGP Invalid i i ssi
40.77.167.9 Wited Qates  |147.237. 77. 243 |nobile.i df .1 9 =g Invalid segment retransmssion. drop 3
Ret ransmi ssi on Packet dropped.
192. 243.55. 135 [Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval id ACGK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
87.70.98.110  |Israel 147.237.72. 166 |aka. i df . g =g Inval i d segnent retransssion. drop 3
Ret ransmi ssi on Packet dr opped.
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 3
Sreamng Engine: TP Invalid i i ssi
2.55.9.227 I srael 147. 237.72. 166 |aka. i df .11 g =g nval i d segnent retransssion. drop 3
Ret ransmi ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
87.71.44.220  |israel 147.237.72. 166 |aka.i df . g =g nvalid segnent retransnssion. drop 3
Ret ransmi ssi on Packet dropped.
Sreamng Engine: TP Invalid i i ssi
2.55.19. 1 I srael 147. 237. 77. 243 |nobi l e.i df .i | g =g nval i d segnent retransssion. drop 3
Ret ransmi ssi on Packet dr opped.
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
87.71.93.212  |israel 147. 237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Russi an o Sreaning Engine: TGP Invalid Invalid segnent retransnission.
93. 158. 152. 77 erat i on 147. 237. 72. 166 |aka.i of .il Ret 1 ansm ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
79.179.1. 16 I srael 147.237.72. 166 |aka. i df . g =g Inval i d segnent retransssion. drop 3
Ret ransmi ssi on Packet dr opped.
31.168.218. 177 |[lsrael 147.237.77. 176 |nat pash. i df .i 1|SYN At t ack SYN -> SYN-ACK -> RST rej ect
192. 243.55. 131 |[Donmini ca 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop
Russi an ) ... |Streaming BEngine: TGP Invalid Invalid segnent retransnission.
93. 158. 152. 201 et ot i on 147.237.0.34 [tikshuv.idf.il Ret 1 ansm ssi on Packet dr opped. drop 3
220.240.108. 14 |Australia 147.237.77. 216 [dover.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect
192. 243. 55, 138 |Domi ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or
Sreaning Engine: TCP Invalid i i ssi
157.565.30.134 |[Wnited Sates  |147.237.72. 166 |aka idf. il g =g nvalid segnent retransnssion. drop 2
Ret ransmi ssi on Packet dropped.
192. 243.55. 135 [Doni ni ca 147.237.77. 216 [dover.idf.il |[SYN At tack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence noni t or
192.243.55. 135 |Cominica 147.237.77. 216 |dover.idf.il |Bad TCP sequence SINAK retransmt with different Jopyivor |2
w ndow scal e
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 2
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
160. 16. 234. 227 |Japan 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 160. 16. 234. 227 B ock 5
66. 249. 65. 224  |Israel 147.237.77.216|dover . i df . il Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
40.77.167. 21 Lhited Sates  |147.237.72.166|aka. i df .i | Uhaut hori zed URL Access to aka.idf.il/rights/asp/ hone. asp/ i nfo. asp B ock 2
40.77.167. 82 Lhited Sates [147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/sitelcontactus. aspx |B ock 1
213.21.33.24 RJsls;;ni on 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . il/mai n/ gi yus/ def aul t. aspx’ B ock 1
134.249.53.96 |Wkraine 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df.il/wp-1ogin. php B ock 1
; . . Unhaut hori zed URL Access to
192.30.231.229 |lnited Sates  |147.237.77.216|dover.idf.il 147. 237.77. 216/ 1133- 20296- he/ dover . aspx B ock 1
88.2.225. 36 Spai n 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None
64.19. 78. 242 Lhited Sates  |147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77.216/ Bl ock
213.21. 33. 24 RJSf;;”ion 147.237.72. 166 |aka. i df . i | Unknown Paraneter anp;catid in wu aka idf.il/rights/asp/info.asp None 1
157.55.39.134 |Uhited Sates |147.237.72.166|aka.idf.il Lhknown Paraneter innercatid in aka.idf.il/giyus/ qanda/ None 1
66. 249. 65.224 |l srael 147.237.77.216|dover.idf.i |l Unhaut hori zed URL Access to ww idf.il/1391-12626-e n/dover.aspx |B ock 1
192. 243. 55. 136 |Doni ni ca 147.237.77.216|dover.idf .l Unaut hori zed URL Access to wwi i df . il/1283-17060- en/ dover. aspx>. |B ock 1
93. 160. 60. 22 Denmar k 147.237.77. 216 |dover.i df.i |l Uhaut hori zed LRL Access to wan i df.il/newsite/english B ock 1
. . Unhaut hori zed URL Access to
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st or agel fi | es/ O/ 3480. | pg B ock 1
] . - D stributed Lhaut hori zed URL Access on
157.55.39.183 |Wited Sates [147.237.72. 166 |aka. i df . il aka. i of i1/ ri ght's/ aspl hone. asp/i 1f 0. asp B ock 1
74.82.47. 4 Lhited Sates  |147.237.72.167|i shuri maka. i df . i|uhaut hori zed URL Access to 147.237.72. 167/ B ock 1
37.26.146.132 |[Israel 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f |B ock 1
197.132.47.95  |Egypt 147.237.77. 216 |dover.i df . il Distributed Unaut hori zed URL Access on 147.237.77. 216/ B ock 1
95. 54, 174. 143 stﬁ::ﬂ on 147.237.0.34 |tikshuv.idf.il Paraneter Type Mol ation catld in wwtikshuv.idf.il/sitelstory.aspx B ock 1
. - Unaut hori zed URL Access to
66.249.64. 131 |l srael 147.237.72. 166 |aka. i df . i 147.237. 72. 166/ si p_storage/ fi | es/ 7/ 71547. pdf Bl ock !
79 179. 217. 156 |1 srael 147.237.72. 166 |aka. i df . i | Lhknovxn. Par anet er ct100%$ct | 00$cphh/a| n$cphSachar $cb14567119 in None 1
ww aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
199. 30. 25. 54 Lhited Sates  [147.237.77.216|dover.idf.il Dstributed Unaut hori zed URL Access on waidf.il/error.htm B ock
134.249.53.96 |lkraine 147.237.77. 176 |mat pash. i df . i | PHP At enpt B ock
- - Unaut hori zed URL Access to
66.249. 64. 137 |l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
184.105. 247. 195|thited Sates  [147.237.77.243[nobi l e.i df . il Unaut hori zed URL Access to 147.237.77.243/ B ock
84.108. 207. 146 |[lIsrael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx B ock
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