03-12-2016-07:04:09 to 03-12-2016-08:04:09

@
1"PT SwNn ()

Ov IDF Under Attack

www.gov.il Da”y Report

[Top Targets |
1, 50044
1, 200+"
900-.: M dover.idf.il
i M refuah.idf.il
600+ M nat pash.idf.il
B vwww chanat z. aka. i df . i |
Nurmber W aka.idf.il
micks W tikshuv.idf.il
M radimatal.idf.il
M kosher-kravi .idf.il
atal .idf.il
Biavforumidf.il

Top Tar get

[Top Attackers |

M 167. 114. 156. 16
192. 243. 55. 133
[ 192. 243.55. 131
192. 243. 55. 129

N”Z,ber M 192. 243. 55. 137
Attacks M 192. 243.55. 134

[ 79. 183. 108. 145

Il 93. 63. 188. 181
213. 8. 145. 99

o M 192. 243. 55. 138

\ . &
o & &g ¥ %
PN 0 oy @
SR N

Top Attackers



03-12-2016-07:04:09 to 03-12-2016-08:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |[Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3406
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Up Al _Nets drop 3
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
146. 185. 239. 100 Russi an Federation 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 f orward 2
184. 105. 139. 88 Lhited Sates 147.237.77.216 dover.idf.il B ock Np Al _Net drop 1
69. 25. 27. 118 Lhited Sates 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
184. 105. 139. 88 Lhited Sates 147.237.77. 235 sviva.idf.il B ock Np Al _Net drop 1
162. 248. 100. 195 Lhited Sates 147.237.76. 201 e.atal.idf.il Bock Np All _Net drop 1
58. 97. 74. 88 Thai | and 147.237.76. 31 nakchal .idf.il B ock Wp Al Nets drop 1
94. 102. 49. 206 Net her | ands 147.237.77. 216 dover.idf.il B ock Np Al Net drop 1
69. 25. 27. 116 Lhited Sates 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 1
123. 151. 42. 61 Chi na 147.237.0. 16 ny- kosher-kravi .idf .il Bl ock Udp All _Nets Con Limt drop 1
4.15.125.104 Lhited Sates 147.237.77. 216 dover.idf.il Invalid TGP H ags drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site

Devi ce Action |Count |

93.63.188.181 |[italy 147.237.77. 226 |waw chanat z. aka. i df . i | [6134: HITP SQ Injection Variabl e Declaration Evasion |B ock 8
31.154.168.132 |[Israel 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 8
82.166. 247. 138 |Israel 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 4
87.242.112.35  |Russian Federation [147.237.76.42 [refuah.idf.il 3808 HIMP. SQ Injection Variable Declaration Evasion |B ock 4
213. 8. 145. 99 I srael 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
106. 120. 173. 102 |Chi na 147.237.76.42 |refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
151.80.31.119 |italy 147.237.0.15 |kosher-kravi.idf.il Cl000146: HTTP. AnrefBot craw er B ock 1
89.139.138. 143 |[Israel 147.237.0.34 |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry ‘Ste |Signature |Count |
213.8.145. 99 147.237.76. 42 I 'srael refuah.idf.il SQ Injection - Select From 12
93. 63. 188. 181 147.237.77. 226 Italy v chanat z. aka. i df . i | SQ Injection - Select From 8
87.242.112. 35 147.237.76. 42 Russi an Federat i on refuah.idf.il S Injection - Select Fom 6
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
87.102. 56. 181 147. 237. 72. 166 United Ki ngdom akaidf.il ET SCAN NVAP -sS wi ndow 1024 1
40.121. 136. 51 147.237.77. 226 Lhited Sates vwwy chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 4096 1
40.121.136.51 147.237.77.226 Lhited Sates v chanat z. aka. i df . i | ET SCAN NVAP -f -sS 1
218. 246. 0. 97 147. 237.76. 30 Chi na hi nush. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
202. 67. 237. 220 147.237.0. 33 Hong Kong idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220 147. 237.77. 205 Sweden prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
50. 242. 133. 182 147.237.77. 121 Lhited Sates e.navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
40.121. 136. 51 147.237.77. 226 Lhited Sates vwwy chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 2048 1
13.80.12.92 147.237.77. 121 Lhited Sates e navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 128. 144. 131 147.237.77. 19 Canada | awforumidf.il ET SCAN NMAP -sS wi ndow 4096 1
89. 163. 145. 38 147. 237.77. 216 Ger many dover.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

Attacker Address |Attacker Qountry Target Address ‘Ste ‘Signature
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Inval i d ACK nunber noni t or 25
. . . SYNVACK retransmt wth different .
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence wi ndow scal e noni t or 24
Sreaning Engine: TCP Invalid i i SSi
79.183. 108. 145 |Israel 147.237.77. 176 |nat pash.i df .| 9 =g Invalid segnent retransmssion. g 24
Ret ransm ssi on Packet dropped.
192. 243.55. 131 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 21
192. 243.55. 133 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINACK retransmt wth different 1o ;v or 20
w ndow scal e
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 16
192. 243.55. 129 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINCACK retransmt with different oo |15
w ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 15
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 14
192. 243.55. 134 |Donini ca 147.237.77. 216 |dover.idf il [Bad TCP sequence SIAK retransmt with different 1o ;ior 13
w ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACGK nunber aert 13
192. 243.55. 137 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINCAGK retransmt with different oo |13
w ndow scal e
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 12
192. 243.55. 137 |Doni ni ca 147.237.77. 216 [dover.idf.il |[SYN At tack SYN -> SYNACK -> Ti meout rej ect 11
192.243.55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 11
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 11
192. 243. 55. 131 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber aert 11
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 9
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
192. 243. 55. 137 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber aert 7
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence noni t or 6
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 6
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence noni t or 6
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |[SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 4
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence nonitor |4
213. 244, 118. 251 (F;ajcis;i';'ja” Territory, 1147 237. 77. 216 [dover. i of . i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
213. 244. 118, 251 (78 SN A TeITitory. |y 47 537 77 216 |dover.idf.il [Bad TOP sequence SINAK retransmt with different | o |4
Qccupi ed w ndow scal e
192. 243. 55. 138 |[Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i SSi
79.182. 161. 240 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Inval id segnent retransmssion. | 3
Ret r ansmi ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
46.19. 85. 55 I srael 147.237.72. 166 |aka. i df . g =g Invalid segnent retransmssion. g 3
Ret ransmi ssi on Packet dropped.
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
84. 228. 180. 246 I srael 147. 237.72. 166 |aka. i f .11 g =g Invalid segnent retransmssion. g 3
Ret r ansmi ssi on Packet dropped.
109. 160. 131. 1651 srael 147.237.77. 216 |dover.idf il [Bad TCP sequence SAK retransmt with different | oo 3
w ndow scal e
213. 244, 119. 251 (F;ajcis;i';'ja” Territory, 1147 237. 77. 216 [dover. i of . i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 3
38.111.147.86 |Lhited Sates 147.237.77. 216 |dover.idf.il |drop drop
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN ACK -> Ti meout rej ect
Sreaning Engine: TCP Invalid i i ssi
40.77.167.21  |Wited Sates 147.237.72. 166 |aka.i df . g =g Invalid segnent retransmssion. g 2
Ret ransm ssi on Packet dropped.
192. 243. 55. 134 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d AGK nunber aert
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or
. . . SYNVACK retransmt wth different .
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence wi ndow scal e noni t or 2
84.109.117. 214 [Israel 147.237.77.233|atal .idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 2
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACGK nunber aert 2
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 2
85. 64. 41. 135 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |Site Sgnature Action ‘Count
149.50.19. 149 |Uited Sates 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 5
213. 244. 119. 251 (F;ajcis;i';'ja” Territoryly 47 237.77. 216 |dover . i df . i | Distributed Lhauthori zed LRL Access on wuwidf.il/error. htm|B ock 4
77.125.76.16 I srael 147.237.0.15 |kosher-kravi.idf.il |PHP Attenpt Bl ock
77.125.76.16 I srael 147.237.0.15 |kosher-kravi.idf.il Lhaut hori zed URL Access to kosher-kravi.idf.il/xmrpc.php |B ock
213.244. 119, 245 gcf;i'géa” Territoryli 47 237.77. 216 |dover. i df . i | Distributed Lhauthori zed LRL Access on wuwidf.il/error. htm|Bl ock 3
199. 30. 25. 13 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on v i df.il/error. ht m|B ock 2
103. 246. 244. 234|Hong Kong 147.237.77. 176 |mat pash. i df . i | Ml ti pl e Unaut horized URL Access from 103. 246. 244, 234 Bl ock 2
207. 46. 13. 37 Lhited Sates 147.237.77.216|dover.idf .il D stributed Lhauthori zed URL Access on v i df.il/error. htm|B ock 2
39. 46. 51. 254 Paki st an 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on v i df.il/error. ht m|B ock 1
. . . Unaut hori zed URL Access to
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover . i df . i | v i i |/ 1129- he/ dover . aspx?sear cht ext =5 30m obn Bl ock 1
128. 232.110. 28 |United Ki ngdom 147. 237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to 147.237.76. 147/ Bl ock 1
Unaut hori zed Met hod CPTIONS for
50.141.34.224 [lnited Sates 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ aut hent i cat i onser vi ce. asnx/ get aut h|Bl ock 1
user
213.244. 118. 251 (F;a]ceus;ilg(ljan Territory, 147.237.77.216|dover.idf . il Unt raceabl e SSL Sessi ons: Cpen Mbde None 1
. ny- kosher-kravi . i df . i _
159.203.93.14 |lhited Sates 147.237.0. 16 | Uhtraceabl e SSL Sessi ons: Uhsupported d pher None 1
40.77.167.18  |Wited Sates 147.237.77. 176 [nat pash. i df . i | Unhaut hori zed URL Access to 147.237.77. 176/ robot s. t xt B ock 1
194.72.238. 241 |United Ki ngdom 147.237.77. 216 |dover.idf .l Unaut hori zed URL Access to / Bl ock 1
141.212. 122. 160|Uhited Sates 147.237.76.200(ei tan. aka. i df.il Unaut hori zed URL Access to 147.237. 76. 200/ Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel {1 | es/ 4/ 2254, | pg B ock 1
182.178. 176. 144 |Paki stan 147.237.77.216|dover.idf . il D stributed Lhauthori zed URL Access on waw i df.il/error. htm|B ock 1
79.182.161. 240 |[lIsrael 147.237.72. 166 |[aka. i df . i | Uhaut hori zed URL Access to waw aka. idf.il/hinuch B ock 1
ny- kosher-kravi .idf.i ,
45. 55. 155. 249 147.237.0. 16 | Untraceabl e SSL Sessi ons: Uhsupported d pher None 1
. . Uhaut hori zed URL Access to
66.249.64.131 |Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
182. 185. 216. 118|Paki stan 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on ww i df.il/error. htm|B ock 1
m ny- kosher - kr avi . i _
45. 55. 157. 206 147.237.0. 17 df il Uhtraceabl e SSL Sessi ons: Lhsupported d pher None 1
. . S Uhtraceabl e Gonnection - Protocol violation
149. 88.71. 234 |l srael 147.237.72. 166 [aka. i df . i | (SSLCONN APPLI CATI ON DATA EXCHANGE) None 1
66.249. 64. 190 | srael 147.237. 72. 166 |aka. i df . i | tnknoun Paraneter anp; docld in None 1
wwy aka. i df . i |/ gi yus/forns/
17.142.156.109 |lited Sates 147.237.77. 216 |dover . i df . i | Wnaut hori zed LRL Access to B ock 1
v i df . i | / appl e- app- si t e-associ ati on
- . . Uhaut hori zed URL Access to
192. 243.55. 129 |Domi ni ca 147.237.77. 216 [dover. i df . il v i df i 1/ 1133- 21744- ar /| df gdover . aspx Bl ock 1
104. 236. 235. 51 147.237.77. 216 |dover.i df . il Untraceabl e SSL Sessi ons: Lhsupported d pher None
45.55. 159. 108 147.237.0.19 |madimatal .idf.il Unt raceabl e SSL Sessi ons: Unsupported d pher None
213. 244. 118. 245 gjceusgi':('ja” Territoryly 47, 237. 77. 216 |dover . i df . i | DOistributed Lhaut hori zed URL Access on vawidf.il/error. htm|B ock 1
149. 88. 206. 101 |Israel 147.237.72.166|aka. i df . i | Lhaut hori zed URL Access to wwy aka. i df.i|/mai n/ hores B ock 1
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