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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3996
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
134.147. 203. 115 Ger many 147.237. 8. 27 e.nadimatal .idf.il Bock Np Al Net dr op 2
184. 105. 139. 112 Lhited Sates 147.237.0. 34 ti kshuv.idf il Block Np Al Net drop 1
179. 43. 144. 33 Sntzerl and 147.237.77. 205 prisha.idf.il B ock Np Al _Net drop 1
184. 105. 139. 96 Lhited Sates 147.237. 8. 50 e tikshuv.idf.il B ock Np Al _Net drop 1

94. 102. 49. 206 Net her | ands 147.237. 76. 38 eeneitav.idf.il B ock Np Al _Net drop 1
184.105. 139. 116 Lhited Sates 147.237.77.212 e.dover.idf.il B ock Np All _Net drop 1
184. 105. 139. 72 Lhited Sates 147.237.0. 16 ny- kosher-kravi .idf.il Bock Np Al Net dr op 1
184. 105. 139. 96 Lhited Sates 147.237.77. 74 lawidf.il Block Np All Nt drop 1
184. 105. 139. 124 Lhited Sates 147.237. 8. 24 elifestyle.idf.il B ock Np Al _Net drop 1
184. 105. 139. 72 Lhited Sates 147.237.77. 19 lawforumidf.il B ock Np Al _Net drop 1
184. 105. 139. 108 Lhited Sates 147. 237. 0. 35 akaws. i df i | Block Np Al Net drop 1
184. 105. 139. 80 Lhited Sates 147.237. 0. 200 ndu.idf.il B ock Np All _Net drop 1
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|Top Attackers In IPS|

Attacker Address

| Attacker Qountry

Target Address

|Site |Sgnature

Devi ce Action |Count

144. 76. 93. 46 Ger many 147.237.72.166  |aka.idf.il C1000074: HITP. naj estic bot B ock 4
144.76. 93. 46 Ger many 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot Bl ock 2
106. 120. 173. 102 Chi na 147.237.76. 42 refuah.idf.il |C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
169. 54. 233. 118 147. 237. 8. 50 Net her | ands e.tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
169. 54. 233. 118 147.237.0. 15 Net her | ands kosher-kravi .idf.il ET SCAN Potential WNC Scan 5900- 5920 1
59. 45. 79. 117 147.237.77. 235 Chi na sviva idf.il ET SCAN Potential SSH Scan 1
184. 80. 10. 136 147. 237. 76. 202 Wited Sates e halag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.8. 14 Chi na e.orchot.idf.il ET SCAN Potential SSH Scan 1
169. 54. 233. 118 147.237.77. 178 Net her | ands e.mat pash. i df . i1 ET SCAN Potential WNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237. 76. 201 Net her | ands eatal.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237. 76. 147 Net her | ands chi nuch. aka. i df . i ET SCAN Potential WNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237.72. 166 Net her | ands aka.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237.8. 28 Net her | ands €. nobi | e-ks.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
202. 79. 243. 160 147. 237.77. 216 Japan dover.idf.il Tehila - Perl LWP with fake user agent 1
59. 45. 79. 117 147.237.77. 243 Chi na nobi | e.idf il ET SCAN Potential SSH Scan 1
184. 80. 10. 136 147. 237. 76. 202 Lhited Sates e halag idf.il ET SCAN NVAP -sS w ndow 2048 1
59. 45. 79. 117 147.237.77. 216 Chi na dover.idf.il ET SCAN Potential SSH Scan 1
184. 80. 10. 136 147. 237. 76. 202 Lhited Sates e halag.idf.il ET SCAN NVAP -f -sS 1
45.79.81. 142 147.237. 72. 156 aman.idf.il ET VB SERVER Poi son Nul | Byte 1
169. 54. 233. 118 147. 237.77. 170 Net her | ands naar achot . i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237. 76. 198 Net her | ands e.yohal an.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237. 76. 86 Net her | ands navy.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
169. 54. 233. 118 147. 237. 76. 30 Net her | ands hi nush. i df i | ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

Ste

Signature

Country

SYNtAXK retransmt with

enf or cenent

192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df i Bad TCP sequence different w ndow scal @ monitor |15
192. 243.55.135 |Donini ca 147. 237.77. 216 |dover i df .1 | Bad TCP sequence mﬁtrs\:;ﬁ':c;gth moni tor |14
192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber nonitor |10
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
192. 243. 55. 135 |Doni ni ca 147.237. 77. 216 [dover.i df i Bad TCP sequence Invalid ACK nunber noni t or 9
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover . i df i | SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 8
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.i df i SYN Attack SYN -> SYN-ACK -> RST rej ect 5
192. 243. 55. 135 |Doni ni ca 147.237. 77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber aert 5
192.243.55. 129 |Comi ni ca 147.237.77. 216 |dover. i df .i Bad TCP sequence mﬁtrsj;ﬁ?&gth moni tor |5
192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert 5
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 4
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 129 |Doni ni ca 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber noni t or 3
130. 193. 51. 91 gjziion 147. 237. 76. 200 |ei tan. aka. i f . ge; ?2:";3 S?igo':e: TP Invalid Lg‘éi';td dsrecf‘gggg retransmssion. |, o, 3
178. 154. 189. 201 :Z:::t”i o 147.237.72. 166 |aka.i df .l ;; ?ZTSTT? sEsri]gc;r?e: TP Invalid Lg‘éi'eitd ;eg;‘;g;. retransmssion. |y o, 3
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df .i | drop First packet isn't SWN drop 2
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN ACK -> Ti meout aert 2
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf .i | Bad TCP sequence nonitor |2
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence nonitor |2
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 [dover. i df i Bad TCP sequence noni t or 2
192. 243. 55. 129 |Doni ni ca 147.237. 77. 216 [dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 2
74.72.188. 87 Lhited Sates |147.237.77. 216 [dover.idf.il SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
184. 105. 247. 231|lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 172|Wnited Sates |147.237.77.234|hal ag.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.52 Lhited Sates [147.237.0.33 |[idf.il drop drop 1
184.105. 139. 86 |[nited Sates [147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 161 |Wited Sates [147.237.0.15 |kosher-kravi.idf.il  |[SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.72.188.87  |lhited Qates |147. 237. 77. 216 |dover. i df il Bad TCP sequence wﬁtrs\:;ﬁl;gth moni tor |1
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert 1
184. 105. 247. 240|Wnited Sates |147.237.77.234|hal ag.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
157.55.39.134 [wnited Sates |147.237.72.166 |aka.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
81.218.84.10 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
184.105.139.91 |Whited Sates [147.237.0.19 |[nadimatal.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 162|nited Sates |147.237.0.33  |idf.il drop drop 1
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 1
74.82.47.12 Lhited Sates |147.237.77. 178 |e. nat pash.idf . Geo- | ocati on enf or cenment Sﬁ?o'rzgﬁg'nf”  nbound drop 1
192. 243. 55. 133 |Donmi ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or

184. 105. 247. 247|Wnited Sates |147.237.77.234|hal ag.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect

89. 247.35. 98 Ger many 147.237.77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Tineout |reject
184.105.139. 99 |wnited Sates |147.237.77. 226 "‘f"l’“ chamat z. aka. 1df ey At ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 163|Whited Sates [147.237.0.33 |[idf.il drop drop 1
74.82.47.15 Lhited Sates |[147.237.8.50 |e.tikshuv.idf.il Geo- | ocati on enf or cenment g':? o:ggﬁ:mo n i nbound drop 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df il SYN At tack SYN -> SYN-ACK -> Tineout [reject 1
174. 118. 251. 160|Canada 147.237. 72. 156 |anan. i df .i Bad TCP sequence Invalid ACK nunber monitor |1
184. 105. 247. 207|Wnited Sates  |147.237.77.233atal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 171|Wnited Sates |147.237.77.234|hal ag.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.30 Whited Sates |[147.237.8.28 |e.mobile-ks.icf.il  |Geo-1ocation enfor cenent gﬁ?;):ggismon  nbound drop 1
192. 243.55.133 |Donini ca 147. 237.77. 216 |dover i df .1 | Bad TCP sequence wﬁtrmﬁ;z&gth moni tor |1
216.218.206.79 |Wnited Sates |147.237.76.197 |e. hinush.idf .1 Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
74.72.188. 87 gﬁ;ttg: 147.237.77. 216 |dover.idf.il D stributed Unaut hori zed URL Access on waidf.il/error.htm B ock 6
46.19. 85. 184 I srael 147.237.0.19 |[nadimatal .idf.il Suspi ci ous Response Code B ock 3
199. 30. 24. 233 g‘;tt:: 147.237.77. 216 |dover.i df . il Dstributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 2
87.71. 50. 246 I srael 147.237.76.31 |nakchal .idf.il Ostributed PHP Attenpt B ock 2
87.71. 50. 246 I srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to waw nakhal .idf.il/xmrpc. php B ock 2
192. 243.55. 135 |Doni ni ca 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waw i df.il/newsite/french/0113-3. stm B ock 1
87.71. 50. 246 I srael 147.237.0.34 |tikshuv.idf.il Unaut hori zed URL Access to waw tikshuv. idf.il/xnrpc. php B ock 1
. . NULL Character in Method
45.79. 81. 142 147.237.72. 156 |anan. i df . i | " B ock 1
(A2 [ [[#U] [[#2 1 [[#O] ] [[#0] [[#O1] [[#A] 10 [#3]1[[#3]]

45.79. 81. 142 147.237.72. 156 [aman. i df . i | Abnornal |y Long Header Line request header nane Bl ock 1
141. 212. 122. 160 ;h;:ee: 147.237.0.15 |kosher-kravi.idf.il |Unhauthorized URL Access to 147.237.0. 15/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 64.56 I srael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ si p_storage/ fi | es/ 0/ si ze100x0/ 3250. j pg Bl ock !
45.79. 81. 142 147.237.72. 156 [aman. i df . i | I11egal HITP \ersion B ock 1

NLLL Character in Paraneter Nane [[#19]]1[[#31]] P H[#31]]
45.79. 81. 142 147.237.72. 156 [anan. i df . i | S[[#22]1 G [#19]]/ « Y¥mBENTS; [ [ Ne#O[[1]1#QL/,2 0] ] B ock 1

-[[#0]] £[[#0] | M [#0] 1 ¢[[#O1] A [#20] . in Vi
Il1egal Byte ode Character in Header Nane
45.79. 81. 142 147.237.72. 156 |anman. i df . i | [[#0]14[[#0]]2[ [#0]] [ [#14]] [ [#0]]#012[ [#O11 [ [#25] 1 [[#O11 [ [#1]]1[[#0]1[[# |B ock 1
121 [[#0]] [[#24] ] [[#0]] #011[ [#0] ]

i m ny- kosher - kr avi .
159. 203. 67. 174 g];::: 147.237.0. 17 i dfnyi | SSL Uhtraceabl e Gonnection - Uhsupported d pher None 1
. . Unaut hori zed URL Access to
66.249.64.61  Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ si p_st or agel f | es! 7/ si ze100x0/ 2617. j pg Bock |1
45.79.81. 142 147.237.72. 156 |anan. i df . i | Mal f or med HTTP Header Line 2 B ock 1
199. 30. 25. 157 Lsh'mt:: 147.237.77.216|dover.idf .il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock 1

NLL Character in Query Sring [[#19]1[[#31]]1 FYH[#31]]
45.79. 81. 142 147.237.72. 156 |anman. i df . i | S[[#22]1 G [#19] ]/ « ¥ mENTS; [ [ M #O[ [1]1#0L/,200] ] B ock 1
-[[#0] 1 £[[#0]] Y [#0]] S[ [#0]] AH [#20]]. on Y'ix
Illegal Byte Gode Character in Mt hod

Ml I 147.237. 72. 156 janan. T df .1 | (L#220) [[#a1] ([#1] [[#21] [ (%011 [[#1)] [[#0]] ([ #2]] L [#8)] [ [#]] Bock It
159. 203. 87. 57 g];::: 147.237.76.39 [nobile. neitav.idf.il |SSL Wntraceabl e Gonnection - Unsupported d pher None 1
45.79.81. 142 147.237.72. 156 |anan. i df . i | Mal formed URL Yix B ock 1
110. 55. 0. 49 Philippines [147.237.77.216|dover.idf.il PHP Att enpt B ock 1
. . Unknown HTTP Request Met hod
.70 81 12 147.237. 72 156 |anan. [ df 11 [#22]] (18] ([ [(#2)[[#0] ) ([#]] ([0l ()] [#] ([ #8)] in U e 3O |1
I1legal Byte Gode Character in Paraneter Nane [[#19]][[#31]]1 PYH[#31]]
45.79. 81. 142 147.237.72. 156 |aman. i df . i | S[[#22] 1 [#19]1/ « Y¥MENTS; [ [ Ne#O[[]1]1#0L/,200] ] B ock 1
_ -[[#01] £[[#0] ] YL[#01] ¢ [#0] ] AH [#20]]. i n Viix
174.129. 237. 157 ;h;:ee: 147.237.77.216|dover. i df . il Unhaut hori zed URL Access to www i df.il/894-en/i df gdover. aspx B ock 1
87. 71. 50. 246 I srael 147.237.0.34 |tikshuv.idf.il PHP At t enpt B ock 1
NLLL Character in Header Nane at
; ; [[#OIIYI[#A T [#011[[#] ] c[[#O]1[[#O1]1[[#O1] [[#20]1[[#O1] [[#18]]1[[#01]1[[#O)
45.79. 81 142 147.237. 72. 156 [anan. T df . i L[#15] | wow aran, fof . 11 [[#0]] [[#14] [[#01] [[#4] (41 (20N 11 (2 0 |D O [
#0]]
40. 77. 167. 82 LSthlatt:sd 147.237.77.216|dover.i df . il O stributed Uhaut hori zed URL Access on v i df.il/error. htm B ock 1
110. 55. 0. 49 Philippines [147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 1
Il1legal Byte Qode Character in Query Sring [[#19]1[[#31]] FYH[#31]
45.79. 81. 142 147.237.72. 156 |anman. i df . i | S[[#22]1 G [#19] ]/ « ¥ mENTS; [ [ M #O[[1]1#0L/,200] ] B ock 1

-[[#01] £[[#0]] ¥ [#0]] ¢{ [#0]] A [#20]]. on Yiix
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