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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 4000
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets dr op 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 2
184. 105. 139. 84 Lhited Sates 147.237.77.179 e.nazi.idf.il B ock Np Al _Net drop 1
178.162. 198. 132 Cer many 147.237.77.178 e. nat pash.idf.il B ock Wp Al Nets drop 1
71.6.167. 142 Lhited Sates 147.237.8. 46 e.chinuch.idf.il B ock Wp Al Nets drop 1
184. 105. 247. 236 Lhited Sates 147.237.8. 27 e nadimatal .idf.il B ock_Wp Al _Nets drop 1
184. 105. 139. 72 Lhited Sates 147.237.72.14 dover.idf.il (ol d) B ock Np All _Net dr op 1
94. 102. 49. 206 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il Bock Np Al Net drop 1
184. 105. 139. 100 Lhited Sates 147.237.72. 167 i shurimaka.idf.il B ock Np Al _Net drop 1
178.162. 198. 132 Cer many 147.237.77. 179 e nazi.idf.il B ock Wp Al Nets drop 1
74.82. 47. 54 Lhited Sates 147.237. 77. 205 prisha.idf.il B ock Wp Al Nets drop 1
184. 105. 247. 248 Lhited Sates 147.237.0. 17 m ny- kosher -kravi .idf.il B ock_Wp Al _Nets drop 1
184. 105. 139. 72 Lhited Sates 147.237.72. 156 anan.idf.il B ock Np All _Net dr op 1
94. 102. 49. 206 Net her | ands 147.237.77. 74 lawidf.il Bock Np Al Net drop 1
184. 105. 139. 104 Lhited Sates 147.237.77. 226 vy chanat z. aka. i df .i | B ock Np Al _Net drop 1
179. 43. 144. 33 Sii t zer| and 147.237.8. 46 e.chinuch.idf.il B ock Np Al _Net drop 1
202.173. 9. 67 Chi na 147.237.8. 45 eeitanidf.il B ock Wp Al Nets drop 1
184. 105. 139. 76 Lhited Sates 147.237.8. 28 e. nobil e-ks.idf.il B ock Np Al _Net drop 1
184.105. 139. 124 Lhited Sates 147.237.72. 166 aka.idf.il Bock Np All _Net dr op 1
179. 43. 144, 33 Sntzerl and 147.237.77. 216 dover.idf.il Bock Np Al Net drop 1
94. 102. 49. 206 Net her | ands 147.237.72. 14 dover.idf.il (ol d) B ock Np Al _Net drop 1




03-12-2016-05:04:00 to 03-12-2016-06:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnalure Devi ce Action |Oount |
62.212.73. 211 Net her | ands 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot B ock 2
106.120.173. 102 |China 147.237.76. 42 refuah.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120.173. 159  |Chi na 147.237.77.233 |atal .idf.il C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
188. 165. 15. 198 France 147.237.76.200 |eitan. aka.idf.il [Clo00146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

66.249.82.252 [147.237.0.34 |Wited Sates [tikshuv.idf.il ET SCAN NVAP -sA (2) 533
195. 34.150. 18  [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
66.249.64.190 |147.237.72.166|Wiited Sates [akaidf.il ET SCAN NVAP -sA (2) 2
169. 54. 233. 119 |147.237.76.86 |Netherl ands navy.idf.il ET SCAN Potential WNC Scan 5800- 5820 1
58.253.96.122 |147.237.77. 235|Chi na sviva.idf.il ET SCAN NVAP -sS wi ndow 1024 1
218. 246. 0. 97 147.237.0.17 |[China mny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
169. 54. 233. 119 [147.237.76.30 |Netherl ands hi mush. i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
203. 197. 205. 118(147.237.72. 14 |India dover.idf.il(old) ET SCAN NVAP -sS w ndow 3072 1
169. 54. 233. 119 |147.237.8.50 |Netherl ands e tikshuv.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
202. 71. 25. 29 147.237.77.235]Indi a sviva.idf.il ET SCAN NVAP -f -sS 1
169. 54. 233. 119 [147.237.0.34 |Netherl ands tikshuv.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
183. 61. 109. 189 |147. 237. 77. 170 |Chi na maar achot . i df . i | ET SCAN NVAP -sS w ndow 4096 1
164.39.11.198 |147.237.77.235 E?i;;gom svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
169. 54. 233. 119 |147. 237. 77. 179 |Net her | ands e mazi.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
93.113.125.12 |147.237.76.30 |Romani a hi nush. i df i | ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 119 |147.237.77.19 |Netherl ands I awforumidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
169. 54. 233. 119 |147. 237. 76. 200 |Net her | ands eitan aka.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61.139.54. 71 147.237.0.17 |[China mny-kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
169. 54. 233. 119 |147. 237. 76. 197 |Net her | ands e. hinush.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
58.253.96.122 |147.237.77. 235|Chi na svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
218. 246. 0. 97 147. 237.77. 216 |Chi na dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
169. 54. 233. 119 |147. 237. 76. 44 |Net her| ands e.refuah.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
58.253.96.122 |147.237.77. 235|Chi na svivaidf.il ET SCAN NVAP -f -sS 1
203. 197. 205. 118(147. 237.72. 14 |India dover.idf.il(old) ET SCAN NVAP -sS w ndow 4096 1
169. 54. 233. 119 |147. 237. 72. 217 |Net her | ands eidf.il ET SCAN Potential VWNC Scan 5800- 5820 1
202. 71. 25. 29 147. 237.77. 235|Indi a svivaidf.il ET SCAN NVAP -sS w ndow 2048 1
169. 54. 233. 119 |147.237.0.35 |Netherl ands akavs. i df .i | ET SCAN Potential WNC Scan 5800- 5820 1
169. 54. 233. 119 |147.237.0.15 |Netherl ands kosher-kravi .idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
183. 61. 109. 189 |147.237. 77. 170 |Chi na maar achot . i df . i | ET SCAN NVAP -sS w ndow 3072 1
_ L ET SCAN Behavi oral Lhusual |y fast Terminal Server Traffic,
93.174. 95. 87 147.237.0.19 [Netherl ands nadi matal .idf.il ) ) 1
Potential Scan or Infection
169. 54. 233. 119 [147. 237. 77. 170 |Net her | ands maar achot . i df .i | ET SCAN Potential VNC Scan 5800- 5820 1
169. 54. 233. 119 |147. 237. 76. 202 |Net her | ands e halag idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61.139.54. 71 147.237.0. 200 [China . i df il ET SCAN Potential SSH Scan 1
169. 54. 233. 119 |147. 237. 76. 198 [Net her | ands e. yohal an.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
61.139.54. 71 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

SYNWAXK retransmt with

Ki ngdom

192. 243.55. 135 |Doni ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence : . nonitor |13
different w ndow scal e
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |12
192. 243.55.136 |Donini ca 147.237. 77. 216 |dover . i df . i Bad TCP sequence SYNFACK retransmt with monitor  [9
different w ndow scal e
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |8
100. 15. 85. 250 |Uited Sates |147.237.77.233|atal .idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 7
212.143.142.56 |Israel 147.237. 77. 216 [dover.i df .i drop First packet isn't SWN drop 7
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> Tineout |[reject 7
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 [dover.idf .il SYN At ack SYN -> SYN-ACK -> Tineout |[reject 7
46. 19. 85. 97 I 'srael 147.237. 77. 216 [dover.i df .i Bad TCP sequence Invalid ACGK nunber aert 6
192. 243. 55. 135 [Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 85. 97 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |6
192. 243. 55. 135 |Domi ni ca 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
192. 243. 55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
192. 243.55. 136 |Dom ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber alert 4
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
79.179. 192. 223 | srael 147.237.72. 166 |aka. i of .11 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
40.77.167.21  |Wited Sates |147.237.72.166 |aka.idf.il g =g Invalid segnent retransmssion. | 2
Ret r ansm ssi on Packet dropped.
Lhi ted s . Geo- | ocati on i nbound
128.232.110.29 | ngdom 147.237.76. 202 |e. hal ag.i df .i | Geo- | ocati on enf or cenent enf or cenent drop 2
37. 46. 39. 234 I srael 147.237.76.39 |mbile.meitav.idf.il |Bad TCP sequence I'nval i d AGK nunber monitor |2
82.165. 135. 208 |Ger many 147.237.0.15 |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
141.212.122. 161 |Uhited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.15 Lhited Sates |[147.237.77.216 |dover.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
184.105.139. 94 |Uhited Sates [147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
128. 232. 110. 29 LKT';gegom 147. 237. 77. 170 |naar achot . i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
82. 165. 135. 208 |Ger many 147.237.0.17 qunly kosher-kravi-id |qyN At ack SYN -> SYNACK -> Tineout |reject 1
Russi an ’ R .
195. 62. 53. 168 eration 147.237.76.30 [hinush.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
167. 114. 156. 16 |Canada 147.237. 77. 216 [dover.i df .i | drop First packet isn't SWN drop 1
128. 232. 110. 29 z‘;;gom 147.237.76.39 |nobile neitav.idf.il SYN Att ack SYN -> SYN-ACK -> RST aert 1
74.82.47.27 Lhited Sates |147.237.77.176 |nat pash. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 235|Uhited Sates  |147.237.77. 178 |e. mat pash. i df . Geo-1 ocation enf or cenent gﬁ?;:?éi:a:]?n  nbound drop 1
137.226.113.7  |Ger many 147.237.77.19 [lawforumidf.il drop SAMrul e drop 1
82. 165. 135. 208 |Ger nany 147.237.0.19 |madimatal .idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [reject 1
128. 232. 110. 29 z‘;;gom 147.237.76.39 |nobile neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.27 Lhited Sates |[147.237.77.235|svivaidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 243|Wited Sates  |147.237. 77. 212 [e. dover. i df i Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
137.226.113.7 |Germany 147. 237.77. 212 |e. dover. i df . i | Geo- | ocati on enf or cement Geo-1 ocati on i nbound drop 1
enf or cenent
82.165. 135. 208 |Ger many 147.237.76.31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> Timeout |reject 1
216.218.206.88 |lhited Sates |147.237.77. 227 |e. hanaz. i df . i Geo- 1 ocati on enf or cenent Sﬁfolrggﬁ;ton  nbound drop 1
64.114. 255. 114 [Canada 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SYNHACK retransmt with monitor |1
different w ndow scal e
184.105.139. 76 |Uhited Sates |147.237.8.50 [ tikshuv.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 247. 252|nited Sates  [147.237.8.24 |e.lifestyle.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
141.212. 122. 160|nited Sates [147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
82. 165. 135. 208 |Ger many 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout |[reject
74.82.47.15 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
184.105. 139. 87 |Wiited Sates |147.237.76. 202 [e. hal ag.i df .i Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
128. 232, 110. 29 | ted 147. 237. 77. 170 |naar achot . i df . i | SYN Att ack SYN -> SYN-ACK -> RST aert 1




03-12-2016-05:04:00 to 03-12-2016-06:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count

66. 249. 82. 94 | srael 147.237.77.216|dover.i df . il D stributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1
Illegal Byte Qode Character in Mt hod

149.88.71.234 |Israel 147.237.72. 166 [aka. i df . i | "o W[ [ #6] | Y2 Y82 11 Yvii-w) yHDEQIEL [ #12] ] g@BH] [ #18] ] & nﬁdv§3g[[i#16] 101 |B ock 1
[#31] 1 [ [#27]]*qK[ JAT, [ [ #15] ] 5°¥O-[ [ #4] ] [ [ #3]] Y= CF) 73 G&3 B> §¥4 <X Y+

80. 82. 65. 82 Net herl ands  |147.237.77. 216 |dover.idf . il Unaut horized URL Access to waw i df.il/shared/ usercontrol s/ header upper/ B ock 1

66.249. 64.106 I srael 147.237.76.31 [nakchal .idf .| [Thorlzeq UL Ascess to doc.mur/ doc._mor. asp Bock |1
Unknown HTTP Request Method ] )

149.88.71.234 |Israel 147.237.72. 166 |aka. i df . i | [#gq][][ﬁ L]Z;/]z]y?;g%ﬁwggﬁ?&gﬁﬂ]}ﬁﬁggilg]) o ”@éf\gfgl[/}fiﬁu?ﬁ Bock |1
URL

149.88.71.234 |Israel 147.237.72. 166 [aka. i df . i | Abnormal |y Long Header Line request header nane B ock 1

68. 180. 230. 102 |Lhited Sates [147.237.77. 176 |mat pash. i df . i| [Paraneter Type Mol ati on PageNumin waw cogat.idf.il/1038- he/ cogat.aspx [B ock

149.88.71.234 |Israel 147.237.72. 166 |aka. i df . i | Mal f ormed HTTP Header Line 9 B ock

128. 232. 110. 28 zi;gegom 147.237.77. 170 |n@ar achot . i df . i l|Unaut hori zed URL Access to 147.237.77. 170/ B ock 1

66.249. 64. 137 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237. 72. 166/ mai n/ gi yus/ gener al . aspx B ock 1

207.46.13. 77 Lhited Sates [147.237.77.233|atal .idf.i | Unaut hori zed URL Access to 147.237.77.233/ Bl ock 1

149.88.71.234 |lIsrael 147.237.72. 166 |aka. i df . i | Abnorrmal |y Long Request et hod B ock 1

71.70.241.73 Uhited Sates |147.237. 72. 156 [anan. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1

149.88.71.234 |lIsrael 147.237.72. 166 |aka. i df . i | Mal for med LR Bl ock 1

131.253.25. 140 |lhited Sates [147.237.77. 216 |dover.idf.i | Ostributed Whaut hori zed URL Access on waw i df.il/error. htm B ock 1

66.249. 65. 224 [Israel 147.237.77. 216 |dover.idf . il Lhaut hori zed URL Access to ww i df . il/navy/ B ock 1
Illegal Byte Gode Character in Header Nane

149.88.71.234 |Israel 147.237.72. 166 [aka. i df . i | Ul - DOI APE" LES-A[ [ #20] ] 0" ~ BXp#012F ; E€<Y~ RFS[ [ #4]] ¢5} HEY e9a[ [#7]]] |BI ock 1
Gioe UT e[[#5]][[#23]][[#11]]2zF [#8]]&[[#8]]

77.91.153.121 |Wraine 147. 237.72. 166 |aka. i df . i | mr;?(‘g“i dF;a.‘ : f‘?ﬁt;ri maa”sp&fj?g;n;ﬂ:gol diers. asp None 1

65. 55. 210. 80 Lhited Sates |147.237.77. 216 |dover.idf .l Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
NULL C‘nar"a’ct er in Header Nane at 3 -

149.88.71.234 [Israel 147.237.72. 166 [aka. i df . i | g[gfgg[ﬁ][]#jg[] L\f]' ] l\fs['[ g#_lfl[ﬁz(g]gi@[[#i;]]]égﬁ??i?@#&g&;ﬁgg;&ﬁ Bock |1
cn2

131.253.25. 164 |lhited Sates [147.237.77. 216 |dover.idf .i | Ostributed Lhaut hori zed URL Access on waw idf.il/error. htm B ock 1

66. 249. 66. 26 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/994-8517-he/ at al . aspx B ock 1

149.88.71.234 |Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Gde Character in Header Val ue B ock 1

77.91.153.121 |kraine 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to waw i df . il/1283-en/ dover. aspx' B ock 1

66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 1/ 3251. pdf Bl ock 1

149.88.71.234 |Israel 147.237.72. 166 [aka. i df . i | Too Many Headers per Request - 28 Headers B ock 1

141.212.122. 160|thited Sates |147.237.76.31 |nakchal .idf.il |Unauthorized URL Access to 147.237.76. 31/ B ock 1
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