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Top Attackers
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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address \Signature Device Action

167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DCS-Tool - Swi t chbl adG dest - r eset 3158
161. 202. 66. 90 Net her | ands 147.237.77. 216 dover.idf.il |TQP Scan (vertical) drop 1223
5.189.172. 102 Ger many 147.237.0. 33 idf.il Bock Np Al Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il |Bock Wp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnat ure Devi ce Action |Count
106. 120.173.102 |China 147.237.76. 42 refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120.173.159  |China 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 128. 144. 131 147.237.77.178 Canada e. mat pash. i df .i | ET SCAN NVAP -f -sS 1
82.117. 208. 243 147.237.0. 15 kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 128. 144. 131 147. 237.77. 178 Canada e. nat pash. i df . i1 ET SCAN NVAP -sS wi ndow 2048 1
93.113.125. 12 147.237.76. 38 Ronmani a e.e.meitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
81.136. 134. 68 147. 237. 76. 147 Lhi ted Ki ngdom chi nuch. aka. i df il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address

A tacker

Signature

Country

‘Tar get Address ([Ste

SYNPAXK retransmt wth different

192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence wi ndow scal e noni t or 21
192. 243. 55. 136 |Doni ni ca 147.237. 77. 216 [dover. i df . il Bad TCP sequence Invalid ACK nunber noni t or 20
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 16
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover. i df il drop First packet isn't SN drop 14
192. 243. 55, 134 |Doni ni ca 147. 237.77. 216 |dover i . i Bad TCP sequence mﬁsg rea”smt wehdifferent | onitor |13
98. 89. 10. 62 Lhited Sates |147.237. 77. 216 |dover. i df .i Bad TCP sequence noni t or 12
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber alert 11
192. 243.55.138 |Donini ca 147. 237. 77. 216 |dover i df . Bad TCP sequence mﬁsg ;a”smt wthdifferent | onitor s
212.143.142.56 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SN drop 7
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
98. 89. 10. 62 Lhited Sates |147.237. 77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 6
98. 89. 10. 62 Lhited Sates |147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
98. 89. 10. 62 Lhited Sates |147.237.77. 216 [dover.idf il Bad TCP sequence I'nval i d AGK nunber noni t or 6
70. 193. 60. 52 Lhited Sates [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf .il Bad TCP sequence noni t or 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber alert 4
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
192. 243. 55. 134 |Doni ni ca 147. 237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber noni t or 3
207.46.13.87  |Uited Sates |147.237. 72. 166 |aka. i of .1 Streaning Engine: TCP Invalid invalid segment retransmission. | 2
Ret ransm ssi on Packet dr opped.
192. 243.55.131 |Donini ca 147. 237. 77. 216 |dover i df . Bad TCP sequence mﬁsg ;a”smt wthdifferent | onitor |2
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence noni t or
192. 243. 55. 134 |Doni ni ca 147.237. 77. 216 [dover. i df . i Bad TCP sequence Invalid ACK nunber alert
66.249.64.190 |Wnited Sates |147.237.72. 166 |aka.idf il Streaming Engine: TCP Invalid |invalid segnent retransmssion drop 2
Ret r ansn ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover. i df il SYN At tack SYN -> SYN-ACK -> RST rej ect 2
213.151. 4. 173 |israel 147.237.77. 243 |mbi e i1 | €8MNg Enginer TCP Invalid finvalid segnent retransmssion drop 2
Ret r ansni ssi on Packet dropped.
141.212.122. 171 |Wnited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
70. 193. 60. 52 Lhited Sates |147.237. 77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
176.126. 252. 12 |Ronani a 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow rmoni t or 1
216.218. 206. 102|Lhited Sates  |147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
137.226.113.7  |Ger many 147.237.76. 177 [ncore.idf.il drop SAMrul e drop 1
93. 115. 95. 206 é{ng(r;yrmus 147.237. 77. 216 |dover.i df . i | Drectory Traversal directory traversa overflow noni t or 1
46.166. 188. 196 |Net her| ands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
184.105. 247. 211 |Uhited Sates |147.237.76.197 |e.himush.idf.il |Geo-| ocati on enf or cenent Geo-1 ocation i nbound enf or cenent |drop 1
141.212.122. 172|Wnited Sates |147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
207. 46. 13. 87 Lhited Sates |147.237. 76. 147 |chinuch. aka.i df . i ||SYN At t ack SYN -> SYNACK -> Ti meout rej ect 1
128. 232. 110. 29 LK?ir:gegom 147.237.76.30 |[hinush.idf.il SYN At tack SYN -> SYN-ACK -> RST aert 1
77.247.181.162 |Netherlands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or 1
184.105.139. 79 |Uhited Sates |147.237.76.44 |erefush.idf.il |Geo-|ocati on enf orcenent Geo-| ocat i on inbound enf or cenent |drop 1
216.218. 206. 106|Lhited Sates |147.237.8.45 [e.eitan.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
137.226.113.7  |Ger many 147.237.77. 235 |sviva.idf.il drop SAMrule drop 1
50.93.198.132 |lhited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 235|hited Sates |147.237.76. 177 |ncore.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
149. 88.179.43 |Israel 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
207.46.13.102 |Lhited Sates |147.237.77.176 |nat pash.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 1
128. 232. 110. 29 z‘i;;gom 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
77.247.181. 165 |Netherlands 147.237.77. 216 |dover.idf.il Drectory Traversal directory traversal overflow noni t or
184.105.139. 79 |Uhited Sates |147.237.76.199 |e. nakchal .idf.il |Geo-| ocati on enf or cenent Geo-| ocat i on inbound enf or cenent |drop
141.212.122. 164|nited Sates |147.237.76. 147 |chi nuch. aka.i df .iI[SYN At t ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
23.242.161.57 |Wited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 2
) . . Unhaut hori zed URL Access to
72.9.148. 10 Lhited Sates  |147.237.76.86 |navy.idf.il v navy. i df . i 1/994- 8613- he/ navy. aspx. aspx Bl ock 2
40.77. 167. 82 Lhited Sates 147.237.77.216|dover.i df .i | D stributed Whaut horized UR. Access on waw idf.il/error.htm B ock
134.191.232.70 |Israel 147.237.77.216|dover. i df . i | D stributed Lhaut hori zed UR. Access on waw idf.il/error.htm B ock
141. 212. 122. 160|Uited Sates 147.237.77.74 |lawidf.il Distributed Unaut hori zed URL Access on 147.237.77.74/ B ock
66.249.74.107 |israel 147.237.77.74 |lawidf.il Whaut hori zed URL Access to B ock 1
W, mag. i df . i |/ consol e/ cor e/ doc_ngr/ doc_ngr. asp
) . . Unhaut hori zed URL Access to
208. 80. 155. 217 |lhited Sates 147.237.77.216|dover. i df . i | vaw i df i 1/ hi mush/ si t ef he/ hi mush. asp B ock 1
121. 205. 231. 160|Chi na 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to ww i df.il/wp-1ogin. php B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 137  [Israel 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
157.55.39.108 |[thited Sates  |147.237.76.86 |[navy.idf.il Lhaut hori zed URL Access to navy.idf.il/ishurim B ock 1
: . . Uhaut hori zed URL Access to
38.111.147.83 |[lhited Sates 147.237.77. 170 |maar achot . i df . i | aar achot i df .i 1/t enpl at es/  our nal vi ew j our nal vi ew aspx B ock 1
. . Unhaut hori zed URL Access to
213.251. 182. 103|France 147.237.77. 176 [nat pash. i df . i | v cogat i df i /i p storagelfil es/ O/ si 2e220x0/ 3410,  pg. St B ock 1
131.253.25.213 |[Uhited Sates 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed UR. Access on www i df.il/error. htm B ock 1
- kosher-kravi . i df . i
66.249. 64.185 I srael 147.237.0.16 |V Uhaut hori zed LRL Access to S B ock 1
il wan ny- kosher -kravi . i df . i | /tenpl ates/ | ogi n/ | ogi n. aspx
161. 202.66. 90  |Net her| ands 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to / B ock
77.75.78. 170 Czech Republic |[147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wwidf.il/894-en/idfgdover.aspx  [B ock
217. 69. 133. 246 RJSf;:I”ion 147.237.72. 166 |aka. i df . i | Uhknown Paraneter docid in aka idf.il/kamar/kiali/default.asp  |None 1
134.191.232.69 |Israel 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
66. 249. 66. 23 I srael 147.237.77.233|atal .idf . il Unaut hori zed URL Access to 147.237.77. 233/ 1437-he/ atal . aspx |B ock 1
] . . . Paraneter Type Molation catld in
207. 46.13. 70 Lhited Sates 147.237.0.34 |tikshuv.idf.il vwy ti kshuv. i of i 1/si tel general . aspx Bl ock 1
Anonynous . . URL is Above Root Directory
93.115. 95. 206 Pr oxy 147.237.77. 216 |dover . i df . i | vwwv i df.il/../shared/clientscripts/jquery/jquery-1.4.2.nin.js B ock 1
50.93.198.132 [lhited Sates 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 1
66. 249. 66. 29 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
208. 80. 155. 217 |[Lhited Sates 147.237.77. 216 |dover.i df .i | Mil ti pl e Unhaut hori zed URL Access from 208. 80. 155. 217 B ock 1
121. 205. 231. 160|Chi na 147.237.77. 216 |dover.i df .i | Dstributed PHP At tenpt B ock 1
50.93.198.132 [lhited Sates 147.237.77. 216 |dover.i df . i | Uhaut hori zed URL Access to waww i df.il/xnrpc. php B ock 1
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