03-12-2016-03:04:07 to 03-12-2016-04:04:07

1"PT SwNn .’
Ov IDF Under Attack
www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

Wiawidf.il

M nadi matal .idf.i

M aka.idf.il

Watal.idf.il

B tikshuv.idf.il

¥ e. nakchal .idf.il

Msvivaidf.il
e.dover.idf.il

M refuah.idf.il

Top Tar get

M 167. 114. 156. 16
89. 139. 185. 6
I 161. 202. 66. 90

192. 243.55. 131

Nuréfber M 192. 243. 55. 134
Attacks M 192. 243. 55. 129

[ 192. 243.55. 133
W 192. 243.55. 137

192. 243. 55. 135
M 192. 243.55. 138

Top Attackers



03-12-2016-03:04:07 to 03-12-2016-04:04:07

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |signature |Device Action  |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3029
161. 202. 66. 90 Net her | ands 147.237.77. 216 dover.idf.il TP Scan (vertical) dr op 450
82. 145. 220. 162 Eur ope 147.237.77. 216 dover.idf.il Block Ip Véb In drop 33
81.218. 65. 210 I srael 147.237.77. 216 dover.idf.il Block Wdp All Nets drop 3
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock Udp All _Nets drop 1
131. 100. 141. 66 H Sal vador 147.237.77. 216 dover.idf.il Bl ock_Udp Al _Nets drop 1
5.189. 172. 102 Cer many 147.237. 76. 30 hi nush.idf.il Block Np Al _Net drop 1
184. 105. 247. 198 Lhited Sates 147.237.77. 233 atal.idf.il Bl ock_Udp All _Nets dr op 1
5.189.172. 102 Cer many 147.237.77.178 e.natpash.idf.il Block Np All Net drop 1
204. 42, 253. 132 Lhited Sates 147.237.76. 34 yohal an. i df . | Block Wdp All Nets drop 1
5.189. 172. 102 Cer many 147.237.77.179 e.nazi.idf.il Block Np All _Net drop 1
216. 218. 206. 67 Lhited Sates 147.237.0. 35 akaws. i df.il Bl ock_Ulp Al _Nets drop 1

94. 102. 49. 206 Net her | ands 147.237.76. 199 e.nakchal .idf.il Block Np Al _Net drop 1
5.189. 172. 102 Ger many 147.237. 8. 45 e.eitanidf.il B ock Np Al _Net dr op 1
182. 155.113. 90 Tai wan 147.237. 76. 44 e.refuah.idf.il Bl ock Udp All Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
106. 120.173.118 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
109. 65. 11. 200 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 4
106. 120. 173. 159  |China 147.237.77.233 |atal .idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP:. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
161. 202. 66. 90 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NVAP -sS wi ndow 1024 3
66. 249. 66. 125 147.237.77. 233 Wited Sates atal.idf.il ET SCAN NVAP -sA (2) 2
104. 196. 98. 22 147. 237. 77. 61 Lhited Sates e.cogat.idf.il ET SCAN NVAP -sS w ndow 4096 1
104. 196. 98. 22 147.237.77. 61 Lhited Sates e.cogat.idf.il |ET SCAN NMAP -sS wi ndow 3072 1
50. 102. 242. 22 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
217. 147. 86. 61 147.237.77. 235 Uhi ted Ki ngdom svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
178. 63. 11. 208 147.237.77. 235 Ger many svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address |Attacker Gountry |Target Addr ess Ste |Signature |Massage Devi ce Action |Count ‘
192. 243.55. 131 |Doni ni ca 147.237.77.216 |dover.idf.il|Bad TCP sequence |[invalid ACK nunber noni t or 21
192. 243.55. 131 |Doni ni ca 147.237.77.216 |[dover.idf.il|Bad TCP sequence |SYNtAK retransnit wth different wndowscale |nonitor 21
192. 243. 55, 129 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence |SYNbAK retransmit with different wndow scale [ronitor 20
192. 243.55. 133 |Doni ni ca 147.237.77.216 |dover.idf.il|Bad TCP sequence |SYNbMAK retransnit with different wndow scale [ronitor 17
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence |invalid AGK nunber noni t or 16
192. 243. 55, 134 |Doni ni ca 147.237.77.216 |dover.idf.illBad TCP sequence |SYNbAK retransmit with different wndow scale [ronitor 15
192. 243. 55. 129 |Donini ca 147.237.77.74 |lawidf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 15
192. 243.55. 131 |Donmini ca 147.237.77.216 |dover.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 14
192. 243.55. 134 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence |invalid AGK nunber noni t or 14
192. 243. 55. 134 |Doni ni ca 147.237.77.216 |dover.idf.il|Bad TCP sequence |[invalid ACK nunber noni t or 12
192. 243.55. 135 |Doni ni ca 147.237.77.216 |[dover.idf.il|Bad TCP sequence |SYNtAK retransnit wth different wndowscale |nonitor 12
192. 243. 55, 131 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence |SYNbAK retransmit with different wndow scale [ronitor 12
192. 243.55. 134 |Domi ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence |SYNbAK retransmit with different wndow scale [rmonitor 12
192. 243.55. 137 |Coni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence |SYNtAKretransmit with different wndowscale |nonitor 11
192. 243. 55, 137 |Doni ni ca 147.237.77.216 |dover.idf.illBad TCP sequence |SYNbAK retransmit with different wndow scale [ronitor 11
192. 243.55. 131 |Doni ni ca 147.237.77.216 |dover.idf.il|Bad TCP sequence |[invalid ACK nunber aert 11
192. 243.55. 131 |Donini ca 147.237.77.74 |lawidf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 10
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il |drop First packet isn't SYN drop 10
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence |invalid AGK nunber noni t or 10
192. 243.55. 133 |Doni ni ca 147.237.77.74 |[lawidf.il |Bad TCP sequence |SYNtAK retransnit wth different wndowscale |nonitor 10
192. 243. 55. 129 |Doni ni ca 147.237.77.216 |dover.idf.illBad TCP sequence |SYNbAK retransmit with different wndow scale [nonitor 10
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence |invalid AGK nunber alert 9
192. 243. 55. 134 |Donmi ni ca 147.237.77.216 |dover.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 9
192. 243.55. 138 |Doni ni ca 147.237.77.216 |dover.idf.il[Bad TCP sequence |invalid AGK nunber noni t or 9
192.243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il{dr op First packet isn't SYN drop 9
192. 243. 55. 134 |Donmi ni ca 147.237.77.216 |dover.idf.il|dr op First packet isn't SN drop 9
192. 243.55. 133 |Doni ni ca 147.237.77.216 |dover.idf.il[Bad TCP sequence |invalid AGK nunber noni t or 9
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il[Bad TCP sequence |SYNbAK retransmit with different wndow scale [ronitor 9
192. 243. 55. 133 |Donini ca 147.237.77.74 |lawidf.il |dr op First packet isn't SN drop 8
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 137 |Doni ni ca 147.237.77.216 |dover.idf.il|Bad TCP sequence |[invalid ACK nunber noni t or 8
192. 243. 55. 133 |Donini ca 147.237.77.216 |dover.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il{dr op First packet isn't SYN drop 7
192. 243. 55. 137 |Donmi ni ca 147.237.77.216 |dover.idf.il|SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 7
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.illdr op First packet isn't SYN drop 7
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il |drop First packet isn't SYN drop 7
192. 243. 55. 133 |Donini ca 147.237.77.74 |lawidf.il |Bad TCP sequence |Invalid ACK nunber noni t or 7
192. 243. 55, 138 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence |SYNtAK retransmit with different wndow scale [ronitor 7
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence |invalid AGK nunber alert 7
192. 243.55. 135 |Doni ni ca 147.237.77.216 |dover.idf.il[Bad TCP sequence |invalid AGK nunber noni t or 7
192.243.55. 131 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence |invalid AGK nunber noni t or 7
192. 243. 55. 134 |Doni ni ca 147.237.77.216 |dover.idf.il|Bad TCP sequence |[invalid ACK nunber aert 7
192. 243. 55. 129 |Donmi ni ca 147.237.77.74 |lawidf.il |dr op Frst packet isn't SN drop 6
192. 243.55. 135 |Domi ni ca 147.237.77.216 |dover.idf.il|SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 135 |Donini ca 147.237.77.74 |lawidf.il |drop First packet isn't SYN drop 6
192. 243.55. 138 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence |invalid AGK nunber noni t or 6
161.202. 66. 90  |Net her| ands 147.237.77.216 |dover.idf.il|SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il|dr op First packet isn't SN drop 6
192. 243.55. 131 |Donini ca 147.237.77.74 |lawidf.il |dr op Frst packet isn't SN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
89. 139. 185. 6 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 152
2. 54. 140. 36 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code Bl ock 3
109. 65.50. 141 |l srael 147.237.0.19 |[nadimatal .idf.il Dstributed Suspicious Response Code Bl ock 2
66. 249. 66. 23 I srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77.233/ 1409-he/ atal . aspx  |B ock 1
65.55.210.188 [lnited Sates [147.237.77.216|dover.idf.il D stributed Uhaut hori zed URL Access on waidf.il/error.htm Bl ock 1
- . . Unaut hori zed URL Access to
192. 243.55. 129 |Domi ni ca 147.237.77. 216 (dover. i df . i | o i df i 1/ nevesi t e/ hebr ew 0303- 1. stm Bl ock 1
] . . Paraneter Type Mol ati on PageNumin
83.59.237.243 |Sain 147.237.77. 216 |dover . i df . i | v i df i 1/ 1398- en/ dover . aspx B ock 1
66.249. 64.200 |[Israel 147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in LR /nain/giyus/[[#11]]general . aspx [B ock
40.77.167. 33 Lhited Sates |[147.237.77.216|dover.idf.il Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock
207.241.237.211|nited Sates [147.237.72.166|aka.idf.il SSL Wntraceabl e Connection - Qpen Mde None 1
128. 232. 110. 28 LK!i“r:gegom 147.237.77.74 |lawidf.i | Unaut hori zed URL Access to 147.237.77. 74/ B ock 1
66. 249. 66. 26 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1403- he/ at al . aspx B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 7/ 3467. | pg Bl ock 1
- . . Lhaut hori zed URL Access to
192.243. 55133 |Dom ni ca 147.237.77.74 (law i df. il wwy | aw i df . il/tenpl at es/ shar ed/ user cont rol s/ | obbyi nf ocent eri tem Bl ock !
83.59.237.243 [Spain 147.237.77.216|dover.idf.il Paraneter Type Mol ation SortOr in wwidf.il/1398-en/ dover.aspx [B ock 1
66.249. 65. 223 |l srael 147.237.77. 216 |dover.i df .| Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
40.77. 167. 46 Lhited Sates |147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/901-8504/tikshuv. aspx |B ock 1
128. 232. 110. 28 LKTI;gegom 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237. 77. 216/ B ock 1
66. 249. 69. 30 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspicious Response Qode B ock 1
. . Unaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on wwww i df.il/error.htm B ock 1
83.59.237.243 [Spain 147.237.77.216|dover.idf.i |l Paraneter Type Mol ation lang in v idf.il/1398-en/ dover. aspx B ock 1
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df .il D stributed Lhaut hori zed URL Access on wwww i df.il/error.htm B ock 1
. . Uhaut hori zed URL Access to
46. 19. 86. 27 I sr ael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
-kosher - kravi . i df .
157.55. 39. 17 Lhited Sates |147.237.0.16 :?l Uhaut hori zed URL Access to wwwu ny-kosher-kravi.idf.il/robots.txt |B ock 1
68.180. 228. 112 |United Sates |147.237.77.216|dover. i df . il Faraneter Type Molation Pageflmin B ock 1
wawy i df . i |/ 1399- en/ dover . aspx
. . Unaut hori zed URL Access to
66.249. 64. 137 [l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df .l Mil tipl e Unaut hori zed URL Access from 192. 243, 55. 133 Bl ock 1
66. 249. 65.224 |lIsrael 147.237.77.216|dover. i df . il Mil tipl e Uhaut hori zed URL Access from 66.249. 65. 224 B ock 1
64.19. 78. 243 Uited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.i df .l Ml ti pl e Unaut hori zed URL Access from 192. 243, 55. 129 Bl ock 1
68. 180. 229. 31 Lhited Sates [147.237.76.147|chi nuch. aka.idf .il Unaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm B ock 1
ny- kosher - kravi . i df . _ o
66. 249. 64. 180 | srael 147.237.0. 16 i Unaut hori zed URL Access to waww ny- kosher-kravi.idf.il/ B ock 1
38.111.147.88 |lhited Sates |147.237.77.216|dover.idf.il Unhaut hori zed URL Access to wan i df.il/894-he Bl ock 1
192. 243.55. 133 |Doni ni ca 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to widf.il/igf Bl ock 1
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