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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count]|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3980
82. 145, 220. 162 Eur ope 147.237.77. 216 dover.idf.il B ock | p VWb In drop 47
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Udp Al Nets drop 2

94. 102. 49. 206 Net her | ands 147.237.77. 234 hal ag.i df .il B ock Np Al _Net drop 1
204. 42. 253. 132 Lhited Sates 147.237.0. 15 kosher-kravi.idf.il|B ock Udp All Nets drop 1
5.189. 172. 102 Ger nany 147.237.76. 201 e atal.idf.il B ock Np Al _Net drop 1
125. 65. 46. 143 Chi na 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
192. 243. 55. 135 Doni ni ca 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn |drop 1
5.189.172. 102 Ger nany 147.237.72. 167 ishurimaka.idf.il |Bock Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
106. 120.173.118 |China 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 4
106. 120.173.159  |China 147.237.77.233 |atal .idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 120.173.102 |China 147.237.76. 42 refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1




03-12-2016-02:04:09 to 03-12-2016-03:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 65. 224 147.237.77.216 Lhited Sates dover.idf.il ET SCAN NVAP -sA (2) 2
183. 60. 48. 25 147.237.0. 35 Chi na akavs. i df .i | ET SCAN Potential SSH Scan 1
93. 189. 26. 18 147. 237.76. 199 Austria e. nakchal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
66. 240. 192. 138 147.237.76. 30 Lhited Sates hi nush. i df .i | ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
50. 102. 242. 22 147. 237. 8. 45 Lhited Sates eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 70. 114 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Target Address

Ste

Signature

Gountry

SYNPAXK retransmt with different

192. 243. 55. 135 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence . noni t or 18
w ndow scal e
192. 243. 55. 135 |Doni ni ca 147.237. 77. 216 [dover.i df i | Bad TCP sequence SINWAK Tetransmt with different | o, o 15
w ndow scal e
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 14
192. 243. 55. 137 |Domi ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 13
192. 243. 55. 129 |Comi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence SIAK retransmt wth different oo 12
w ndow scal e
L . . SYNPAXK retransmt with different .
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 12
192. 243. 55. 135 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
192. 243. 55. 137 |Coni ni ca 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmt with different o000 |10
w ndow scal e
192. 243. 55. 135 |Doni ni ca 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
192. 243. 55. 137 |Doni ni ca 147.237.77. 74 |lawidf.il drop First packet isn't SWN drop 9
192. 243. 55. 135 [Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
192. 243. 55. 137 |Doni ni ca 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber noni t or 8
192. 243. 55. 137 |Domi ni ca 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 8
- o SYNVACK retransmt wth different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 8
192.243.55.136 |Dominica  [147.237.77.74 [lawidt.il Bad TCP sequence SINAQK retransmt with different | onitor |
w ndow scal e
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il  |[Bad TCP sequence SAK retransmt with different oo g
w ndow scal e
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il  |Bad TCP sequence SINAK retransmt with different o0 o
w ndow scal e
192. 243. 55. 129 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber aert
192. 243. 55. 135 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACGK nunber alert
Sreamng Engine: TCP Invalid i i ssi
66.249.66.12 |Uiited Sates |147.237.0.19 |nadimatal.idf.i 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 137 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACGK nunber alert
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber aert
192. 243. 55. 136 |Comi ni ca 147.237.77. 216 |dover.icf.il  |[Bad TCP sequence SIHAK retransmt with different oo |5
w ndow scal e
L . . SYNPAXK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 5
e SYNVACK retransmt wth different .
197. 48. 61. 233 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e moni t or 5
192. 243. 55. 137 |Doni ni ca 147. 237. 77. 216 |dover.i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55, 133 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence noni t or 5
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243. 55. 133 |Doni ni ca 147. 237. 77. 216 |dover.i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
- o SYNVACK retransmt wth different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 5
192. 243. 55. 129 |Doni ni ca 147.237. 77. 216 [dover. i df il Bad TCP sequence Invalid ACGK nunber noni t or 5
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover. i df .i | Bad TCP sequence noni t or 4
192. 243. 55. 133 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243. 55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 4
Sreaming Engine: TGP Invalid i i ssi
199. 30. 24. 138 |Wited Sates |147.237.76.200|eitan aka.idf.il 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.
192. 243. 55. 133 |Doni ni ca 147. 237. 77. 216 |dover . i df . i | Bad TCP sequence noni t or 4
192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert 4
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
5.102. 254. 106 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid AGK nunber noni t or 3
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber alert 3
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover. i df .i SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TCP Invalid i i ssi
46.19.86.245 |Israel 147. 237.72. 166 |aka i of . i 9 =g Invalid segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dropped.
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 136 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Action ‘Count
109. 253. 206. 204 |1 srael 147.237.0.19 |nadi matal . i df. i |Suspi ci ous Response Code Bl ock 3
66. 102. 8. 233 Lhited Sates 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm Bl ock 3
199. 30. 25. 18 Lhited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on www i df.il/error. htm B ock 2
66.249. 65. 224 |l srael 147.237.77. 216 |dover. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 65. 224 Bl ock 2
. . Unaut hori zed URL Access to
66.249. 64. 143 [l srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ i yus/ gener al . aspx B ock 1
40.77.167.21  |wiited Sates  |147.237.72.166|aka. i df .i| Wnknown Par amet er 0559¢450 i n None 1
v aka. i df . i |/ nai n/ hone/ def aul t. aspx
. . . Unaut hori zed URL Access to
125. 65. 46. 143 |Chi na 147.237.77.216|dover.idf .i | v i dhsust ai nabl et r ade. cor wp- adni n/ adni n- aj ax. php B ock 1
66. 102. 8. 243 Lhited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on v idf.il/error. htm B ock 1
199.30.24.176 |Lhited Sates 147.237.77.216|dover.i df . il D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
66.249. 64. 186 | srael 147. 237.76. 200 |ei t an. aka. i df . i af;‘;t"ho” zed LRL /Access to eitan aka.idf.i1/1093-7963-he/nnw N0 gy ) 1
65. 55. 210. 93 Lhited Sates 147.237.77. 216 |dover. i df . i | D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
: . . . Unaut hori zed URL Access to
173.252. 90. 243 |Uited Sates 147.237.0.34 |tikshuv.idf.il 147.237.0. 34/ si p._stor agel fi | es/ 4/ si 2e220x0/ 1744,  pg B ock 1
66. 249. 64. 48 | srael 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to 147.237.77.170/ pdf / fil es/ 6/ 106616. pdf |B ock 1
199. 30. 25.0 Lhited Sates 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on waww i df.il/error. htm B ock 1
66. 249. 65. 224 |l srael 147.237.77.216|dover. i df .i | D stributed Lhauthori zed URL Access on wwww i df.il/error. htm B ock 1
65.55.210.182 |lhited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on v idf.il/error. htm B ock 1
. . . D stributed Unaut hori zed URL Access on
192. 243. 55. 129 |Dom ni ca 147.237.77.216|dover.idf . il ww i df i |/ shar ed/ user cont r ol s/ header upper / Bl ock 1
66. 249. 64. 53 | srael 147.237.77. 170 |maar achot . i df . i | [Uhaut hori zed URL Access to 147.237.77. 170/ pdf / fi| es/ 6/ 105946. pdf |B ock 1
65. 55. 210. 250 Lhited Sates 147.237.77.216|dover . i df .i | O stributed Uhaut horized URL Access on waw idf.il/error. htm B ock 1
199. 30.16. 186 |Uhited Sates 147.237.77. 216 |dover. i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm Bl ock 1
66. 249. 64. 58 I srael 147.237.77. 170 [maar achot . i df . i | [Mil tipl e Unaut hori zed LRL Access from 66. 249. 64. 58 B ock 1
23.242.161.57 |Wited Sates 147.237.72. 166 |aka. i df . i | SSL Uhtraceabl e Connection - (pen Mde None 1
217. 69. 133. 245 RJSf;;”i o 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/val tam B ock 1
199. 30. 24. 29 Lhited Sates 147.237.77.216|dover . i df . i | D stributed Lhauthori zed URL Access on v idf.il/error. htm B ock 1
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