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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country |Target Address|Site

|Signature

|Device Action|Count

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3677
82.145.222. 111 Eur ope 147.237.77. 216 dover.idf.il B ock_|p VWb In drop 120
82. 145. 220. 82 Eur ope 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 10
82. 145, 220. 162 Eur ope 147.237.77. 216 dover.idf.il B ock Ip Véb In drop 9
82. 145. 221. 54 Eur ope 147.237.77. 216 dover.idf.il B ock Ip V¢b In drop 5
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock_ UWp Al _Nets drop 2
94. 102. 49. 206 Net her | ands 147.237.0. 35 akavs. idf.il B ock Np Al _Net drop 1
192. 243. 55. 138 Domi ni ca 147.237.77. 74 lawidf.il TCP handshake vi ol ation, first packet not syn|drop 1
94. 102. 49. 206 Net her | ands 147.237.76. 86 navy.idf.il Bock Np Al Net drop 1
217. 23. 205. 97 Bosni a and Her zegovi na|147. 237. 77. 19 lawforumidf.il B ock Udp Al Nets drop 1
185.94.111. 1 147.237.0. 16 ny-kosher-kravi.idf.il |Block Wdp Al _Nets drop 1
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|Top Attackers In IPS|

|At tacker Qountry

Attacker Address

Target Address

|Site

‘Sgnature

Devi ce Action |Count

106. 120.173.118 |China 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
207.46.13.70 Lhited Sates 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
106. 120. 173.102  |China 147.237.76. 42 refuah.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der B ock 1
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Attacker Address

| Target Address

Attacker Country

Signature

195. 34. 150. 18 147.237. 77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
59. 45. 79. 117 147. 237.72. 156 Chi na aman.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 17 Chi na m ny-kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
41. 140. 253.9 147.237.0. 16 Mor occo ny- kosher -kravi .i df . i ET SCAN NVAP -sS wi ndow 2048 1
218. 246. 0. 97 147. 237.8.50 Chi na e.tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.184. 195. 114 147.237.77. 233 Russi an Federati on atal.idf.il ET SCAN Potential SSH Scan 1
210. 117. 121. 60 147.237.76.34 Korea, Republic of yohal an. i df .i ET SCAN NVAP -sS w ndow 2048 1
31.184.195. 114 147.237.77. 178 Russi an Feder at i on e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
31.184. 195. 114 147.237.77. 74 Russi an Federati on lawidf.il ET SCAN Potential SSH Scan 1
185. 72.179. 221 147. 237. 77. 205 prisha idf.il ET SCAN NVAP -sS w ndow 1024 1
31.184.195. 114 147. 237.8.50 Russi an Feder at i on e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
94. 102. 48. 194 147. 237. 0. 200 Net her | ands ndu. i df il ET SCAN NMAP -sS wi ndow 1024 1
1.52.59. 143 147. 237.77. 170 Mi et nam maar achot . i df . i | ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147.237.76. 34 Chi na yohal an. i df .| ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.0. 35 Chi na akavs. i df i | ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
41.140. 253. 9 147.237.0. 16 Mbr occo ny- kosher - kravi .i df . i ET SCAN NVAP -f -sS 1
210.117.121. 60 147.237.76. 34 Korea, Republic of yohal an. i df . il ET SCAN NVAP -sS w ndow 3072 1
31.184. 195. 114 147.237.77. 226 Russi an Federation ww chamat z. aka. i df . i | ET SCAN Potential SSH Scan 1
210.117.121. 60 147.237.76. 34 Korea, Republic of yohal an. i df .| ET SCAN NVAP -f -sS 1
31.184. 195. 114 147. 237.77. 176 Russi an Federation nat pash. i df .i | ET SCAN Potential SSH Scan 1
185. 106. 92. 65 147.237.0. 34 tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
31.184.195. 114 147. 237.72. 166 Russi an Feder ation akaidf.il ET SCAN Potential SSH Scan 1
178. 63. 11. 208 147.237.76. 199 Ger many e. nakchal .idf.il ET SCAN NVAP -sS w ndow 1024 1
1.52.59. 143 147. 237.77. 170 Mi et nam maar achot . i df . i | ET SCAN NMAP -sS wi ndow 3072 1
59. 45. 79. 117 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature
192. 243.55. 138 |Donini ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 17
Sreaming Engine: TCP Invalid i i ssi
109. 64.139. 65 |Israel 147. 237.72. 166 |aka. i of .11 9 =g nval i d segnent retransnission. drop 15
Ret ransnm ssi on Packet dr opped.
192. 243.55.138 |Donini ca 147.237.77.74 |lawidi.il  [Bad TCP sequence SINWAK retransmt with different —Jooyiior  |1s
w ndow scal e
192. 243. 55. 138 |[Doni ni ca 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 15
192. 243. 55. 138 |Doni ni ca 147.237.77.74 [lawidf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 13
192.243.55.138 |Cominica 147.237.77. 216 |dover.idf.i1 |Bad TCP sequence SINAK retransmt with different opnitor |11
w ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 10
46.120. 166. 191 [Israel 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
192. 243.55. 138 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACGK nunber noni t or 9
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
- . . SYNPAXK retransnmit with different .
192. 243.55. 134 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Vi ndow scal e noni t or 7
79.178.36.198 |l srael 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 6
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 6
156. 204. 77. 180 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 6
192. 243. 55. 134 |Domi ni ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 6
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 6
85. 64. 97. 230 I srael 147.237.72. 156 |aman.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 6
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idi.i| |[Bad TCP sequence noni t or 6
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 4
Streanming Engine: TCP Invalid Inval i d segnent retransnission
126. 205. 84. 174 |Japan 147.237.77. 176 |nat pash. i of . i | > ) dro 4
pes Ret r ansni ssi on Packet dr opped. P
192. 243.55. 134 |Domi ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence noni t or 4
192. 243. 55. 134 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 4
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.i| |[Bad TCP sequence Invalid ACK nunber aert 4
192. 243.55. 134 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
Sreanming Engine: TCP Invalid i i ssi
5.102. 228.9 I'sr ael 147.237.77. 243 |robi | e. i of . i1 9 =g Invalid segnent retransnssion. drop 3
Ret ransm ssi on Packet dr opped.
192. 243. 55. 134 |Donmi ni ca 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 3
Sreanming Engine: TGP Invalid i i ssi
149. 78. 243,197 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segment retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.178.130.3  |israel 147. 237, 72. 166 |aka i of . i 9 =g Invalid segnent retransmssion. dr op 3
Ret r ansni ssi on Packet dr opped.
41.100. 95. 2 Ageria 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 3
Sreamng Engine: TCP Invalid i i ssi
109. 64. 198. 177 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
- o SYNHAXK retransmit with different .
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.i| [Bad TCP sequence vi ndow scal noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.179. 225. 143 |Israel 147.237.72. 166 |aka.i df . i1 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 3
Sreanming Engine: TCP Invalid i i ssi
109. 67. 192. 196 |I srael 147.237.72. 166 |aka.i df . 9 =g nvalid segnent retransnssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
82.81.48.126  |Israel 147.237.72. 166 |aka. i of . i 9 =g Inval i d segnent retransnission. drop 3
Ret r ansn ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i ssi
79.177.56.79  |israel 147.237.72. 166 |aka.i of . 9 =g nvalid segnent retransnssion. drop 3
Ret ransnm ssi on Packet dropped.
Sreaning Engine: TP Invalid i i ssi
109.64.2.221  |israel 147.237.72. 166 |aka. i of . i 9 =g Inval i d segnent retransnission. drop 3
Ret r ansn ssi on Packet dr opped.
192. 243. 55. 134 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid ACK nunber aert
213.8.204.2 I srael 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 2
o SYNHAXK retransmit with different .
213.8.204.2 I srael 147.237.77. 216 |dover.idf.i| [Bad TCP sequence vi ndow scal noni t or 2
176.13.11.39  [Israel 147.237.77.234|nal ag.icf.il [Bad TCP sequence ig;e”ansm't with different wndow | pivor 2
89. 163. 148.58  |Ger many 147.237.77. 216 |dover.idf.il |drop SAMrul e drop 2
41.100.95.2  |Mgeria 147.237.77. 216 |dover.idf.il [Bad TCP sequence SINAK retransmt with different  oppiior |1
w ndow scal e
141.212.122. 172|Wited Sates |147.237.76.42 |refuah.idf.il |SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 212. 58 |l srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 1
101.182.94.41 |Australia 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
166.175.57. 110 |Wited Sates [147.237.77.216|dover.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
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waw i df . i | /1283- 14886- en/ dover . aspx

5.102.228.9 I srael 147.237.77.243|nobi l e. i df . i | mobi l e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 12
109. 64. 94. 138 |Israel 147.237.77.216|dover.idf .il Lhaut hori zed URL Access to wawidf.il/english/ B ock 11
5.102. 228.9 I srael 147.237.77.243|nobi l e.idf . il Ml tipl e Unauthori zed URL Access from 5. 102.228.9 B ock 9
46. 19. 86. 57 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 6
82.80.27. 121 I srael 147.237.0.19 |[nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
5.102.228.9 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Qode B ock 3
212.106.71. 1 g‘ijcis;ii:;a” Territory. 1147 237.77. 176 |mat pash. i df . i1 |Uhaut hori zed URL Access to www cogat . i df . i1/894-ar Bl ock 2
65.55.210.218 |lhited Sates 147.237.77.216|dover. i df .il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 2
194. 72.238.241 |United Ki ngdom 147.237.77.216|dover. i df .l Unhaut hori zed URL Access to waw i df.il/xyzzy B ock 1
157.55.2. 172 Lhited Sates 147.237.77.216|dover.i df . il D stributed Lhaut hori zed UR. Access on waw i df.il/error.htm Bl ock 1
68.180. 228. 112 |Wnited Sates 147.237.77.216|dover . i df . i Unaut hori zed URL Access to ww i df . il/894-he B ock 1
205. 160. 241. 251 |Lnited Sates 147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Method —[[#0]][[#0]]1[[#0]] A¢ Bl ock 1
37.54.96. 72 Wkr ai ne 147. 237.77. 216 |dover . i df . i | \;Pjrwa?ztferl J‘{fm:f:t':;/' ggn'dt 4 ond sendt of 11 endL aspx Bl ock 1
157.55.39. 134 |lhited Sates 147.237.72. 166 [aka. i df . i | Uhknown Paraneter catid in aka.idf.il/giyus/|eshakot/default.asp |None 1
66.249. 65. 241 | srael 147.237.0.34 |tikshuv.idf.il m“: Ih E;r']jfdl éﬁ ff:ﬁ;j és‘; foruns. fr i frpr i it essage. aspx |2 K 1
198.58.102. 117 |lnited Sates 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/1294- he/ v i df . i | B ock
157.55. 2. 187 Lhited Sates 147.237.77.216|dover. i df . il D stributed Uhaut hori zed UR. Access on waww i df.il/error.htm Bl ock

68. 180. 230. 224 [Lhited Sates 147.237.76.31 |nakchal .idf.il ma:eaﬁ;nl'%‘i .\flc;lfi(i);nh:;ar?aell(\lr:gi. gspx Bl ock 1
205. 160. 241. 251|Lhited Sates 147.237.76.42 |refuah.idf.il Mal formed LRL B ock 1
176.13.11.39  [Israel 147.237.77. 234|hal ag. i df . i | ?4? ;y;.“t;fj2;27?;23;52%%/?‘:1??2‘:‘ f’;i . Bl ock 1
87.71.145.164 |[Israel 147.237.77.216|dover.idf .l Uhaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1
66.249.73.129 |[lIsrael 147.237.72. 156 |aman. i df . i | Uhaut hori zed LRL Access to |ist.ips.gov.il/robots.txt B ock 1
31.168.31.178 |[Israel 147.237.76.31 |nakchal .idf.il [Distributed PP Atenpt B ock 1
199. 30. 24. 99 Lhited Sates 147.237.77.216|dover. i df .il D stributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 1
157.55. 12. 75 Lhited Sates 147.237.77.216|dover. i df .i |l D stributed Uhaut hori zed UR. Access on www i df.il/error.htm Bl ock 1
77.38.32.182 Jovenia 147.237.77.216|dover . i df . il D stributed PHP Attenpt B ock 1
205. 160. 241. 251 |thited Sates 147.237.76.42 |refuah.idf.il NULL Character in Method —[[#0]1[[#0]]1[[#0]]A¢C B ock 1
65. 55. 210. 57 Lhited Sates 147.237.77.216|dover. i df .i |l D stributed Uhaut hori zed UR. Access on www i df.il/error.htm Bl ock 1
186. 101. 55. 178 |Ecuador 147.237.77.216|dover . i df . il Untraceabl e SSL Sessi ons: Qpen Mbde None 1
2.54.57.98 I srael 147.237.77.233|atal .idf .il Uhaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx |B ock 1
66.249.79.218 |lIsrael 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to 147.237.77. 74/ robots. txt B ock 1
31.168.31.178 |[Israel 147.237.76.31 |nakchal .idf.i|l |Wnauthorized UR. Access to nakhal .idf.il/xnrpc. php B ock 1
205. 160. 241. 251 |thited Sates 147.237.76.42 |refuah.idf.il Abnornal |y Long Header Line request header nane B ock 1
157.55.12. 78 Lhited Sates 147.237.77.216|dover. i df . il D stributed Uhaut hori zed UR. Access on www i df.il/error. htm Bl ock 1
77.38.32.182 Jovenia 147.237.77.216|dover . i df . il O stributed Lhaut hori zed URL Access on ww idf.il/xmrpc. php [B ock 1
205. 160. 241. 251 |thited Sates 147.237.76.42 |refuah.idf.il Lhknown HTTP Request Method —[[#0]1[[#0]1[[#0]]1A¢ in URL B ock 1
65.55.210.209 |Wiited Sates 147.237.77.216|dover. i df . il D stributed Uhaut hori zed UR. Access on www i df.il/error. htm Bl ock 1
192. 243, 55. 138 [Doni ni ca 147.237.77. 216 |dover . i df il [Shauthorized WAL Aecess to - aspx http: /i go. confsubmt |2 O 1
141. 212. 122. 160|lhited Sates 147.237.72. 166 |aka. i df . i | D stributed Unauthori zed URL Access on 147. 237. 72. 166/ B ock 1
66.249.79. 225 | srael 147.237.77.74 |lawidf.il ﬂ?}'tzg;”???ﬂ?p :‘;C;S;get/?i | esf O 310, pck B ock 1
37.54.96.72  |Ukraine 147. 237.77. 216 |dover . i df . i | b J‘{fm;fgsts/' o e sondiaf i end. s Bl ock 1
205. 160. 241. 251 |Lhited Sates 147.237.76.42 |refuah.idf.il Illegal Byte Qode Character in Header Nane B ock 1
157. 55. 39. 93 Lhited Sates 147.237.72. 166 |aka. i df . i | Distributed Unauthori zed URL Access on 147. 237.72. 166/ B ock 1
79.178.36.198 |Israel 147.237.77.216|dover . i df . i Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
207.46.13.37  |Uited Sates 147. 237.77. 216 |dover. i df . i | thauthori zed URL Access to Bl ock 1
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