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|Top Attackers | n DDoS- Def ence |

03-11-2016-23:04:06 to 03-12-2016-00:04:06

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3001
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets drop 3
185.94.111.1 147.237. 8. 28 e.nobil e-ks.idf.il B ock Wp Al Nets drop 1
208. 67. 1. 50 Lhited Sates 147.237.77. 234 hal ag.idf.il Bock Np Al Net drop 1
185.94.111.1 147.237.77. 74 lawidf.il Bl ock Udp All Nets dr op 1
208. 67. 1. 50 Lhited Sates 147. 237. 77. 243 nobi l . i df.il Block Np All Net drop 1

94. 102. 49. 206 Net her | ands 147.237.8. 14 e.orchot.idf.il B ock Np Al _Net drop 1
185. 130. 5. 201 147.237.0. 34 tikshuv.idf.il B ock_Udp Al _Nets drop 1
212. 143. 254. 66 | srael 147.237. 76. 86 navy.idf.il B ock Wp Al Nets drop 1
185. 130. 5. 201 147.237.72. 166 aka.idf.il Bl ock Udp All Nets drop 1




03-11-2016-23:04:06 to 03-12-2016-00:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |S gnature Devi ce Action |Oount
207. 232. 46. 209 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR B ock 11
176. 13. 10. 158 I srael 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 8
106. 120.173. 118 |China 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 4
37.26. 149. 204 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR B ock 4
65. 55. 210. 121 Lhited Sates 147.237.0. 34 tikshuv.idf.il |ClL000138: HITP. prefix 1.01 in the URL B ock 2
157. 55. 12. 66 Lhited Sates 147.237.0. 34 ti kshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR B ock 2
106. 120.173.102  [Chi na 147.237.76. 42 refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
31.184. 236. 22 Russian Federation [147.237.72.166 |aka.idf.il C1000016: HTTP. adnministrator in LR B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
66. 249. 65. 241 I srael 147.237.0. 34 ti kshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR B ock 1




03-11-2016-23:04:06 to 03-12-2016-00:04:06

|Top Attackers In |D|

Target Address ‘Attacker Qount ry ‘Ste

‘Signature

Federati on

195. 34. 150. 18 |147. 237. 77. 216 |Austria dover.idf.il |Tehila - Perl LWP with fake user agent 4
176.13.7. 106|147 237 77 233 sr el atal idh il ET DC5 Large anount of TCP ZeroWndow - Possibl e Nkiller2 DDos 5
attack
31.184. 195. 114 |147. 237. 76. 177 |55 & ncore.idf.il |ET SCAN Potential SSH Scan 1
Federati on
65. 98. 40. 74 147.237.72. 217 |Lhited Sates eidf.il ET SCAN Potential SSH Scan 1
61.182.170.38 [147.237.76.34 |China yohalan.idf.il |ET SCAN Potential SSH Scan 1
61.182.170.38 [147.237.76.30 |China hinush.idf.il |ET SCAN Potential SSH Scan 1
40.121.136.51 |147.237.72.156 |Lhited Sates aman.idf.il ET SCAN NVAP -sS wi ndow 2048 1
40.121.136.51 |147.237.72. 156 |Lhited Sates anan.idf.il ET SCAN NVAP -f -sS 1
31.184. 195. 114 |147. 237. 76. 197 gz:::tnl o e hinush.idf.il|ET SCAN Potential SSH Scan 1
185. 72. 179. 221 |147.237.0. 34 tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
91.228.126. 61 |147.237.72. 166 |Israel akaidf.il Tehila - Perl LWP with fake user agent 1
61.182.170.38 [147.237.76.42 |China refuah.idf.il |ET SCAN Potential SSH Scan 1
61.182.170.38 [147.237.76.31 |China nakchal .idf.il [ET SCAN Potential SSH Scan 1
42.159. 232. 168 |147. 237. 72. 217 |Chi na eidf.il ET SCAN Potential WNC Scan 5900- 5920 1
40.121.136.51 |[147.237.72.156|lhited Sates anan. i df.il ET SCAN NMAP -sS wi ndow 1024 1
31.184. 195. 114 |147. 237. 7. 234 | XSS &0 halag.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Devi ce

Country

Target Address ‘ Ste

‘Signature

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

‘Count

Ret ransm ssi on

Packet dropped.

24.141.99.249 [Canada 147. 237. 77. 216 |dover.i df . i | Ret r ansm ssi on Packet dr opped. drop 26
107. 167. 105. 210|Wnited Sates |147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 23
192. 243.55. 134 |Donini ca 147.237.77.74 |lawidi.il  [Bad TCP sequence SINAK retransmt with different Joonitor |15
W ndow scal e
- R SYNVACK retransmt wth different .
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence vi ndow scal e noni t or 15
Sreaning Engine: TQP Invalid i i SSi
109. 160. 143. 138|i srael 147.237.72. 166 |aka.i df . g =g nvalid segnent retransmssi on. drop 12
Ret r ansm ssi on Packet dropped.
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYNACK -> Ti meout rej ect 10
192. 243.55. 133 |Donmi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
- R SYNVACK retransmt wth different .
192. 243.55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence vi ndow scal e noni t or 9
192. 243.55.138 |Donini ca 147.237.77.74 |lawidi.il  [Bad TCP sequence SAK retransmt with different fooqiior s
W ndow scal e
Sreaning Engine: TGP Invalid i i ssi
5.29.56.112  |Israel 147.237.76. 200 |6 tan. aka. i df . i 9 =9 nval i d segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dr opped.
192. 243.55. 133 |Donini ca 147.237.77.74 |lawidi.il  [Bad TCP sequence SAK retransmt with different oo |7
W ndow scal e
79.176.109. 233 I srael 147.237.76.42 |refuahidf.il [Bad TOP sequence S retrensmt with different wndowl ooivor |7
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
176.13. 7. 106 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 7
192. 243. 55. 134 |Donmi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
176. 13. 7. 106 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
192. 243.55. 134 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence noni t or 6
192. 243.55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or 6
192. 243.55. 131 |Donini ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence SAK retransmt with different fooqivor 6
W ndow scal e
192. 243.55. 133 [Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
192.243.55.129 |Comini ca 147.237.77. 216 |dover.idf.i1 [Bad TOP sequence SINHAK retransmt with different foonior |6
W ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SYN drop
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop
Sreaning Engine: TGP Invalid ' i ssi
87.71.68.119  |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
192. 243.55.129 |Donini ca 147.237.77.74 |lawidfi.il  [Bad TCP sequence SIAK retransmt wth different oo o
W ndow scal e
Sreaning Engine: TGP Invalid ' i ssi
79.179.229.57  |israel 147. 237.72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 6
192.243.55. 137 |Cominica 147.237.77.74 |lawidf.il  |Bad TOP sequence SINHAK retransmt with different foonior |6
w ndow scal e
- o SYNWACK retransmt wth different .
192. 243.55. 131 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence wi ndow scal e noni t or 6
192.243.55.138 |Cominica 147.237.77. 216 |dover.idf.i1 [Bad TOP sequence SINHAK retransmt with different foonior |6
w ndow scal e
192. 243.55. 134 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect 6
46. 19. 85. 124 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 5
192. 243.55. 138 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber alert 5
192. 243.55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
- . . SYNPAXK retransmit with different .
192. 243.55. 135 |Domini ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence i ndow scal e noni t or 5
64.19. 78. 243 Uhited Sates |147.237.76.44 |e.refuah.idf.illGeo-| ocati on enfor cenent Geo-l ocat i on inbound enforcenent  |drop 5
192. 243.55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 5
192. 243. 55. 135 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber alert 4
192. 243.55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 4
- e SYNVACK retransmt wth different .
192. 243.55. 135 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence vi ndow scal e noni t or 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 4
46.19. 85. 214 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 4
91.200.12. 141  |lkrai ne 147.237.77. 216 |dover.idf.il |dr op SAMrul e drop 4
192. 243.55. 131 |Doni ni ca 147.237.77. 74 [lawidf.il drop First packet isn't SWN drop 4
Sreamng Engine: TCP Invalid i i ssi
109. 65.125.35  |Israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3




03-11-2016-23:04:06 to 03-12-2016-00:04:06

|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address [Site Sgnature Action ‘Count
2.54.158. 125 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 43
46.19. 85. 116 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock
79.182.126.41 |Israel 147.237.76.86 |[navy.idf.il PHP Attenpt Bl ock
131.253.25.228 [Wnited Sates 147.237.77. 216 |dover . i df . i | Distributed thaut horized URL Access on B ock 3
wwidf.il/error.htm
79.182.126.41 |[Israel 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to waw navy. i df.il/xmrpc. php B ock
192. 243. 55. 133 |Doni ni ca 147.237.77.216|dover . i df .i | Ml tipl e Unauthorized URL Access from 192. 243, 55. 133 Bl ock
131.253.25. 184 |Wnited Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed LR Access on B ock 2
wan i df.il/error. htm
. . . Uhaut hori zed URL Access to
31.168.31.178 |[Israel 147.237. 76. 147 [chi nuch. aka. i df . i | vaw chi nuch. aka. i df . i 1/ xir pc. php B ock 1
157.55.2.167  |ited Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut hori zed LR Access on B ock 1
wan i df.il/error. htm
93. 89. 41. 195 Nor way 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.i|/xmrpc. php B ock 1
. . Uhaut hori zed URL Access to
66.249.65.223  |Israel 147.237.77. 216 |dover. i df . il 147.237. 7. 216/ 1133- 19369- he/ i df gdover . aspx B ock 1
217.69.133.245 |Russian Federation [147.237.72.166|aka.idf.il Unhknown Par anet er 55594cf0 in aka.idf.il/giyus/ None 1
197.160.64. 11  |Egypt 147.237.77. 216 |dover . i df . i | Distributed thaut horized URL Access on B ock 1
wwidf.il/error.htm
Uhaut hori zed URL Access to
66. 249. 64. 61 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ shar ed/ cl i ent scri pt s/ j query. pl ugi ns/ j query. scr |Bl ock 1
olfolowjs
31.184.236.22 |Russian Federation [147.237.72.166|aka.idf.il Dstributed PHP At tenpt B ock 1
157.55.39. 112 |Uhited Sates 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ Bl ock
109. 67.188. 173 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
Uhaut hori zed URL Access to
66.249.65.241 |lsrael 147.237.0.34 |tikshuv.idf.il wan ti kshuv. i df . i1/ modul es/ f or uns. frnd f r isendnessage. asp |B ock 1
X
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to v i df.il/hebrew an. .. B ock 1
65.55.210. 109 |Wnited Sates 147.237.77. 216 |dover . i df . i | Distributed thaut horized URL Access on B ock 1
wwidf.il/error.htm
5.12.125.205  |Romani a 147.237.77. 176 |nat pash. i df . i | Distributed PHP Attenpt Bl ock 1
199.30.25.19  |wited Sates 147.237.77. 216 |dover . i df . i | Distributed thaut horized URL Access on B ock 1
wwidf.il/error.htm
. . Uhaut hori zed URL Access to
66.249.64.131 |lIsrael 147.237.72. 166 |aka. i df . i | 147. 237, 72. 166/ nai 1/ gi yus/ gener al . aspx B ock 1
31.184.236.22 |Russian Federation |[147.237.72.166|aka.idf.il Mil tipl e Unauthori zed URL Access from 31.184. 236. 22 Bl ock 1
172.56.18.254 |Uhited Sates 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
128.232.110. 28 |United Ki ngdom 147.237.72.167|i shuri maka. i df . il Unhaut hori zed URL Access to 147.237.72. 167/ B ock 1
68.180. 228. 112 |United Sates 147. 237.77. 216 |dover . i df . i | Paraneter Type \iolation PageNumin Bl ock 1
waw i df . i | /1393- en/ dover . aspx
192. 243. 55, 137 |Doni ni ca 147.237.77. 216 |dover.i df .i | Mil ti pl e Unhaut hori zed URL Access from 192. 243, 55, 137 B ock 1
65.55.210. 158 |Wnited Sates 147.237.77. 216 |dover . i df . i | Distributed Whaut horized LR Access on B ock 1
wwnidf.il/error. htm
. m ny- kosher - kravi . i .
141.212.122. 160|lhited Sates 147.237.0. 17 df il Uhaut hori zed URL Access to 147.237.0.17/ B ock 1
. . . O stributed Unaut hori zed URL Access on
5.12.125.205  |Romani a 147.237.77. 176 |nat pash. i df . i | vaw cogat . i df . i 1/ xmh ¥ pe. php Bl ock 1
. . Uhaut hori zed URL Access to
85. 65. 10. 160 I srael 147.237.77.234|hal ag. i df . il 147.237. 77, 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66.249. 64. 137 [Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
199.30.25.137 |Wnited Sates 147.237.77. 216 |dover . i df . i | Distributed thaut horized URL Access on B ock 1
wwidf.il/error.htm
31.184.236.22 |Russian Federation [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka.idf.il/wp-1ogin. php B ock 1
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover . i df .i | Ml tipl e Unauthorized URL Access from 192. 243, 55. 129 Bl ock 1
128.232.110. 28 |United Ki ngdom 147.237.77.19 [lawforumidf.il Uhaut hori zed URL Access to 147.237.77.19/ B ock 1
71.212.4.79 Lhited Sates 147.237.77. 216 |dover.i df .i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
194. 242. 103. 139|kr ai ne 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 64. 51 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt B ock 1
156. 204. 143. 134 147.237.77. 216 |dover . i df . i | Distributed Wnaut hori zed LR Access on Bl ock 1
wa i df.il/error. htm
31.168.31.178 |lsrael 147. 237.76. 147 |chi nuch. aka. i df . i | Dstributed PHP At enpt Bl ock
93. 89. 41. 195 Nor way 147.237.77. 216 |dover.i df .i | Dstributed PHP Attenpt B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 143 |Israel 147.237.72. 166 |aka. i df . il 147, 237. 72. 166/ rmi / smal i nd showbi g. aspx B ock 1
212.33.103. 9 g‘ijcis;i':('ja” Territory.y 47, 237. 77. 176 |mat pash. i df . i | Unaut hori zed URL Access to v cogat . i df . i|/894-ar Bl ock 1
38.111.147.88 [lnited Sates 147.237.77. 216 |dover.i df .i | Unhaut hori zed URL Access to www i df.il/894-he B ock
192. 243.55. 129 |Doni ni ca 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df.il/894-ar B ock
128.232.110. 28 |united K ngdom 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to 147.237.77.176/ B ock 1
. . Uhaut hori zed URL Access to
79.176.109. 233 |l srael 147.237.76.42 [refuah.idf.il 147, 237. 76, 42/ 1518- he/ r ef uah. aspx B ock 1
197.37.137.128 |Egypt 147.237.77.216|dover. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
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