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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 4001
8. 37.237.151 Lhited Sates 147.237.77. 216 dover.idf.il JIMPurple Con Limt _Htp dr op 6

8. 37.237.151 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Gon Htp drop 4
81.218. 65. 210 I srael 147.237.77. 216 dover.idf.il Block Udp All Nets drop 3
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock_ Udp Al _Nets drop 2
212. 143. 254. 66 | srael 147.237. 76. 86 navy.idf.il ock Wp Al _Nets drop 1
208. 67. 1. 50 Lhited Sates 147.237.76.176 test.ncore.idf.il |Block Np Al Net drop 1
208. 67. 1. 50 Lhited Sates 147.237.77.176 nat pash. i df . i | B ock Np Al Net dr op 1
182. 92. 223. 10 Chi na 147.237.77. 19 lawforumidf.il Bl ock Wp Al Nets drop 1
208. 67. 1. 50 Lhited Sates 147.237.77.178 e. nat pash. i df.il B ock Np Al _Net drop 1
208. 67. 1. 50 Lhited Sates 147.237. 72. 166 aka. idf.il B ock Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry |T get Address |Site |Sgnature Devi ce Action |Oount|
106. 120. 173. 118 [Chi na 147.237.77.216 |dover.idf.i| |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 5
193.200.80.26  |United Kingdom [147.237.76.86 |navy.idf.il |6134 HITP. SQ Injection Variabl e Declarati on Evasion B ock 4
70. 68.224.173  |Canada 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SELECT) B ock 4
152. 115. 70. 227 |Dennar k 147.237.76.42 |refuah.idf.il|6134: HITP. SQ Injection Variabl e Decl aration Evasi on Bl ock 4
197.35.28.141  |Egypt 147.237.77.216 |dover.idf.il |12026: HITP. LA C DoS Tool (Q\LY enabl e when under DoS attack) [B ock 3
23.91.70. 119 Lhited Sates 147.237.77.233 |atal .idf.i|l |[6134 HITP SQ Injection \Variabl e Decl aration Evasion B ock 3
2.54.149. 53 I srael 147.237.0.34 |ti kshuv. i df . i{C1000138: HTTP. prefix 1.01 in the UR B ock 2
151. 80. 44. 115 [italy 147.237.77.216 |dover.idf.il |CLO00074: HTTP. najestic bot B ock 2
177.185.192. 77 |Bazil 147.237.77.216 |dover.idf.il| |5670: HITP. SQ Injection (SEECT) B ock 2
123.126.113.80 |[China 147.237.72. 166 |aka.idf .il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 [Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |dover.i df.i| |Cl000071: HTTP: User Agent Sogou-+web+spi der Bl ock 1
23.91.70.119 Lhited Sates 147.237.77.233 |atal .idf.i| [9785 HITP. SQ Injection (Referer Header) B ock 1
106. 120. 173. 102 [Chi na 147.237.76.42 |refuah.idf.il|Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 65. 241 | srael 147.237.0.34  |ti kshuv. i df.i|C1000138: HTTP. prefix 1.01 in the URL Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

‘Ste

‘Signature

152. 115. 70. 227 [147. 237. 76. 42 |Denmar k refuah.idf.il|SQL I njection - Select Fom 12
193. 200. 80. 26 |147.237.76. 86 zi;gegom navy.idf.il [SQ Injection - Select From 8
23.91.70.119  |147.237.77.233|lhited Sates |atal.idf.il |SQ Injection - Select From 6
177.185. 192. 77 |147.237.77. 216 | azi | dover.idf.il [SQL Injection - Select From 5
195. 34. 150. 18 |147.237.77. 216 |Austria dover.idf.il [Tehila - Perl LWP with fake user agent 4
70. 68.224. 173 [147.237.77.74 |Canada lawidf.il |SQ Injection - Select From 3
66.249.93.121 [147.237.76.86 [lhited Sates |navy.idf.il |ET SCAN NVAP -sA (2) 2
190. 196. 178. 78 |147. 237. 77. 205 |Qhil e prisha.idf.il|ET SCAN NVAP -sS w ndow 3072 1
190.69. 119 22 1147 237 76.30 |col orbi a b vmsh i df | ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnections, Potenti al 1
Scan or Brute Force
174. 44. 245, 112 |147. 237. 72. 217 |Wited Sates [e.idf.il ET SCAN NVAP -sS wi ndow 4096 1
66. 240. 192. 138 |147. 237. 77. 205 |Lhited Sates |prisha.idf.il|ET SCAN Potential SSH Scan 1
190. 196. 178. 78 |147. 237. 77. 205 |Chil e prisha.idf.il|ET SCAN NVAP -sS w ndow 1024 1




03-11-2016-21:04:00 to 03-11-2016-22:04:00

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
212.116. 172. 230|I sr ael 147.237.76.42 |refuahidf.il  [Bad TOP sequence SWretransmt wth different —foonor a6
w ndow scal e
Sreaming Engine: TCP Invalid i i ssi
176.13.7.230  |israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. g 30
Ret ransn ssi on Packet dr opped.
176. 228. 26.32 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
s SWNretransnmit wth different .
213. 8. 204. 48 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence i ndow scal e monitor |13
192. 243.55. 134 |Doni ni ca 147.237.77.74 |lawidf il Bad TCP sequence SINWACK retransmt with monitor |12
di fferent w ndow scal e
- sl SYNWACK retransnmt with .
192. 243.55. 138 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence di fferent vi ndow scal @ monitor |10
192. 243.55.138 |Donini ca 147.237. 77. 216 |dover . i df . i Bad TCP sequence STNACK retransmt with monitor  [10
di fferent w ndow scal e
167.114. 156. 16 [Canada 147. 237. 77. 216 |dover.i df .i| SYN At t ack SYN -> SYN-ACK -> RST rej ect 9
. s SYN+ACXK retransmt with .
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence di fferent i ndow scal e nonitor |9
8.37.237.151 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 8
8.37.237.151 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 8
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber nonitor |8
192. 243.55. 134 |Doni ni ca 147.237.77. 74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject 7
192. 243. 55, 138 |Doni ni ca 147.237.77. 74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Tinmeout |reject 7
192. 243.55. 136 |Doni ni ca 147.237.77.74 |lawidf il Bad TCP sequence SINWACK retransmt with monitor |7
di fferent w ndow scal e
46. 19. 85. 248 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni tor |7
Sreanmng Engine: TCP Invalid i i ssi
85. 64. 0. 246 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
- . . SYNFACK retransnmit with .
192. 243.55. 135 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent i ndow scal e noni t or 6
. s SYN+ACXK retransmt with .
192. 243. 55. 135 [Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence di fferent i ndow scal e nonitor |6
Sreamng Engine: TCP Invalid i i ssi
46.19.86.231  |israel 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 6
Ret ransnm ssi on Packet dr opped.
84.228.15.232 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
109. 67. 226. 80 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 6
192. 243. 55. 138 |[Doni ni ca 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 6
192. 243. 55. 134 |Doni ni ca 147.237. 77. 216 [dover. i df .i Bad TCP sequence Inval id ACK nunber noni t or 6
192. 243.55. 138 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d ACGK nunber aert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |[lawidf.il Bad TCP sequence Inval id ACK nunber noni t or 6
192. 243. 55. 134 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d ACGK nunber monitor |6
176.13. 7. 230 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
. s SYN+ACK retransmt with .
192. 243. 55. 134 [Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence di fferent i ndow scal e nonitor |5
192. 243.55. 136 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or
192. 243.55. 138 |Doni ni ca 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval id ACK nunber noni t or
192. 243. 55. 138 |Doni ni ca 147. 237. 77. 216 [dover.i df . il SYN At tack SYN -> SYN-ACK -> Ti meout rej ect
- . . SYNFACK retransnmit with .
192. 243. 55. 137 |Domini ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent i ndow scal e noni t or 5
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence nonitor |4
46.43.08.13  |ASstinan Territoyg, ;37 77, 216 |dover. i df. i1 Bad TCP sequence SNretransmt wth different | oo g
Cccupi ed w ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence nonitor |4
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber nonitor |4
192. 243.55. 135 |Doni ni ca 147.237.77. 74 |lawidf.il drop First packet isn't SWN drop 4
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber aert 4
177.185.192. 77 |Brazil 147. 237. 77. 216 |dover.i df .i| drop SAMrule drop 4
46. 19. 85. 248 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber aert 4
Sreamng Engine: TCP Invalid i i ssi
79.181.242. 217 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. g 3
Ret ransn ssi on Packet dr opped.
192. 243.55. 135 |Doni ni ca 147.237.77. 74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Tineout |reject 3
192. 243. 55. 138 [Doni ni ca 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 3
Sreanming Engine: TCP Invalid i i ssi
178. 255. 215. 87 |France 147. 237. 76. 147 |chi nuch. aka. i df .| 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 37 I'srael 147. 237. 72. 166 |aka. i of . i 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
5.102.254.211 [Israel 147.237. 72. 166 |aka. i df . il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
2.52.11.5 I srael 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. | 3
Ret ransm ssi on Packet dr opped.
5.22.135.93 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber nonitor |3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 86. 57 | srael 147.237.0.19 |nadimatal .idf.il|{DOstributed Suspicious Response Code Bl ock 99
46.19. 86. 186 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 39
46.19. 86. 168 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 15
213.8.46.2 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uaut hori zed LRL Access from213. 8. 46. 2 Bl ock 6
80.246.136.72 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.111.70.3 I srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46. 19. 86. 57 | srael 147.237.0.19 |nadimatal .idf.il|Untraceabl e SSL Sessions: Qpen Mde None 2
79.183.110. 47 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
66. 249. 65. 224 |l srael 147.237.77.216|dover.i df .i | Dstributed Lhaut hori zed UR. Access on waww i df.il/error.htm B ock 2
. . O stributed Uhaut hori zed URL Access on
185. 120. 125. 18 147.237.76.42 |refuah.idf.il 147. 237,76, 42/ styl e shar ed/ reset . css B ock 1
. - Unaut hori zed URL Access to
66.249.64.111 |Israel 147.237.76.31 |nakchal .idf.il nakhal i . i 1/t enpl at es/ shar ed/ user cont rol s/ header pper / B ock 1
213.8.204. 12 I 'srael 147. 237. 76. 147 |chi nuch. aka. i df . i|PHP Attenpt Bl ock 1
- . D stributed Lhaut hori zed URL Access on
37.142.171.29 |[Israel 147.237.77.233|atal .idf.il 147, 237. 77. 233/ 1136- he/ at al . aspx B ock 1
109. 64. 82. 123 |l srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wwwi i df .il/894-en/i df gdover. aspx Bl ock 1
66. 249. 66. 29 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1406- he/ at al . aspx B ock 1
212.116. 172. 230]1 srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shared/ reset . css B ock 1
80. 82. 65. 82 Net her | ands 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wwwi i df .il/894-en/i df gdover. aspx Bl ock 1
66.249.64.131 |lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx |B ock 1
213.8.204. 12 I srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to wmu chi nuch. aka. i df.il/xmrpc. php B ock 1
40.77.167. 33 Lhited Sates |147.237.77.216|dover.idf .il Dstributed Lhaut hori zed URL Access on waw idf.il/error.htm Bl ock 1
109. 67. 139. 13 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
68.180.228.112 |lhited Sates [147.237.77.216|dover.idf.il Paraneter Type Miol ation PageNumin wwwyidf.il/1115-ar/dover.aspx  |B ock 1
. . Unhaut hori zed URL Access to
66. 249. 65.223  |Israel 147.237.77. 216 [dover. i df . il 147, 237. 77. 216/ 1133- 20581- he/ dover . aspx B ock 1
- . D stributed Lhaut hori zed URL Access on
213.8.204.48  |Israel 147.237.77.233atal .idf . il 147, 237. 77. 233/ 1136- he/ at al . aspx Bl ock 1
’ . . Unhaut hori zed URL Access to
40.77. 167. 82 Wited Sates |147.237.77.216|dover.idf.il vou i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper/ B ock 1
141.212.122. 160|thited Sates |147.237.77.216dover.idf .il Distributed Unauthorized URL Access on 147.237.77. 216/ B ock 1
] . - Unaut hori zed URL Access to
68.180.228.175 [Wited Sates |147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994~ 9236- he/ r ef uah. aspx B ock 1
65.55.210.173 |lnited Sates |147.237.77.216|dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
213.8.46.2 I srael 147.237.72. 166 [aka. i df . i | Unhaut hori zed Method CPTI ONS for wan aka. i df.il/ B ock 1
146.94.254.34 |lhited Sates [147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
68. 180. 230. 226 |Whited Sates 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
66.249. 64. 106 [l srael 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/page. asp B ock 1
213.8.46.2 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to waw aka.idf.il/sip storage/files/ 1 Bl ock 1
] . . Distributed Lhaut hori zed URL Access on
98.172.52.57  |lhited Sates |147.237.77.216 [dover.idf.il vaw i i |/ 894- en/ i dff gdover . aspx B ock 1
- . Unaut hori zed URL Access to
66.249. 65.224 |Israel 147.237.77. 216 |dover . i df . i | v i df i1/ consol e/ cor ef doc._ngr/ nte. st c= B ock 1
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