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03-11-2016-18:04:08 to 03-11-2016-19:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address  |[Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77. 216 dover.idf.il |DOS- Tool - Swi t chbl adG dest - r eset 3450
0.0.0.0 147.237.77. 216 dover.idf.il |HITP Page Fl ood Attack forward 2
185.94.111.1 147.237.0. 200 ndu.idf.il ock Wdp Al Nets dr op 1
54.72.182. 187 I'rel and 147. 237.77. 216 dover.idf.il |Bock Wdp Al Nets drop 1

193. 242. 218. 6 Sntzerl and 147.237.77. 216 dover.idf.il |Block Udp All Nets drop 1

141. 212. 122. 130 Lhited Sates 147. 237. 72. 166 aka.idf.il Block Wdp All Nets drop 1




03-11-2016-18:04:08 to 03-11-2016-19:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address ‘Sgnature Devi ce Action |Count
109. 253. 216. 46 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 4
66. 249. 65. 234 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
157. 55. 39. 172 Lhited Sates 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
207. 46.13. 70 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP:. User Agent Sogou+web+spi der B ock 1




03-11-2016-18:04:08 to 03-11-2016-19:04:08

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|9te |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 3
66.249. 64. 159  |147.237.77. 226 |Lhited Sates wowv chanat z. aka. i df.il [ET SCAN NVAP -sA (2) 2
181.214.92. 181 |147.237.77.121|Cile e.navy.idf.il ET SCAN Potential SSH Scan 1
181.214.92. 181 |147.237.76.31 |Gile nakchal . i df il ET SCAN Potential SSH Scan 1
173.59. 115. 226 |147.237.77. 226 |Lhited Sates wawe chanat z. aka. i df .i | [ET SCAN NVAP -sS wi ndow 1024 1
94.102.48.194 |147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
61.178.42.242 |147.237.0.33 |[China idf.il ET SCAN Potential SSH Scan 1
193. 105. 134. 220|147. 237.76. 31 |Sweden nakchal . i df . i1 ET SCAN NMAP -sS wi ndow 1024 1
188. 127. 231. 136|147. 237. 76. 39 ?éjj;’}m nobile.neitav.idf.il  |[ET SCAN NVAP -sS wi ndow 1024 1
181.214. 92. 181 |147.237.76. 177 |Qiile ncore.idf.il ET SCAN Potential SSH Scan 1
176.13. 8. 254 147 237 77 233|158l atal idh il ET DOS Large anount of TCP Zer oWndow - Possible Niller2 1
DDos attack
94.102.48.194 [147.237.0.33 |Netherlands idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220|147. 237.76. 30 |Sweden hi nush. i df . il ET SCAN NMAP -sS wi ndow 1024 1




03-11-2016-18:04:08 to 03-11-2016-19:04:08

|Top Attackers In FW |

‘Attacker Qount ry Target Address |Ste Signature
91.121.73.72 |France 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 392
91.121.73.72 |Fance 147.237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYNACK -> Ti meout rej ect 307
91.121.73.72 |France 147. 237. 76. 147 |chi nuch. aka. i df . i I[SYN At t ack rej ect 236
91.121.73.72 |France 147. 237. 72. 156 |anan. i df . i | SYN At t ack rej ect 169
91.121.73.72 |France 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN - > SYN-ACK -> RST rej ect 52
91.121.73.72 |France 147. 237. 72. 156 |anan. i of . i | SYN At t ack SYN - > SYN-ACK -> RST rej ect 32
192. 243. 55. 129 |Doni ni ca 147. 237. 77. 216 |dover i df i Bad TCP sequence ﬂ;ﬁ;{ﬁ;ggﬁ?&?th moni tor |20
192. 243. 55. 135 | Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wﬁﬁgggﬂggth moni tor |17
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidi. il Bad TCP sequence ﬂ;ﬁ;{ﬁ;ggﬁ?&?th moni tor |15
192. 243. 55. 131 |Domi ni ca 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid AGK nunber noni t or 14
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf il Bad TCP sequence wﬁtrj\;;ggzz&?th moni tor (14
192. 243. 55. 137 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
192. 243. 55. 131 |Doni ni ca 147. 237.77. 216 |dover i df .1 | Bad TCP sequence ;ﬂ?ﬁ;f\;;ggﬁl‘%gth moni tor (13
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.i df .i | Bad TCP sequence ﬂﬁtr:ﬁt;ggzl;:”h moni tor |12
192. 243. 55. 129 |Donm ni ca 147.237.77. 216 |dover.idf.il Bad TCP seqguence Invalid ACK nunber noni t or 11
192. 243. 55. 133 |Doni ni ca 147. 237. 77. 216 |dover.i df . i Bad TCP sequence I'nvali d ACK nunber monitor |11
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
176. 67. 100. 97 g‘;’cisgiig&a“ Territoryts 47, 237.77. 176 |natpash. icf. il |drop First packet isn't SN dr op 11
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence ﬂﬁtr:ﬁt;ggzl;:”h moni tor |11
79.172.193.32 |Hungary 147.237.77. 216 |dover. i df . Streamng Engine: TCP Inval id Jinvalid segnent retransmssion drop 10
Ret r ansni ssi on Packet dropped.
46. 19. 85. 76 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
176.13.8.254 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid AGK nunber noni t or 10
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf il Bad TCP sequence wﬁtrj\;;ggz?&?th monitor |10
192. 243. 55. 135 |Doni ni ca 147. 237. 77. 216 |dover i df i Bad TCP sequence ﬂ;ﬂfnra;ﬁ;gﬂgth monitor |10
79. 180. 226. 254 |I srael 147.237. 72. 166 |aka. i df .| Streaning Engi ne: TCP Invalid Jinvalid segnent retransnissi on drop 9
Ret r ansni ssi on Packet dropped.
192. 243 55. 133 |Doni ni ca 147.237.77. 216 |dover i df .i Bad TCP sequence ﬂ;‘gﬁ;ﬁ:ﬁgﬁ?&gth moni tor |9
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf il Bad TCP sequence wﬁtrj\;;ggz?&?th moni tor  [9
192. 243. 55. 133 [Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
46. 19. 85. 63 I srael 147.237. 77. 216 [dover.i df i Bad TCP sequence Invalid AGK nunber noni t or 9
192. 243. 55. 131 |Doni ni ca 147. 237. 77. 216 |dover. i df . i SYN At t ack SYN -> SYN-ACK -> Tinmeout  |reject 9
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout  |reject 9
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 9
192. 243. 55. 137 |Doni ni ca 147. 237. 77. 216 |dover. i df . i Bad TCP sequence I'nvali d ACK nunber monitor (9
192. 243. 55. 133 [Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 9
149.78.238.85 |Israel 147.237.77. 243 |rwvi e i i1 |1 S NG Engine: TP Invalid invalid segnent retransmssi on drop 9
Ret r ansni ssi on Packet dropped.
192. 243. 55. 129 |Doni ni ca 147. 237. 77. 216 |dover.i df .i SYN At tack SYN -> SYN-ACK -> Timeout |reject 9
192. 243. 55. 137 |Domi ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 9
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber alert 9
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Timeout |reject 9
192. 243. 55. 133 |Domi ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 8
192. 243. 55. 133 |Doni ni ca 147.237. 77. 216 [dover. i df i Bad TCP sequence Inval i d ACK nunber alert 8
82.80.131.69 |l srael 147.237.72. 166 |aka i of .i | SYN At t ack SYN -> SYN-ACK -> RST rej ect 8
176.13.8.254 |[Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 8
141.0.15.235  |Nor way 147. 237. 77. 216 |dover . i df .i | SYN At tack SYN - > SYN-ACK -> RST rej ect 8
192. 243. 55. 137 |Doni ni ca 147. 237. 77. 216 |dover.i df .i SYN At tack SYN -> SYN-ACK -> Timeout |reject 8
192. 243. 55. 136 |Domi ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 8
192. 243. 55. 137 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber alert 8
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
192. 243. 55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
192. 243. 55. 135 |Doni ni ca 147.237.77.74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry Target Address |[Site Sgnature Action ‘Count
89. 139. 225. 150 |l srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 100
. . Ml ti pl e Uhaut hori zed Method for Known URL from
46.121.123.29 |[Israel 147.237.72. 166 |aka. i df . i | 46. 121. 123. 29 Bl ock 6
156. 199. 128. 63 147.237.77.216|dover . i df . i | D stributed Uhaut hori zed URL Access on wawidf.il/error.htm |B ock 6
109. 186. 180. 239l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 149 I srael 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 3
41.42.151. 49 Egypt 147.237.77.216|dover.idf . il D stributed Unhauthori zed LRL Access on wan idf.il/error.htm |B ock 3
109. 65. 132. 170 |l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
: . . Unaut hori zed URL Access to
72.9.148. 10 Lhited Sates 147.237.76.86 |navy.idf.il v navy. i df i |/ 994- 8613- he/ navy. aspx. aspx Bl ock 2
2.54.159.250  |israel 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation Sear chifext in B ock 2
wan i df . i | / 1065- he/ dover . aspx
. . Unaut hori zed URL Access to
87.70. 100. 14 I srael 147.237.77. 216 |dover. i df . i | v i 1/ hi mush/ si t ef he/ hi mush. asp Bl ock 2
2.54.172.108 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66. 249. 64. 18 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
157. 55. 39. 65 Lhited Sates 147.237.77. 216 |dover.idf . il Abnornal |y Long Request URL B ock 1
37.26.146.220 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
: . . Unaut hori zed URL Access to
68.180.228. 175 |lhited Sates 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah. aspx Bl ock 1
46. 19. 85. 100 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
. . . Unaut hori zed URL Access to
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf .i | v i df . i |/ nevsi e/ engl 1 s/ docurent s. asp B ock 1
137.226.113.7 |Germany 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to 147.237.77. 216/ B ock 1
89. 139. 225. 150 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
. . Unaut hori zed URL Access to
66.249. 65.223 |l srael 147.237.77. 216 |dover.idf . il 147. 237.77. 216/ 1133- 17802- he/ dover . aspx Bl ock 1
. . Uhaut hori zed URL Access to
37.46.37.39 I srael 147.237.77.233atal .idf . il 147, 237.77. 233/ 1133- he/ at al . aspx Bl ock 1
165.111.3.148 |lnited Sates 147.237.77. 216 |dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
199. 16. 191. 212 |Uhited Sates 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: C(pen Mode None 1
141.212. 122. 160|Uhited Sates 147.237.72. 167 |i shuri maka. i df . ifunaut hori zed URL Access to 147.237.72. 167/ B ock 1
89. 247. 35. 98 Ger many 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/hebrew an B ock 1
66. 249. 66. 29 I srael 147.237.77.233|atal .idf.il D stributed Wauthori zed URL Access on 147.237.77. 233/ B ock 1
37.142.68.1 I srael 147.237.77. 176 [mat pash. i df . il  |PHP Attenpt Bl ock 1
. . . Unaut hori zed URL Access to
192. 243. 55. 129 |Doni ni ca 147.237.77.216|dover. i df . il ww i o i |/ at al 1/ zkor/ vi ew t ext . asp Bl ock 1
112.196. 144. 76 |India 147.237.77. 216 |dover . i df . i | Ostributed PHP Attenpt B ock 1
. ] Unaut hori zed URL Access to
213.57.199.12 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Unaut hori zed URL Access to
46.116.2.3 | srael 147.237.72. 166 |aka. i df . i | i aka. i df i1/ nai v/ sachar / undef i ned B ock 1
141.212. 122. 160|Uhited Sates 147.237.77.233|atal .idf.il D stributed Wauthorized URL Access on 147.237.77. 233/ B ock 1
93.184. 10. 27 z'cf;i'géa” Territory, 147, 237.77. 216 [dover . i df . i | Ostributed PHP At enpt B ock 1
66.249.83.161 |lsrael 147.237.77. 216 |dover.i df .i | D stributed Lhaut hori zed URL Access on waw idf.il/error.htm |B ock 1
37.142.68.1 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df.il/xnmrpc. php B ock 1
- . . Unaut hori zed URL Access to
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover . i df . i | Wi df i |/t enpl at es/ shar ed/ user cont r ol s/ header upper B ock 1
112.196. 144. 76 |india 147.237.77. 216 |dover. i df . i | Unaut hori zed URL Access to www idf.il/xnrpc. php B ock 1
89.139.133.85 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: Cpen Mvde None 1
37.26.146.220 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
Pal estinian Territory, . ] Unaut hori zed URL Access to
93.184.10.27 |y i ed 147.237.77. 216 |dover.idf .il v i df i | / 1086- 23170- he/ phot o- gal | ery. php Bl ock 1
68. 180. 228. 112 |lhited Sates 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw i df.il/newsite/ Bl ock 1
192. 243.55. 137 |Doni ni ca 147.237.77.216|dover. i df . il Mil tiple Unauthorized URL Access from 192. 243. 55. 137 B ock 1
128.84.124.34 |liited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
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