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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

| site

|Signature

|Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3139
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 3
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il B ock Wp Al Nets dr op 2
89. 248. 167. 162 Net her | ands 147.237.0. 16 ny- kosher-kravi .idf.il B ock Wp Al Nets drop 1




03-11-2016-15:04:04 to 03-11-2016-16:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qountry |Target Addr ess |Site Sgnature Devi ce Action |Count |
87.71.100. 76 I srael 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 7
109. 65. 11. 200 I srael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 4
109. 67. 144. 115 |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 4
10.0.0.3 147.237.0.34  |tikshuv.idf.il C1000138: HITP. prefix 1.01 in the LR B ock 3
77.125.107.136 |lIsrael 147.237.0. 34 tikshuv.idf.il C1000138: HITP. prefix 1.01 in the URL B ock 2
109. 253.134.36 |Israel 147.237.0. 34 tikshuv.idf.il C1000138: HTTP. prefix 1.01 in the URL B ock 2
173.208.136. 170 |Lhited Sates 147.237.72.166 |aka.idf.il CL000016: HTTP. adninistrator in UR Bl ock 1
188. 165. 15. 223  |France 147.237.77.226 |wwv chamat z. aka. i df . i | C1000146: HTTP. AhrefBot craw er B ock 1
191. 236. 119. 223 |Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il |0947: HTTP. test-cgi Access B ock 1
106. 38. 241. 106  |Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spider  |B ock 1
191. 236. 119. 223 |thited Sates 147.237.0. 19 nmadi matal .idf.il 0947: HITP. test-cgi Access B ock 1
106. 38.241. 106  |Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126.113.80 |China 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spider  |B ock 1
191. 236. 119. 223 |Lhited Sates 147.237.0. 34 tikshuv.idf.il 0947: HITP. test-cgi Access B ock 1
106. 120. 173. 102 |Chi na 147.237.76.42 |refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
- ET DC5 Large anmount of TCP ZeroWndow - Possible Nciller2

109. 253. 132. 158(147. 237. 76. 42 |l srael refuah.idf.il 1
DDos attack

88.249.106. 23 |147.237.77. 226 |Turkey waw chanat z. aka. i df .i 1 [ET SCAN NVAP -sS w ndow 1024 1

194. 0. 129. 99 147.237.0.34 |Romani a tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1

, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

189. 218.48.7 147.237.76. 34 |Mexi co yohal an.idf.il . 1
Potential Scan or Brute Force

93.189. 26. 18 147.237.77. 226 |Austria v chanat z. aka. i df . il [ET SCAN NVAP -sS wi ndow 1024 1

82.117. 208. 243 |147.237.8. 46 e.chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1

193. 201. 227.57 |147.237.0.33 |Wraine idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
reamn ine: TCP Invali i i ssi
79.179. 148. 217 |Israel 147. 237. 76. 147 |chi nuch. aka. i o 1S S NG Engi nex TCP Invalid - invalid segnent retransmssi on. drop 57
Ret r ansni ssi on Packet dropped.
93.172.183.61 |lsrael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 38
134. 196. 163. 223|Thai | and 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
Sreamng Engine: TCP Invalid i i ssi
79.183.16.13  |israel 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
2.52.182.219 I srael 147.237.77. 233 |atal .idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 10
5.29.49.229  [Israel 147.237.77. 233 |atal i of i Bad TCP sequence S retransmt with different monitor |8
w ndow scal e
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
197.45.34.91  |Egypt 147. 237. 77. 216 |dover. i df . Bad TCP sequence SNHAXK retransmt with different | oo g
w ndow scal e
79.181.37.206 |lsrael 147.237.72. 156 |anan. i df .il SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect 6
Sreaming Engine: TGP Invalid i i ssi
79.177.219.175 |Israel 147.237.77. 243 |nobil e.i of . 9 =g Invalid segment retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
197.45.34.91 Egypt 147.237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 6
2.52.182.219 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 5
2.52.182.219 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
2.52.182.219 | srael 147.237.77.233|atal .idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 5
185. 3. 146. 39 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber noni t or 5
46.117.80.182 [Israel 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber nonitor |4
84.109. 125. 50 | srael 147.237.72. 156 |anan. i df . il dr op Frst packet isn't SN drop 4
41.235.94.139 |Egypt 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
41.238.243.41  |Egypt 147. 237. 77. 216 |dover. i df . Bad TCP sequence SINHAX retransmt with different | oo |y
w ndow scal e
41.234.76.28 Egypt 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
149.78.69. 146 |l srael 147.237.72. 167 |ishurimaka.idf .il|]SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 4
41.234.76.28  |Egypt 147. 237. 77. 216 |dover . i df .1 Bad TOP sequence SINHAX retransmt with different | oo |y
w ndow scal e
89.138. 5. 185 | srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 4
2.54.190.75 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 4
5.29. 49. 229 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
41.238.243.41 |Egypt 147.237. 77. 216 |dover.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 4
85. 250. 147.45 |l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 3
Sreamng Engine: TCP Invalid i i ssi
109. 65. 6.236 |l srael 147. 237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46. 19. 86. 62 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182.56.252 | srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
85.64. 17. 38 I srael 147.237. 77. 216 |dover.i df .il SYN Att ack SYN -> SYN-ACK -> RST rej ect 3
Russi an . .. |Streaming Bngine: TCP Invalid |invalid segnent retransnission.
130.193.51.91 | C o 147. 237. 76. 200 |ei tan. aka. i df .i | Ret 1 ansii Ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i ssi
185.3.147.185 |israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
reanmn ine: TCP Invali i i ssi
79.178.56.70 |l srael 147.237.72. 166 |aka.i df . i Streamng Engi ne: TCP alid  finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dropped.
93.172. 165. 189 |l srael 147.237. 72. 156 |anan. i df .i drop First packet isn't SYN drop 3
reaming BEngine: TCP Invali i i ssi
109. 65. 145. 145 || srael 147.237.72. 166 |aka.i df . Streamng Engine: TCP Invalid invalid segnent retransmssi on drop 3
Ret r ansmi ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
79.182. 144. 152 i srael 147. 237.72. 166 |aka i of .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
5.22.135. 116 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.179.24.217  |israel 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
84.228.227.37 |israel 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109. 67. 144. 115 |l srael 147. 237.72. 166 |aka i df . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2. 54. 186. 50 I srael 147.237.72. 166 |aka.i df . i 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
41.235.94.139 |Egypt 147.237.77. 216 |dover.i df .i | SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect 3
Sreaming Engine: TGP Invalid i i ssi
37.26.149.216 |Israel 147.237.72. 166 |aka. i df . 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
Russi an ) .. |Streaming Engine: TCQP Invalid |invalid segment retransmission.
141. 8. 142. 33 erat i on 147. 237. 76. 200 |ei tan. aka. i df .i | Ret 1 ansii ssi on Packet dr opped. drop 3
Sreaming Engine: TGP Invalid i i ssi
185.32.179.89 | srael 147. 237. 77. 243 |nobi 1 e. i of . i 9 =9 Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
5. 29. 49. 229 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber alert 3
Sreamng Engine: TCP Invalid i i ssi
109. 64. 149. 193 |Israel 147.237.72. 166 |aka. i of . i | 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
46.19.85.194  |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. |4 3
Ret r ansmi ssi on Packet dropped.
66.249.93. 142 |lhited Sates 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 85. 116 I srael 147.237.0.19 |[nadimatal .idf.il |Dstributed Suspicious Response Code B ock 27
2.54. 53, 151 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code Bock |3
80.246.136.58 |[Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
84.111. 38. 50 | srael 147.237.72. 166 |aka. i df . i | Mul tiple Unknown HTTP Request Method from 84. 111. 38. 50 B ock 2
84.111. 38.50 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Abnormal |y Long Header Line from84. 111. 38. 50 Bock |2
89.138.104.99 [Israel 147.237.0.19 |[madimatal .idf.il |Dstributed Suspicious Response Code B ock 2
84.111. 38. 50 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Abnormal |y Long Request from 84.111. 38.50 Bl ock 2
. . Uhtraceabl e SS. Sessions: Protocol violation
84.111. 38.50 I 'srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 2
84.111. 38.50 I srael 147.237.72. 166 [aka. i df . i | Mil tiple Ml formed HTTP Header Line from 84.111. 38.50 B ock 2
. . . D stributed Lhaut hori zed URL Access on
149.78.169. 208 |l srael 147.237.0.19  nadi matal.idf.il nadi matal .idf.il/shared aj ax/ updat enakat qaunti ty. aspx Bl ock 2
84.111. 38. 50 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Code Character in Header Nane from84.111.38.50 |[B ock 2
84.111. 38. 50 I srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qxde Character in URL Bl ock 2
84.111. 38.50 I srael 147.237.72. 166 |aka. i df . i | Ml tiple Milformed URL from 84.111. 38. 50 Bock |2
84.111. 38. 50 I srael 147.237.72. 166 [aka. i df . i | Mitiple I1legal Byte Gode Character in Header Val ue from84.111.38.50 |B ock 2
84.111. 38.50 | srael 147.237.72. 166 |aka. i df . i | Mil tiple NUL Character in Header Nane from 84.111.38.50 B ock 2
84.111. 38.50 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from84. 111. 38. 50 Bock |2
. . Unhaut hori zed URL Access to
103. 237. 74. 198 [Hong Kong |[147.237.77.176|mat pash. i df . i | Wi cogat . i df .11/ shar ed/ user cont r ol s/ header upper / B ock 1
84.111. 38. 50 | srael 147.237.72. 166 |aka. i df . i | I1legal Byte Qde Character in Header Val ue B ock 1
79.177.219.175 [israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 1
85. 64. 26. 254 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
194.153.113. 13 |Ger many 147.237.77.216|dover. i df . il Lhaut hori zed URL Access to 147.237.77.216/robots. t xt B ock 1
84.111. 38. 50 I srael 147.237.72. 166 [aka. i df . i | Abnormal |y Long Header Line request header nane B ock 1
84.111. 38. 50 I srael 147.237.72. 166 |aka. i df . i | Lhknown HTTP Request Method SOJT Hop/ [[#2]] in URL #{[#8]]74j[[#0]1f. |HB ock 1
. . D stributed Lhaut hori zed URL Access on
66. 249. 64. 143 I srael 147.237.72.166 [aka. i df . i | 147.237. 72. 166/ gi yus/ f or uni asp/ showf or um asp Bl ock !
5.29. 49. 229 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx B ock
84.111. 38. 50 | srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal HITP \ersion from84. 111. 38. 50 B ock
. - . Unhaut hori zed URL Access to
109. 253. 205. 138|l srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . | 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1071 Bock |1
84.111. 38.50 I srael 147.237.72. 166 [aka. i df . i | I1l1egal Byte Gode Character in Method SO/l Hop/ [[#2]] B ock 1
Unknown Par anet er
79.180.135.62 |[Israel 147.237.72. 166 [aka. i df . i | ct100$ct | 00$cphMai n$TochenPl acetbl der $bt nAt udaPrint in None 1
wan aka. i df . i |/ nai n/ gi yus/ at uda/ asnacht a. aspx
87.97.9.51 Hungary 147.237.77.216|dover . i df . il Unaut hori zed URL Access to waw i df . il/navy/ Bock |1
NULL Character in Header Nane at
€308+6A1 Q DU¥D73U, 1 #012—¢@B* [ [ #31] ] eSEZ* NBC¢+=Xi 4AW [ #21] ][ [
#8] 1 ZUFYAXG\ ~e U [ [#6] 1] _21 AAci [ [ #30] ] &8! Di wee[ [ #28] ] @0 | %e[ [ #18
84.111. 38.50 I srael 147.237.72. 166 |aka. i df . i | 11ki sAglnéa[ [ #6]] A, @i +safi2 @ [#29] ] \f, bn[ [#24] ] u#k, ¢! A [#3]] YC |Block |1
n [ #30] ] «xEUBt 6[ [ #11] ] O [ » $+! %[ #28] ] EZDX [ [#20] ] *3*N ) >11<ie»[[#28
1]1#011z42 pa~La* USESBGH AF[ #4]]) { «™012 , 6piie] [ #8] ] xPhu[ [ #2]] £63 2|
[#18] 1% [ #1]1] col [ #25] 1208 Ve ndakES d [ #29] ] x[ [#2]]. 1, ; mkXhu! Vo] ¥4
Pal esti ni an
46. 60. 93. 160 Territory, 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
Qccupi ed
207. 46. 13. 95 Uited Sates |147.237.77.233|atal .idf.il Abnornal |y Long Request URL B ock 1
93.172.183.61 | srael 147. 237.72. 166 |aka. i df . i | Wnknown Farameter __\ EVSTATEENCRYPTED | n None |1
wa aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
84.111. 38. 50 I srael 147.237.72. 166 [aka. i df . i | Abnornal |y Long Request request version B ock 1
’ . . Unaut hori zed URL Access to
68.180. 226. 102 [Uhited Sates |147. 237.77. 234 (hal ag. i df . i v | ogistics. atal .idf.il/tenpl ates/shared/ usercontrol s/ header upper/ Bl ock !
. . . . |Paraneter Type M ol ation ctl 00$Cont ent A acetbl der 1t xt Password in
37.142.64. 26 I srael 147.237.76.39 |nobile. neitav.idf.i nobi | e. nei tay. i of i |/t enpl at es/ | ogi n. aspx Bock |1
Il1egal HITP Version «i1& ¥
108« x02 [ [#27]] *Cap[ [#2]]) M U®UZ- Wo>f* WABEF} OYet &GPUE] 7<s
132 Qr[[#19] [ [[#8]] YA6[ [#7] ] hbmi F] <oy [ [#16] ] eSU [[#17]]°; 11 Y¥&A "[[#2
4]1[[#20]]i xI [ [#5] ] EnS[ [ #7] ] Z 6H 5%\ Fgcl] [ #31] ] [ [ #5] | 1FaG8[ [ #7] ] pwW
. . oo UU[ [ #30] ] " elUZoF»BROB! “[[#7]] O+W [ #0]] —uze <yAD> UE; , - #x[ [ #21]
84.111.38.50  |Israel 147.237.72. 166 |aka. i df . i | 1O[1#2]] ~={ [ #11] 11 bgrut * Ee[ [ #16]] -, c[ [ [ #19]] "} ¥AAe[ [ #18] ] ® cOr1 - B oK |2
&1 A FK' ! «! @ g Rt HRE™D+ AZEYSTEG™ 6 [ #29] 1 [ [#26]] ., E N [#26] ] $ub
»JCH [#17] ] - YA Xoaa
NE@OQ [ #22] ]t +P; A | E++aNA¥%ve @« 1 [ [#5]] Zf, Z81; WuBPL" OLA" nG
AFTPV[ [ #29]] au
79.182. 246. 241 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
87.109.169.43 |Saudi Arabia |[147.237.77.216|dover.idf.il Lhaut hori zed URL Access to wawidf.il/arr/ Bl ock 1
. . NULL Character in Method
84.111.38.50 I sr ael 147.237.72. 166 [aka. i df . i | Ay ™ot o] [ #22]] 0L [ #2]] [ [ #8]] TcR n[ [ #0] ] A% M 4 Block |1
46.117.80.182 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517-he/ at al . aspx Bock |1
213.151. 36. 128 |l srael 147.237.77.216|dover. i df . il D stributed Whaut hori zed URL Access on v i df.il/https: /v idf.il/ B ock 1
94. 230. 93. 32 I srael 147.237.77.216|dover.idf .il D stributed Unaut hori zed LRL Access on wanidf.il/error. htm B ock 1
_ m ny- kosher - kr av _
74.82.47.4 Lhited Sates |147.237.0. 17 i idfil Unaut hori zed URL Access to 147.237.0.17/ Bl ock 1
. . SS. Lhtraceabl e Gonnection - Protocol violation
84.111. 38.50 I srael 147.237.77.216|dover . i df . i (SSL._CONN APPLI CATI ON DATA EXCHANGE) None 1
37.142.68.112 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to waw aka. i df.il/nai n/sachar. aspx Bl ock 1
84.111.38.50 I 'srael 147.237.72. 166 |aka. i df . i | Mil forned HTTP Header Line 22 Bl ock 1
_ ny- kosher - kravi . i ,
184. 105. 139. 68 |lhited Sates |147.237.0. 16 df il Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
79.183.52.203 |Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to waw idf.il/https:/wanidf.il/ B ock 1

03-11-2016-15:04:04 to 03-11-2016-16:04:04




