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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3025
82. 145, 218. 105 Eur ope 147.237.77. 216 dover.idf.il Bl ock | p_ Vb In dr op 10
125. 26. 17. 253 Thai | and 147.237.77. 226 wwn chanat z. aka. i df . i | JLM Under Attack Con_Tcp drop 2
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack f orward 2
204. 42. 253. 2 Lhited Sates 147.237.77. 235 sviva.idf.il B ock Np Al _Net drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Ulp Al _Nets drop 2
204. 42. 253. 2 Lhited Sates 147.237.77. 234 hal ag.i df .il B ock Np Al Net dr op 2
89. 248. 167. 162 Net her | ands 147.237.77. 226 vy chanat z. aka. i df . i | Bl ock_Udp All _Nets dr op 1
180. 97. 31. 70 Chi na 147.237.0. 34 tikshuv.idf.il Invalid TP H ags drop 1
58. 97. 74. 88 Thai | and 147. 237. 0. 200 . i df . i | Bl ock Udp All _Nets dr op 1
120. 26. 199. 234 Chi na 147.237.0. 34 tikshuv.idf.il L4 Source or Dest Port Zero drop 1
74.82.47. 33 Lhited Sates 147.237.72. 217 e.idf.il Block Udp All _Nets dr op 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry arget Address |Site Devi ce Action |Oount
87.71.99.9 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 8
94. 154. 239. 69 kr ai ne 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot B ock 2
94. 154. 239. 69 kr ai ne 147.237.76. 42 refuah.idf.il C1000074: HTTP. naj estic bot Bl ock 2
109. 66. 16. 173 I srael 147.237.0. 34 tikshuv.idf.il |C1000138: HITP. prefix 1.01 in the URL B ock 2
94. 154. 239. 69 Wkrai ne 147.237.77.176 |matpash.idf.il [C1000074: HTTP: nsjestic bot Bl ock 2
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120.173.102  |Chi na 147.237.76. 42 refuah.idf.il C1000071: HTTP: User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Ste |Signature |Count\
195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66.249.93.105 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
173. 209. 137. 210|147. 237. 76. 176 |Canada test.ncore.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
104. 45.210. 69  |147.237.76. 199 [Lhited Sates e.nakchal .idf.il |ET SCAN NVAP -f -sS 1
97. 66. 28. 26 147. 237.76. 202 |Lhited Sates e halag.idf.il ET SCAN NMAP -sS wi ndow 2048 1
93. 189. 26. 18 147.237.77. 235 |Austria svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
91.98.96.118  |147.237.0.33 :é;ﬂbli'z'i'fm o il ET SCAN Potential SSH Scan 1
198. 20. 69. 98 147.237.76.31 |Lhited Sates nakchal .idf.il ET DRCP Dshi el d B ock Listed Source 1
193. 105. 134. 220|147. 237. 76. 42 |Sweden refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
104. 45.210. 69  |147.237.76. 199 [Lhited Sates e.nakchal .idf.il |[ET SCAN NVAP -sS wi ndow 2048 1
97. 66. 28. 26 147. 237.76. 202 |Lhited Sates e halag.idf.il ET SCAN NMAP -sS wi ndow 4096 1
97.66.28. 26 147.237.76. 202 |lnited Sates e.halag.idf.il ET SCAN NVAP -f -sS 1
91.98.96.118  |147.237.76.31 :%ZSH:E'?C nekchal .idf.il  |ET SCAN Potential SSH Scan 1
91.98.96.118  |147.237.0.19 'Fézu”i)”'i'i;mc nadi matal .idf.i1 |ET SCAN Potential SSH Scan 1
59.127.230.51 [147.237.8.28 |[Tai wan e.nobi | e-ks. i df.il ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
218. 246. 0. 97 147. 237. 76. 201 |Chi na eatal.idf.il ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

count ry Target Address Signature Action ‘Count
85. 130. 222. 227 |I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 59
85. 130. 222. 227 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 46
85. 130. 222. 227 |l srael 147.237.76.42 |refuah.idf.il dr op First packet isn't SN drop 43
Sreanming Engine: TCP Invalid i i SSi
79.179. 148. 217 |I srael 147. 237. 76. 147 |chi nuch. aka. i df . i 9 =g nvalid segnent retransmssi on. drop 33
Ret r ansni ssi on Packet dr opped.
R SYNretransmt wth different .
85. 250. 180. 210 |l srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence wi ndow scal e noni t or 24
85. 130. 222. 227 |I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid ACGK nunber noni t or 23
] R SYNretransmit wth different .
149.50.0.191 |Whited Sates |[147.237.76.42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 21
85. 130. 136. 151 [l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber aert 20
85. 130. 136. 151 |I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 20
Sreamng Engine: TCP Invalid i i ssi
176.13.4.231 |israel 147.237.72. 166 |aka. i df . 9 =9 nvalid segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dr opped.
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACGK nunber noni t or 16
L s SYNVACK retransmt wth different .
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 15
192. 243. 55. 133 |Domi ni ca 147.237. 77. 216 |dover . i df . i Bad TCP sequence SAK retransmt with different | o vor 14
w ndow scal e
85. 130. 222. 227 |I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid AGK nunber aert 14
192. 243. 55. 133 | Do ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber noni t or 12
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 12
178.39.218.11 |Satzerland 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
85. 130. 222. 227 |l srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 11
85. 130. 222. 227 |I srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 11
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 10
192. 243. 55. 129 |Domi ni ca 147.237.77.74 |(lawidf.il dr op First packet isn't SN drop 10
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACGK nunber aert 9
Lo s SYNVACK retransmt wth different .
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 9
192. 243. 55. 131 |Doni ni ca 147.237. 77. 216 [dover.i df . i Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber aert
192. 243. 55. 129 |Domi ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN ACK -> Ti meout rej ect
192. 243. 55. 133 |Domi ni ca 147.237.77.74 |lawidf. il Bad TCP sequence SAXK retransmt with different oo fo
w ndow scal e
192. 243. 55. 129 |Doni ni ca 147. 237. 77. 216 |dover i df .1 Bad TCP sequence SINAK retransmt with different | oo o
w ndow scal e
192. 243. 55. 135 |Domi ni ca 147.237.77.74 |lawidf. il Bad TCP sequence SINAC retransmt with different Jooniior |
w ndow scal e
212.143. 142. 56 [l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
190.82.32.82 |Gile 147. 237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 8
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 8
192. 243. 55. 135 |Domi ni ca 147.237. 77. 216 |dover . i df . i Bad TCP sequence SIAK retransmt with different oo |7
w ndow scal e
192. 243. 55. 129 |Doni ni ca 147. 237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout rej ect 7
85. 130. 222. 227 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 86. 218 I srael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SN drop 6
192. 243. 55. 131 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence noni t or 6
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber noni t or 6
192. 243. 55. 131 |Domi ni ca 147.237. 77. 216 |dover. i df . i Bad TCP sequence SAXK retransmt with different ooivor 6
w ndow scal e
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid AGK nunber noni t or
85. 130. 222. 227 |l srael 147.237.76.42 |refuah.idf.il SYN Attack rej ect
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACGK nunber noni t or
Sreaning Engine: TP Invalid i i ssi
5.28.189.173 |Israel 147.237.72. 166 |aka i df .i 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
185.3.144.29  |Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
192. 243. 55. 131 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert
Sreamng Engine: TCP Invalid i i ssi
79.183.98.66 |l srael 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
5.22.129.251 |israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Invalid ACGK nunber noni t or
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover. i df il Bad TCP sequence Invalid AGK nunber aert
192. 243. 55. 136 |Coni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence SNeAK retransmt with different | oo s

w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 85. 116 | srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response Qode B ock 242
46. 19. 85. 105 I srael 147.237.0.19 |nadimatal .idf.il [Dstributed Suspicious Response CQode Bock |65
176.13.17. 138 |Israel 147.237.0.19 |madimatal .idf.il |[Ostributed Suspicious Response Code B ock
46. 19. 85. 133 | srael 147.237.0.19 |nadimatal .idf.il |DOstributed Suspicious Response ode B ock
2.54.55.10 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response CQode B ock
. . . Paraneter Type M ol ation ctl 00$Gnt ent A acetbl der 1$txt Sreet in
93.173.17.69  [Israel 147.237.0.19 nadimatal .idf.il | - S 11 1088 hef mer et 2. aspx Bock |2
46. 19. 85. 60 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 2
79.182.33.173 [Israel 147.237.77. 216 |dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 2
66.249. 65. 224 [Israel 147.237.77. 216 |dover.idf . il Ml tiple Unauthorized URL Access from 66. 249. 65. 224 B ock 2
46.19. 85. 78 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 2
156. 203. 23. 14 147.237.77. 216 |dover.idf .il Dstributed Whaut hori zed URL Access on waw idf.il/error.htm B ock 1
79.183. 26. 14 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 131 |Israel 147.237.72. 166 |aka. i df . i | 147, 237. 72. 166/ gi yus/ f or urd asp/ showf or um asp Bock |1
38.111. 147. 84 g"alt:g 147.237.77. 216 |dover. i df . il Unaut hori zed URL Access to waw i df.il/894-he Bock |1
192. 243.55. 133 |Doni ni ca 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to ww i df.il/english/ history/history/stm B ock 1
93. 160. 60. 22 Denmar k 147.237.77.216|dover.idf . il Lhaut hori zed LRL Access to waw i df.il/newsite/english B ock 1
66.249.74.109 [Israel 147.237.77.74 [lawidf.il Lhaut hori zed URL Access to v nag. i df .il/sip_storagelfiles/0/1350. pdf [B ock 1
156. 203. 43. 211 147.237.77. 216 |dover. i df . i | Lhaut hori zed LRL Access to waw idf.il/error.htm Bl ock 1
5.22.135. 116 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ f avi con. i co B ock 1
80. 82. 65. 82 Net her | ands [147.237. 77. 216 |dover . i df . i | Unhaut hori zed URL Access to waw i df.il/shared/ usercontrol s/ header upper/ |B ock 1
www. chamat z. aka. i
66.249. 64. 159 I srael 147.237.77. 226, thaut hori zed LRL Access to . Bock |1
idf.il ww charmat z. aka. i df . i |/t enpl at es/ news/ news. i n. aspx
Lhi ted ny- kosher - kravi . i _ o
40.77. 167. 68 Sates 147.237.0. 16 df il Lhaut hori zed URL Access to waw ny-kosher-kravi.idf.il/ Bl ock 1
192. 243.55. 137 |Doni ni ca 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to waw i df.il/newsite/english/nain. asp B ock 1
66.249.79.218 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ si p_storage/ fil es/ 0/ 880. pdf  [B ock 1
Gooki e Tanpering on cooki e Logi n: Expected
KKK AR KA AR A AR AR R A AR A IR A I AR A AR A IR I A A Ak h Ak Ak hkhkhkhhkhkhhhkhkhhkhkhhkhhkhhkhhhkhkxkx
46. 19. 85. 116 I srael 147.237.0.19 |nadimatal .idf.i| [rrxxxessxsacns - thserved None 1
KKK AR AR KA AR AR A AR A IR A I AR A AR A I AR I A A A Ak A Ak hk Ak hkhhkhkhhkhkhkhhkhkhhkhkhhkhkhhhkhhhkhkxkx
*kkkkkkkkk
5.29. 162. 120 I srael 147.237.72. 156 |aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
84.108.44.15  |israel 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in URL /mai nkapat z// res#012 Bock |1
our ces/ i mages/ i nner page/ goback. gi f
ny-kosher-kravi.i |unauthorized URL Access to
66.249. 64. 185  |Israel 147.237.0. 16 o il v ny- kosher-kr avi i f . i 1/t enpl at es/ | ogi /1 ogi n. aspx Bock |1
ny- kosher - kravi . i .
45. 55, 145. 47 147.237.0. 16 df il Unaut hori zed URL Access to 147.237.0. 16/ B ock 1
207. 46. 13. 37 g‘;tt:: 147.237.77. 216 |dover . i df . i | Abnormal |y Long Request URL B ock 1
109. 253. 145. 131/l srael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 1
70.39.184. 154 :atos: Id;e 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mbde None 1
Trini dad and . .
190. 213. 53. 124 Tobago 147.237.77. 176 |mat pash. i df . i | PHP At t enpt Bock |1
31.172.191.135 |Pol and 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/giyus/foruniasp/ showforumasp [B ock 1
84.108. 69. 53 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66. 249. 65. 223 |Israel 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
Lhited . - . Unaut hori zed URL Access to
207.241.229. 224 Sates 147.237.76. 200 [ei tan. aka. i df . i wan ei tan. aka. i df.il/tenpl at es/ opni ssi ngper son/ opni SSi ngper son. i n. aspx Bl ock !
149. 88. 70. 60 | srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
190. 213. 53. 124 12;1;3? ad|147. 237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to vawn cogat . i df .i1/xnirpc. php Bock |1
37.26.146.168 |lsrael 147.237.77.216|dover . i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
85. 250. 180. 210 |l srael 147.237.77.234|hal ag. i df . i | Lhaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/bul l et 1. gif |8 ock 1
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