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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3986
146. 185. 239. 100 Russi an Federation 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 3
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock Udp All Nets drop 3
54.72.182. 187 Irel and 147.237.77. 216 dover. i df.il Block Udp All Nets drop 3
204. 42. 253. 2 Lhited Sates 147.237.72. 217 eidf.il Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.77. 227 e hamaz.idf.il [Block Np Al Net drop 2

58. 97. 74. 88 Thai | and 147.237.76. 196 e.sviva.idf.il ock Wp Al _Nets drop 1
94.102. 49. 206 Net her | ands 147.237.77. 205 prisha.idf.il B ock Np Al _Net dr op 1
185.94.111.1 147.237.76. 34 yohal an.idf.il Bl ock Wp Al Nets drop 1
120. 26. 199. 234 Chi na 147.237.0. 34 tikshuv.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
85. 250. 112. 25 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 10
109. 67. 113. 176 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 9
207. 232. 46. 209 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 4
2.54.143. 211 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
66.249. 79. 234 I srael 147.237.0. 34 tikshuv.idf.il [C1000138: HITP. prefix 1.01 in the LR B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120.173.102  |China 147.237.76. 42 refuah.idf.il |ClL000071: HTTP. User Agent Sogou+web-+spi der Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

DDos att ack

Gountry
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
173. 224. 117. 146(147. 237. 77. 212 |Lhited Sates |e dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
1.52.59. 143 147.237.76.31 |M et nam nakchal . i df.il ET SCAN NVAP -sS w ndow 2048 1
173. 224. 117. 146|147.237.8.50 [Wnited Sates [e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
173.224.117. 146(147. 237.8.45 |Lhited Sates |e.eitan.idf.il ET SCAN Potential SSH Scan 1
173.224. 117. 146|147. 237.0.34 |lhited Sates |tikshuv.idf.il ET SCAN Potential SSH Scan 1
147.175.16. 71  |147.237. 76. 197 |9 ovaki a e hinush.idf.il ET SCAN NMAP -sS wi ndow 4096 1
135. 0. 34. 34 147.237.0.19 [Canada madi matal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 189. 26. 18 147.237.76.39 |Austria nobi | e.neitav.idf.il |ET SCAN NVAP -sS w ndow 1024 1
84.108.126.14 |147.237.72.166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
173. 224. 117. 146|147. 237. 77. 234 |Uhited Sates |halag.idf.il ET SCAN Potential SSH Scan 1
66. 249. 64. 253  |147.237.72.166 |Lhited Sates |aka.idf.il SER.’\/E?-APAO-E'Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
173.224.117. 146|147. 237. 76. 148 |Uhited Sates [gqcenter.aka.idf.il ET SCAN Potential SSH Scan 1
1.52.59. 143 147.237.76.31 |M et nam nakchal . i df.il ET SCAN NVAP -f -sS 1
173.224. 117. 146|147. 237.8.46 |lhited Sates |e. chinuch.idf.il ET SCAN Potential SSH Scan 1
173.224.117. 146|147.237.8.27 |Lhited Sates [e nadimatal.idf.il ET SCAN Potential SSH Scan 1
173.224.117. 146|147.237.0.16 |Uited Sates |ny-kosher-kravi.idf.il [ET SCAN Potenti al SSH Scan 1
147.175.16. 71  |147.237. 76. 197 |9 ovaki a e. hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 189. 26. 18 147.237.77.19 |Austria lawforumidf.il ET SCAN NVAP -sS wi ndow 1024 1
93. 189. 26. 18 147.237.8.27 |Austria e madimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
173. 224. 117. 146|147. 237. 77. 243 |Uhited Sates |nobile.idf.il ET SCAN Potential SSH Scan 1
80, 246.133. 14 |147. 237 77 233 |1 r ael atal idh il ET DOS Large anount of TCP Zer oWndow - Possible Niller2 1




03-11-2016-13:04:04 to 03-11-2016-14:04:04

|Top Attackers In FW |

Devi ce

At acker

ountry Target Address ‘Ste ‘Slgnature Action ‘Count

Sreaning Engine: TGP Invalid i i ssi

2.54. 25, 52 I srael 147. 237. 76. 200 |ei tan. aka. i df . i 9 =g Inval i d segnent retransmssi on. drop 150
Ret r ansm ssi on Packet dropped.

149.50.0.191 |Wited States |147.237.76.42 [refuah.icf.il |Bad TCP sequence ?nge”ansn“ wieh different wndow | oivor |34

192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence SINHAK retransmt with different oo vor |20

w ndow scal e
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 19
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber moni t or 19
- . . SYNtAXK retransmit with different .

192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence vi ndow scal e noni t or 18
Sreaming BEngine: TP Invalid i i ssi

185. 120. 126. 12 147.237.72. 166 |aka. i df . i 9 =g Invalid segrent retransmssion. drop 18
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i Ssi

46.121. 156. 188 |l srael 147. 237, 72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 18
Ret r ansm ssi on Packet dropped.

192. 243. 55. 135 |Coni ni ca 147.237.77.74 |lawidf.il  |Bad TCP sequence SINAK retransmt with different o0 |1g

W ndow scal e
. . . SYNPAK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 17

SYNHAK retransmit with different

192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence . noni t or 14
w ndow scal e

192. 243. 55. 138 |Doni ni ca 147.237.77. 216 [dover.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 14

192. 243. 55. 135 |Dom ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or 14

192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINWAK retransmt with different | oonvor |14
w ndow scal e

192. 243. 55. 137 |Domi ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 13

192. 243. 55. 129 |Coni ni ca 147.237.77.74 |lawidf.il  [Bad TCP sequence SINHAK retransmt with different oo o f13
w ndow scal e

192. 243. 55. 135 |Doni ni ca 147.237.77. 216 [dover.idf.il |Bad TCP sequence I'nval i d ACK nunber monitor |12

192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 11

109. 67. 119. 172 |I srael 147.237.77. 234 |nal ag.if i1 |Bad TCP sequence SNretransmt with different wndow| oo |11

scal e

. . . SYNPAXK retransmit with different )
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 11

192. 243. 55. 136 |Coni ni ca 147.237.77.74 |lawidf.il  |Bad TCP sequence WS. njdﬁfv(sgreansn“ wthdifterent  Joonitor |11

SYNPAXK retransmit with different

192. 243. 55. 136 |Coni ni ca 147.237.77. 216 |dover.icf i1 |Bad TCP sequence S om Seal o monitor |11
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence I'nvalid ACK nunber aert 10
192. 243. 55. 135 |Dom ni ca 147.237.77.74 |lawidf.il dr op Frst packet isn't SWN drop 10
87.68.251. 126 |l srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 10
192. 243. 55. 133 |Coni ni ca 147. 237.77. 216 |dover.if .11 |Bad TCP sequence ﬁﬁffsﬁ rea”S”“ wthdifferent  Joonitor |10
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 10
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
192. 243. 55. 133 |Coni ni ca 147.237.77. 216 |dover.idf i1 |Bad TCP sequence Inval i d ACK nunber monitor |10
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SIACK retransmt wehdifferent  Joonitor |10
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 9
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.i1 [Bad TOP sequence SIACK reransmt wehdifferent  Joonitor  |o
192. 243. 55. 134 |Coni ni ca 147.237.77.74 |lawidi.il  |Bad TCP sequence m’gﬁsg;ﬁ”mt wehdifferent | onitor o
192. 243. 55. 133 |Coni ni ca 147.237.77.74 |lawidi.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 9
192. 243. 55. 134 |Coni ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence mﬁsg ;ansm't wehdifferent | onitor o
192. 243. 55. 137 |Coni ni ca 147.237.77.74 |lawidi.il  [Bad TCP sequence mﬁsrc‘;;a”sm wehdifferent — Joonitor  |o
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
5.29.248.185 |Israel 147 237. 77, 243 |robi e i o1 [ €2 NG Engine: TCP Invalid I nvalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dropped.
192. 243. 55. 136 |Doni ni ca 147.237.77. 74 |lawidf.il Bad TCP sequence Invalid ACK nunber noni t or 8
192. 243. 55. 138 |Coni ni ca 147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
93.173.32.86 [l srael 147.237.72.166 |akaidf.il  |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 8
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover. i of .11 |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 8
192. 243. 55. 137 |Dom ni ca 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 8
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidi.il  |Bad TCP sequence monitor (8
192. 243. 55. 129 |Coni ni ca 147.237.77.74 |lawidf.il  |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 135 |Coni ni ca 147.237.77.74 |lawidi.il  |Bad TCP sequence Inval i d ACK nunber alert 7
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SN drop 7
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber nmoni t or 7
192. 243. 55. 135 |Coni ni ca 147.237.77. 216 |dover.idf i1 |Bad TCP sequence Inval i d ACK nunber alert 7
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |[Site Sgnature Action ‘Count
79.183. 203. 124 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 196
5. 29. 248. 185 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 157
87.71.29. 32 I srael 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Code B ock 95
84.108.182.50 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 90
46.19. 85. 176 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode Bock |73
176.13.19. 133  |Israel 147.237.0.19 |madimatal .idf.il |Ostributed Suspicious Response Code B ock 53
79.180. 71. 39 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 79.180. 71. 39 B ock 22
91.200.12.7 kraine  [147.237.72.166|aka.idf.il PHP At t enpt B ock 12
91.200.12.7 kraine  [147.237.72.166|aka.idf.il Mil tipl e Unaut hori zed URL Access from 91.200.12. 7 B ock 11
79.183.229.70 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 9
5. 29. 248. 185 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bock |[3
79.180. 71. 39 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod HEAD for wwy aka. i df . il /mai n/ sachar/ B ock 2
192.243.55. 135 |Dominica |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww idf.il/1283-19142- en/ dover B ock 1
45.55. 141, 217 147.237.77. 243 |nobi l e. i df . i | Unaut hori zed URL Access to 147.237.77.243/ Bock |1
91.200.12.7 kraine  [147.237.72.166|aka.idf.il Uhaut hori zed URL Access to waw aka. i df . i/ nai n/ gi yus/ i ndex. php B ock 1
66. 249. 64. 58 I srael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to 147.237.77. 170/ pdf/fil es/ 8/ 109008. pdf Bl ock 1
85. 64. 52. 157 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to www i df . i |/ spani sh/ B ock 1
66.249.74.106 |[Israel 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut hori zed URL Access from 66. 249. 74. 106 B ock 1
192. 243.55.136 |Dominica |147.237.77.74 |lawidf.il mur ZS\I'I fjfe(.ji %zéc-chijzz;t(;ar - aspx?pagenuns2 Bock |1
45.55. 145, 69 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ Bock |1
104. 131. 167. 195 g‘;tteeg 147.237.77. 226 ;Mé\:/\l.i(llhal’mt z. aka. Unaut hori zed URL Access to 147.237.77. 226/ B ock 1
66.249. 64. 137  |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ gi yus/ gener al . aspx B ock 1
31.154.163.39 |[Israel 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Cpen Mde None 1
Unaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover . i df . i | ww. i df . i | /tenpl at es/ sendt of ri end/ mmmmm=1d9c348enmmmmmm 1d9 |8 ock 1
c348e
68. 180. 230. 29 LSthlatt:sd 147.237.77. 176 |mat pash. i df . i | Paranet er Type Mol ati on PageNumin waw cogat . i df . i|/1038-he/ cogat . aspx |Bl ock 1
192. 243.55. 138 |Doninica |147.237.77.216|dover.idf.il Unaut hori zed URL Access to waw idf.il/en Bock |1
109. 67.119. 172 |Israel 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f Bl ock 1
66.249. 64. 253 |1 srael 147.237.72. 166 |aka. i df . i | SSL Whtraceabl e Gonnection - Protocol violation (SSL_CONN QLI ENT HALLOQ |[None 1
37.26.146.255 |[Israel 147.237.77. 176 |mat pash. i df . i | Dstributed Lhaut hori zed URL Access on waw cogat . i df . il/894-ar B ock 1
185.32.179.49 |Israel 147.237.72. 166 |aka. i df . i | SSL Lhtraceabl e Connection - (pen Mde None 1
70. 39. 184. 154 ;atoi: Idietre 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: CQpen Mde None 1
66. 249. 64. 48 | srael 147.237.77. 170 [maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf/fil es/ 6/ 112786. pdf B ock 1
Gooki e Tanpering on cooki e Logi n: Expect ed
bbbt D S AP AR D ettt
5.29.248. 185 I srael 147.237.0.19 |nadimatal .idf.il| [xxx*x*xxx* Chserved None 1
S
149. 50. 0. 191 ;“;tt:s 147.237.76.42 |refuah.idf.il i;t ;;?“;gd 4;‘\:;.!;?2;;}?::1;?_@?.0:3333 on Bock |1
84.108. 44. 15 I srael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from84.108. 44. 15 B ock 1
66.249. 65. 224 I srael 147.237.77. 216 |dover . i df . i | mﬂtdﬁoz I| 7?:@% e O itter. comti dfonl ire Bock |1
37.142. 68. 49 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
192.243.55.135 |Dominica [147.237.77.74 |lawidf.il Unaut hori zed URL Access to waw | aw idf.il/14-he B ock 1
66. 249. 64. 53 I srael 147.237.77. 170 |n@ar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ pdf /il es/ 7/ 107527. pdf B ock 1
157. 55. 39. 65 g];::: 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to waw idf.il/anan B ock 1
66.249.74.104 |lIsrael 147.237.77. 170 |maar achot . i df . i | Mil tipl e Uhaut hori zed LR Access from 66.249. 74. 104 B ock 1

03-11-2016-13:04:04 to 03-11-2016-14:04:04



