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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |[Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 4000
204. 42. 253. 2 Lhited Sates 147.237.76. 199 e.nakchal .idf.il B ock Np Al Net dr op 2
204. 42. 253. 2 Lhited Sates 147.237.76. 200 eitan. aka.idf.il B ock Np All Net drop 2
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Block Udp Al Nets drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 76. 202 e halag.idf.il Block Np Al Net drop 2
204. 42. 253. 2 Lhited Sates 147. 237. 0. 200 . i df i | Block Np All Net drop 2
173.208. 176. 162 Lhited Sates 147.237. 8. 45 eeitanidf.il ock Wp Al _Nets drop 1
173.208. 176. 162 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il ock_Udp All _Nets dr op 1
184. 105. 139. 73 Lhited Sates 147.237.77. 178 e.natpash.idf.il Bl ock Up Al Nets drop 1
218.57.11. 7 Chi na 147.237.76. 197 e. hinush.idf.il JLMPurple Gon Limt_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 4
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 79. 234 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 1
106. 120. 173.102  |China 147.237.76. 42 refuah.idf.il |CLO00071: HTTP. User Agent Sogou+web+spi der B ock 1
78.166. 239. 219 Tur key 147.237.77.216 |dover.idf.il C1000016: HITP. adninistrator in R B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
188. 165. 15. 169 France 147.237.77.74 lawidf.il C1000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
109, 253 204 65 |147. 237. 77 2331 58l atal idh il ET DOB5 Large anount of TCP ZeroVWndow - Possible Niller2 4
DDos attack
104. 128. 144. 131|147. 237. 76. 200 |Canada eitan aka. idf.il ET SCAN NMAP -sS wi ndow 4096 1
93.189. 26. 18 147.237.76. 197 |Austria e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
78.166. 239. 219 [147.237. 77. 216 |Turkey dover.idf.il SERVER- WEBAPP adm n. php access 1
218.57.11.7 147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
23. 96. 109. 87 147.237.0.16 |Wited Sates |ny-kosher-kravi.idf.il ET SCAN NVAP -f -sS 1
177 239,92 32 1147 237 8.14  |nexi co o orchot i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
173. 224. 117. 146|147. 237. 76. 196 |Lhited Sates |e.svivaidf.il ET SCAN Potential SSH Scan 1
112. 196. 49. 101 [147.237.72.217|Indi a eidf.il ET SCAN NVAP -sS wi ndow 4096 1
93. 189. 26. 18 147.237.77.61 |Austria e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
93. 189. 26. 18 147.237.76.86 |Austria navy. i df.il ET SCAN NMAP -sS wi ndow 1024 1
218.57.11.7 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
23.96. 109. 87 147.237.0.16 [Wited Sates |ny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 2048 1
198. 20. 69. 74 147.237.77.179|Wited Sates |e nazi.idf.il ET DRCP DBshield B ock Listed Source 1
178.63.11.208 |147.237.0.17 |Ger many mny-kosher-kravi.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
173. 224. 117. 146|147. 237. 76. 199 |Lhited Sates |e. nakchal .idf.il ET SCAN Potential SSH Scan 1
173. 224. 117. 146|147.237. 76. 38 [lLnited Sates |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
112. 196. 49. 101 [147.237.72.217|Indi a eidf.il ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address ‘Ste ‘Slgnature
109. 253. 204. 65 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 11
109. 253. 204. 65 |l srael 147.237.77.233|atal.idf.il |Bad TCP sequence Inval i d AGK nunber alert 10
Sreaming Engine: TGP Invalid i i sSi
2.53.11. 227 I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 9
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.116  |israel 147. 237. 77. 243 |mobi le. i f . i 9 =g nval i d segnent retransmssi on. drop 9
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
95.86.121.42  |israel 147. 237.76. 200 |ei tan. aka. i df . | 9 =g Invalid segent retransmssion. drop 8
Ret ransni ssi on Packet dr opped.
46. 19. 85. 240 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 8
37.26.146.142 |lIsrael 147.237.72. 166 |aka i of .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 8
192. 243.55. 135 |Donini ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SINWAK retransmt with different Joooiior |7
W ndow scal e
192. 243. 55. 138 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 7
Sreaming Engine: TGP Invalid i i sSi
79.179.203.10 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
79.183.16.13  |israel 147. 237. 72. 166 |aka. i f . i 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i sSi
109. 253. 198. 122|1 srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 6
Sreaming Engine: TGP Invalid i i sSi
46.19.85.114  |Israel 147.237.72. 166 |aka. i df . 9 =9 nval i d segnent retransmssi on. drop 6
Ret r ansn ssi on Packet dr opped.
reamn ine: TCP Invali i i Ssi
46.19.85.150 | srael 147, 237.72. 166 |aka i i1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
90. 185. 59. 44 Dennar k 147.237.0.34 [tikshuv.idf.il |[drop First packet isn't SYN drop 6
reanming BEngine: TCP Invali i i ssi
5.22. 130. 83 I'sr ael 147.237.72. 166 |aka i 11 | €AMNg Engine: TCP Invalid —Jinvalid segnent retransnission drop 6
Ret ransm ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
82.80.136.252 | srael 147. 237.72. 166 |aka. i f .11 9 =g nval i d segnent retransmssi on. drop 6
Ret ransm ssi on Packet dr opped.
5.22.135.93 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
192. 243.55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 5
141. 0. 14. 213 Eur ope 147.237.77.216|dover.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 4
192. 243.55. 138 |Doni ni ca 147.237.77.74 |lawidf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout rej ect 4
- . . SYNFAK retransmit with different .
192. 243. 55. 134 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence wi ndow scal e noni t or 4
192. 243.55. 138 |Donini ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SWACK retransmt wth different oo g
W ndow scal e
- . . SYNFAK retransmit with different .
192. 243.55. 136 |Domi ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal e noni t or 4
192. 243.55. 138 |Donini ca 147.237.77. 216 |dover.idf.il |Bad TOP sequence SWACK retransmt wth different oo g
W ndow scal e
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
89.138. 189. 167 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop
reanming BEngine: TCP Invali i i sSi
46.117.89.127 |Israel 147.237.77. 243 |rabi e i o1 |/ €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 4
Ret ransm ssi on Packet dr opped.
192. 243. 55. 138 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber alert 4
192. 243.55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN - > SYN-ACK -> Ti neout rej ect 4
192. 243.55. 134 |Doni ni ca 147.237.77. 216 [dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 3
Sreaming Engine: TGP Invalid i i sSi
79.182. 162. 212 |Israel 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 3
. o SYNWACK retransmit with different .
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence wi ndow scal 6 noni t or 3
reamn ine: TCP Invali i i Ssi
2.54.59. 177 I srael 147, 237.77. 243 |rai e i o1 | €AM NG Engine: TCP Invalid —Jinvalid segnent retransnission drop 3
Ret ransm ssi on Packet dr opped.
Russi an L Sreamng Engine: TCP Invalid Invalid segnent retransnission.
141.8.132. 39 e ot on 147.237.72. 166 |aka.i df .i | Ret r ansm ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
79.182.193. 117 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
Sreaming Engine: TGP Invalid i i sSi
176.13.15.58  |israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i ssi
37.26.149.240 |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
46. 19. 86. 102 | srael 147.237.72. 156 |anan.idf . il dr op First packet isn't SYN drop
185. 3. 146. 50 | srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SWN drop
Sreaming Engine: TGP Invalid i i sSi
46.19. 85.8 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.148  |Israel 147.237.72. 166 |aka. i df . 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dr opped.
5.22.135. 116 I srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 3
Russi an . . |Streaming Engine: TCP Invalid Invalid segnent retransmssion.
130.193.51.91 Feder ati on 147.237.76.200 |eitan. aka.idf .| Ret r ansni ssi on Packet dr opped. drop 3
Sreamng Engine: TCP Invalid i i ssi
185.27.106.8  |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segent retransnission. drop 3

Ret r ansni ssi on

Packet dropped.
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A tacker

Attacker Address count ry Target Address ‘Ste ‘Slgnature

Streamng Engine: TCP Invalid Invalid segnent retransnission,

79.181.2.71 I srael 147.237.72. 166 |aka. i df . i | .
Ret ransm ssi on Packet dr opped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
46. 19. 85. 105 | srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 79
173.208. 136. 170|lhited Sates [147.237.77.216|dover.idf.il Mul ti pl e Unaut horized URL Access from 173.208. 136. 170 B ock 40
173.208.136. 170|thited Sates [147.237.76.86 |navy.idf.il Ml ti pl e Unaut hori zed URL Access from 173. 208. 136. 170 B ock 40
46. 19. 85. 114 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Uhaut horized URL Access from46. 19. 85. 114 B ock 17
87.71.29.32 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 10
173.208. 136. 170|Uhited Sates  |147.237.77.216|dover.idf.i | Distributed Admn B ocki ng B ock 8
173.208.136. 170|thited Sates  [147.237.76.86 |navy.idf.il Mil tiple Admin Bl ocking from 173.208. 136. 170 B ock 7
46. 19. 85. 221 I srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Code B ock 6
78.166.239. 219 [Turkey 147.237.77. 216 |dover.i df .i | Ml ti pl e Uhaut hori zed URL Access from 78. 166. 239. 219 B ock 5
78. 166. 239. 219 |Turkey 147.237.77.216|dover. i df .i | Dstributed PHP At enpt B ock 4
109. 253. 204. 65 |l srael 147.237.77. 216 |dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error. htm B ock 4
46.19.85.2 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
78. 166. 239. 219 |Turkey 147.237.77.216|dover. i df .i | Mil tipl e Admin Bl ocking from 78. 166. 239. 219 Bl ock 3
109. 253. 133. 110|I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
176.13.9. 68 I srael 147.237.0.19 |madimatal .idf.il |Dstributed Suspicious Response Code B ock 3
195. 154. 173. 103|France 147.237.77.216|dover. i df .i | Uhaut hori zed LRL Access to ww i df.il/nazi Bl ock 2
46.19. 85. 148 I srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to wwy aka. i df.il/mai n/ hone/ def au B ock 2
40.77.167. 82 Uhited Sates |147.237.77.216|dover.idf.il Uhaut hori zed URL Access to wawidf.il/error. htm B ock 2
173.208. 136. 170|Wited Sates  |147.237.76.86 |navy.idf.il mu;;?;' izglfj. iﬁ'?‘afcgcf;s/ o nanager | asset manager . asp B ock 1
46.19. 85. 114 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wn aka.idf.il/v B ock 1
104. 236. 31. 103 147.237.72. 156 |anman. i df . i | Unaut hori zed Met hod HEAD for 147.237.72. 156/ B ock 1
104.131. 62. 174 |Uited Sates |147.237.77.216|dover.idf.i | Unaut hori zed URL Access to 147.237.77.216/ Bl ock 1
45. 55. 143. 179 147.237.76.86 |[navy.idf.il Unaut hori zed Met hod HEAD for 147.237.76. 86/ B ock 1
79.183. 26. 14 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ text . css B ock 1
169.229. 3. 91 Lhited Sates [147.237.77.235(|sviva.idf.il I1legal Byte Gode Character in Mt hod B ock 1
66.249. 74.104 | srael 147. 237.77. 170 |n@ar achot . i df . i | ﬂ‘;‘“tzggr 'ffci?;ﬁ d?;?i}slsest/o& 109406, pe Bl ock 1
104. 236. 14. 55 147.237.77. 170 |maar achot . i df . i | Unaut hori zed URL Access to 147.237.77.170/ Bl ock 1
37.26.148.131 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mvde None 1
104. 131. 166. 147|nited Sates [147.237.76.42 [refuah.idf.il Unaut hori zed Method HEAD for 147.237.76. 42/ B ock 1
45,55, 143. 248 147.237.76.200(ei tan. aka. i df.i | Unaut hori zed URL Access to 147.237.76. 200/ Bl ock 1
2.53.31. 247 | sr ael 147.237.77. 176 [nat pash. i df . i | Uhaut hori zed LRL Access to www cogat . i df . il/894-ar B ock 1
216.218.206. 68 |[Lhited Sates |147.237.76.39 Ime' le.nei tav. idf. i Unaut hori zed URL Access to 147.237. 76. 39/ B ock 1
83.130. 108. 116 |l srael 147.237.72. 156 [aman. i df . i | Unhaut hori zed HTTP Met hod Bl ock 1
173.208.136. 170|thited Sates  [147.237.76.86 |navy.idf.il Admi n Bl ocki ng B ock
66.249.74.106 | srael 147. 237.77. 170 |n@ar achot . i df . i | ﬂ‘;‘“tzgc;r iff‘;g?;) d?c/iﬁsest/%/ 110526, pe B ock 1
104. 236. 17. 218 147.237.77.234|hal ag. i df . il Unaut hori zed URL Access to 147.237.77.234/ B ock 1
37.26.148.159 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
89.138.89.241 |lIsrael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/main. sachar/deful t.aspx Bl ock 1
104.131. 173. 213|thited Sates  [147.237.72.167|i shuri maka. i df.i| |Uauthorized URL Access to 147.237.72.167/ Bl ock 1
45, 55, 143. 248 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77.74/ B ock 1
2.54.29. 60 I srael 147.237.77. 234 |hal ag. i df . i | ?4? ;'3?”;3‘122;7?;:3:;2%%/%7?? fr;i . B ock 1
217.69. 133. 247 gj:::lnl on 147.237.72. 166 |aka. i df . i | Unhknown Paraneter sidescroll in aka.idf.il/giyus/|eshakot/ None 1
84.108.44.15  |israel 147.237.72. 166 |aka. i df . i | 'olulrigeasl ' i?'tageeg)?ing:ag:g;féoik;cﬁi/ fm’j W kapat 2/ [ v esi012 B ock 1
66.249. 74.108 | srael 147. 237.77. 170 |n@ar achot . i df . i | ﬂ‘;‘“tzggr iﬁi%ﬁ d’?‘;‘;?slzst/%/ 112335, pet Bl ock 1
46.19.85.105  |Israel 147.237.0.19 |madimatal .idf.il mf:;e;e; .Tiyd?i\lﬁ/?:mzi o g;i' goi%;m ent A acetbl der 18txt Gpteha in g 1
104. 236. 28. 93 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
93.172. 248. 108 I srael 147. 237.72. 166 |aka. i df . i | thaut horl zec Wt wga:fﬁcfe?;u“'aspx Bl ock 1
78.166. 239. 219 |[Turkey 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to waw i df.il/wp-1ogin. php B ock 1
173.208.136. 170|Wnited Sates  |147.237. 77. 216 |dover. i df . | chaut gfor: szgcﬁ - frees rtr:nager J asset manager . a5 Bl ock 1
115. 239. 212. 203|Chi na 147.237.77.216|dover.i df .i | Ostributed Wauthorized URL Access on waw idf.il/error.htm Bl ock 1
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