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03-11-2016-11:04:03 to 03-11-2016-12:04:03

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

|Signature

|Device Action |Count|

167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3779
82. 145. 222. 28 Eur ope 147.237.77. 216 dover.idf.il Bl ock | p VWb In drop 9
84.111. 125. 88 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 6
54.72.182. 187 Irel and 147.237.77.216 dover.idf.il Bl ock_Udp Al Nets drop 5
212. 88. 63. 206 Uhi t ed Ki ngdom 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 4
204. 42. 253. 2 Lhited Sates 147.237.76. 176 test.ncore.idf.il|B ock Np Al _Net drop 2
204. 42. 253. 2 Lhited Sates 147.237.77. 179 e.nazi.idf.il B ock Np Al Net drop 2
94.102. 49. 206 Net her | ands 147.237.77.176 nat pash. i df.i | B ock Np Al Net drop 1
184. 105. 247. 251 Lhited Sates 147.237.77. 19 lawforumidf.il |Block Udp All Nets drop 1
184.105. 139. 114 Lhited Sates 147.237.77.176 nat pash. i df . i | Bock Np Al Net dr op 1
184. 105. 247. 211 Lhited Sates 147.237.77. 243 nobi | e.idf.il B ock Udp Al _Nets dr op 1




03-11-2016-11:04:03 to 03-11-2016-12:04:03

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
84.111. 38.183 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 12
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 5
89.139.183.8 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 2
109. 65. 11. 200 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
69. 30. 215. 118 Lhited Sates 147.237. 76. 86 navy.idf.il C1000074: HTTP: naj estic bot Bl ock 2
69. 30. 215. 118 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
66. 249. 79. 248 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.77.216  |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
193. 105. 134. 220 147.237.8. 28 Sweden e.nobi | e-ks. i df .il ET SCAN NMAP -sS wi ndow 1024 1
93. 189. 26. 18 147.237.77. 243 Austria nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
23.96. 109. 87 147.237.77. 235 Lhited Sates sviva idf.il ET SCAN NVAP -f -sS 1
178. 63. 11. 208 147.237.76. 34 Ger many yohal an.i df .i | ET SCAN NMAP -sS wi ndow 1024 1
23. 96. 109. 87 147.237.77. 235 Lhited Sates sviva.idf.il ET SCAN NMAP -sS wi ndow 2048 1
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|Top Attackers In FW |

At acker . . Devi ce
ount ry ‘Target Address |Ste Signature Acti on
31.154.9. 30 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 54
2.52.159.136 |[Israel 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 16
Sreaming Engine: TGP Invalid i i ssi
79.182.200. 11 |Israel 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 15
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
62.219.99.130 |Israel 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 14
Ret r ansni ssi on Packet dropped.
5.22.135.103 |[lsrael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber noni t or
2.52.159.136 |[lsrael 147.237.0.34 |tikshuv.idf.il SYN Attack rej ect
2.52.159.136 |[Israel 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invali d ACK nunber aert
e SN retransmit wth different
31.168. 244. 67 |l srael 147.237.77.234 |halag.idf .il Bad TCP sequence i ndow scal e aert 8
2.52.159.136 |[Israel 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber monitor |8
e SN retransmit wth different .
31.168. 244. 67 |lIsrael 147.237.77. 234 |hal ag.idf .i | Bad TCP sequence i ndow scal e monitor (8
2.52.159.136 |[lsrael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Invalid sequence nunber noni t or 8
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 7
85. 250. 128. 44 |l srael 147.237. 72. 166 |aka.i df .i | SYN Att ack SYN -> SYN-ACK -> RST rej ect 7
46. 19. 85. 99 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 7
31.154.9. 30 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
31.154.9.30 I 'srael 147.237.77. 216 |dover.idf. | Bad TCP sequence Invalid ACK nunber nonitor |6
46.19. 85. 72 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber moni tor |6
31.154.9. 30 I 'srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d sequence nunier moni tor |6
Sreaming Engine: TGP Invalid i i ssi
5.22.135.103 |l srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dropped.
31.154.9. 30 I srael 147.237. 77. 216 |dover.idf .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout [reject 6
Sreamng Engine: TCP Invalid i i ssi
109. 67. 137. 70 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
46.19.85.154 |Israel 147.237.72. 166 |aka.i df i Bad TCP sequence Inval i d ACK nunber noni t or
2.52.159.136 |[lsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
46.19.85.173 |lIsrael 147.237.0.19 |nadimatal.idf.il SYN At tack SYN -> SYN-ACK -> RST rej ect
58.34.131.80 |China 147.237. 77. 216 |dover. i df .i | Bad TCP sequence SWretransmt wth different —fooq o s
w ndow scal e
46. 19. 85. 99 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval i d ACK nunber alert
2.52.159.136 |l srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout rej ect
Sreaning Engine: TGP Invalid i i ssi
95.86.66.173  |Israel 147.237.76. 200 |6i tan. aka i df .i 9 =g Invalid segnent retransmssion. | 4
Ret r ansni ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237. 77. 216 |dover.i df .i | SYN At tack SYN -> SYN-ACK -> RST rej ect 4
85. 130. 244. 78 |l srael 147.237.72. 166 |aka.i df .i drop First packet isn't SWN drop 4
91.200.12. 141 |Wkraine 147.237.72. 166 |aka. i df .i| dr op SAMrul e drop 4
85. 130. 244. 78 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence Invalid ACK nunber nonitor |4
91.200.12. 141 |Wkraine 147.237.77. 226 | "} chanat z. aka. 1l 14r oy SAMrule drop 4
85.130. 244. 78 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST rej ect 4
84.94.75.184 |Israel 147. 237. 72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST rej ect
Sreaning Engine: TGP Invalid i i ssi
46.19.85.154  |Israel 147. 237. 72. 166 |aka. i of . i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
2.52.159. 136 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
46.19. 85. 51 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or
Sreaning Engine: TCP Invalid i i ssi
37.26.149.129 |israel 147.237.72. 166 |aka.i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
reaming BEngine: TCP Invali i i ssi
46.19.86.177 |Israel 147.237.72. 166 |aka. i df . i Streamng Engi ne: TCP Invalid invalid segnent retransnissi on. drop 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 65. 215. 224 |1 srael 147.237.72. 166 |aka.i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
176.13.5.7 I srael 147.237.72. 167 |i shuri maka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
79.176.5.179  |israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
176.13.23.130 |Israel 147.237.72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | o 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i ssi
2.54.16.95 I srael 147.237.72. 166 |aka i df .i 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Russi an . L Streaning Engine: TCP Inval id |invalid segment retransmission.
130.193.37.16 | o i o 147.237.0.34 [tikshuv.idf.il Ret r ansm ssi on Packet dr opped. drop 3
Sreaning Engine: TQP Invalid i i ssi
109. 67.12. 220 |Israel 147. 237.72. 166 |aka i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
2.52.159. 136 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
Sreaning Engine: TGP Invalid i i ssi
2.54.184.133 |Israel 147. 237.72. 166 |aka. i f .11 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
79. 178. 189. 108 |I srael 147. 237.72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret r ansni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
149. 88. 177. 202 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 45
109. 253. 159. 246|| sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 29
212.76.123.50 [Israel 147.237.77.243|nobi [ e.i df . i | Ml tipl e Unaut hori zed URL Access from 212. 76. 123. 50 B ock
87.69.192.217 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock
37.26.148.193 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock
. . . D stributed Unaut hori zed LRL Access on
212.76.123.50 I srael 147.237.77. 243|mobi | €. df . mobi | e. i df i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1465 Bock |3
62.219.99.130 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.177.232.204 |[israel 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
62.219.99.130 |[Israel 147.237.77.243|nobi l e.i df . i | O stribut ed Suspicious Response Gode B ock 3
89. 139. 184. 247 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 232 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code B ock 3
. - . Uhaut hori zed URL Access to
2.52.150.69 I srael 147.237.77. 243 [nobi | e. i df . i | nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1362 Bl ock 3
46. 19. 86. 223 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code B ock 2
. . . Unaut hori zed URL Access to
62.219.99.130  Israel 147.237.77. 243|mobi | e. i df . mobi | e. i df . i1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1465 Bock |2
2.54.9.87 | srael 147.237.72. 166 |aka. i df . i | Ut raceabl e SSL Sessi ons: Qpen Mde None 2
. . . URL is Above Root Drectory
58. 34. 131. 80 Chi na 147.237.77.216|dover. i df . i | Wi dff i1/ ../ shar edl user cont rol s/ header upper / Bl ock 1
169. 229. 3. 91 Lhited Sates|147.237.76.200|ei tan. aka. i df . i | Mitiple Illegal Byte Gode Character in Mthod from 169. 229. 3. 91 Bl ock 1
Il'legal Byte Gode Character in Mt hod
169. 229. 3. 91 Uited Sates|147.237.0.15 |kosher-kravi.idf.il |[[#11]] uCAAqog[#0]] °3+86SY[[#26]] BT 7" LH d¢< Yz&t+[ [#23]] & B ock 1
q #2711 [#27]] «E2
. . Unaut hori zed URL Access to
5.22.135. 116 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e-t ouch- i con- pr econposed. png Bl ock 1
212.179.80.54 |lsrael 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Gode Character in URL from212. 179. 80. 54 Bl ock 1
178.152.72.85 |Gitar 147.237.77.216|dover.i df . i | PHP At enpt Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.131 I srael 147.237.72.166 |aka. i df . i | 147.237.72. 166/ si p_st or age/ fi | es/ 5/ 70005. doc Bl ock !
Il1egal Byte Gode Character in Mt hod
169.229. 3. 91 Lhited Sates|147.237.0.19 |madi matal .idf.il 50 M [ #15] ] - s/ #012A00E+we “T J&] o [ #8] ] 8#! +34- r U [[#17]]>j [[#0]] |B ock 1
gSa 9B \® +¢
74.82.47.3 Lhited Sates|147.237. 77. 216 |dover.idf .il Unaut hori zed URL Access to 147.237.77.216/ B ock 1
m ny- kosher - kravi . i i i
176.13.7.144  |israel 147.237.0.17 y llegal Paraneter Encoding rnd in . None 1
df.il mny- kosher - kravi . i df.i1/aj ax/ creat ecapt chai nage. aspx
NULL Character in Method
169. 229. 3. 91 Uhited Sates|147.237.0.15 |kosher-kravi.idf.il |[[#11]] uCAAqog[#0]] °3+86SYx[[#26]] BT 7" LHA d¢« Yz&tt[ [#23]] & B ock 1
q#27]][[#27]] «£2
. . D stributed Unhaut hori zed LRL Access on
31.168.244.67 |lIsrael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . Uhaut hori zed URL Access to
213. 8.204. 13 I sr ael 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages/ shar ed/ bul | et 1. gi f Bl ock 1
. . D stributed Unaut hori zed LRL Access on
87.69.222. 24 | sr ael 147.237.77.234|hal ag.i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
178.152.72.85 |Qtar 147.237.77. 216 |dover . i df . i | Unaut hori zed LRL Access to wwidf.il/xnrpc. php B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 137  [Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx B ock 1
169. 229. 3. 91 Uited Sates|147.237.0.19 |madi matal .idf.il Illegal Byte Gde Character in URL B ock 1
2.52.150. 69 | srael 147.237.77.243|nobi l e. i df . i | Mil tiple Unaut hori zed URL Access from 2.52. 150. 69 Bl ock 1
m ny- kosher - kr avi . i _ .
176.13.7. 144 | srael 147.237.0. 17 df il Miltiple Illegal Paraneter Encoding from176.13.7.144 None 1
Unknown HTTP Request Met hod
169. 229. 3. 91 Uhited Sates|147.237.0.15 |kosher-kravi.idf.il |[[#11]] uCAAqog[#0]] °3+80SY[ [#26]] BTY: 7° LHni d¢< Yzet+[ [ #23]] § B ock 1
Q#27]][[#27]]1«E2 in LR
37.26.146.132 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
220.253. 180. 221 |Australia 147.237.77. 216 |dover.i df .i | SSL Wntraceabl e Connection - Qpen Mde None 1
181. 16. 17. 57 Argentina 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df.i|/894-en/i df gdover. aspx B ock 1
. . Uhaut hori zed URL Access to
66.249. 64. 143 [Israel 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ si p_st or agel {1 | es/ 5/ 71545 pf B ock 1
NULL Character in Method
169.229. 3. 91 Lhited Sates|147.237.0.19 |madi matal .idf.il 50 M [ #15] ] - s/ #012A00E+we “ T J&] o [ #8] ] 8#! 34 r U [[#17]]>j [[#0]] |B ock 1
gSa B \® +¢
157.55.39. 112 |uhited Sates|147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237. 72. 166/ B ock 1
. . D stributed Uhaut hori zed URL Access on
84.94.203.12  |Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1134- hel at al . aspx B ock 1
. . . Unaut hori zed URL Access to
212.76.123.50 |[Israel 147.237.77.243|nobi l e. i df . i | nobi l e, i o i 1/ cat egoryt enpl at es/ | st chi | ddocunent s/ 1152 Bl ock 1
176.13.9.177  |israel 147.237.77. 216 |dover . i df . i | Paraneter Type Mol ation Searchiext in B ock 1
wan i df . i |/ 1065- he/ dover . aspx
169. 229. 3. 91 Uhited Sates|147.237.0.19 |madi matal .idf.il Dstributed Aonormal |y Long Request B ock 1
37.26.146.220 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 64. 223. 139 |Israel 147.237.77.216|dover. i df . i | Lhaut hori zed URL Access to v idf.il/https:/wawidf.il/ B ock 1
195. 154. 173. 103|France 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to waw i df.il/nazi B ock 1
68.180.228.112 |lnited Sates|147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin vww i df . i|/1380- he/ dover. aspx |B ock 1
46.117.109.75 |Israel 147.237.77.216|dover.i df .i | Uhaut hori zed URL Access to www i df. i/ hi nush B ock 1
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