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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3951
81.218.37.2 | srael 147.237.72. 166 aka.idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 641
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
216.218. 206. 113 Lhited Sates 147.237.77. 234 hal ag.idf . il Block Udp All Nets drop 1
184. 105. 139. 98 Lhited Sates 147.237. 77. 226 wn chanat z. aka. i df . i | B ock Np Al Net drop 1
185.94. 111. 1 147.237.0. 17 m ny- kosher -kravi .idf . il ock Wdp Al _Nets drop 1
184. 105. 139. 70 Lhited Sates 147.237.8. 45 e.eitanidf.il B ock Np Al_Net drop 1
184. 105. 247. 195 Lhited Sates 147.237.77.178 e. nat pash. i df .il Bl ock_Udp All _Nets dr op 1
185.94.111.1 147.237. 76. 197 e. hinush.idf.il B ock Wp Al Nets drop 1
184. 105. 139. 74 Lhited Sates 147. 237.77. 227 e. hanaz. i df .i | Block Np All Net drop 1
54.72.182. 187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Up Al _Nets drop 1
184. 105. 247. 235 Lhited Sates 147.237.77. 19 lawforumidf.il ock Wdp Al _Nets drop 1
204. 42. 253. 2 Lhited Sates 147.237. 76. 148 gacenter. aka i df.il B ock Np Al_Net drop 1
184. 105. 139. 78 Lhited Sates 147.237.77. 235 svivaidf.il B ock Np Al Net dr op 1

58. 97. 74. 88 Thai | and 147.237. 76. 147 chi nuch. aka.idf.il B ock Wp Al Nets drop 1
184. 105. 247. 251 Lhited Sates 147.237.77. 74 lawidf.il Block Udp All Nets drop 1
184. 105. 139. 70 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry get Address |Site |Sgna1ure

106. 38. 241. 149 |Chi na 147.237.77.216 |dover.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der B ock 5
89.163.148.58  |Ger many 147.237.77.74 (lawidf.il C1000074: HITP. maj estic bot B ock 4
46.120.91.150 |Israel 147.237.0.34 |tikshuv.idf.il|CL000138: HITP. prefix 1.01 in the UR B ock 4
79.179. 32. 28 I srael 147.237.0.34 |ti kshuv. i df.il|[C1000138: HTTP. prefix 1.01 in the UR B ock 4
89.163.148.58  |Ger many 147.237.0.34 |tikshuv.idf.il|CL000074: HTTP. najestic bot B ock 2
89.163.148.58  |Ger many 147.237.77.216 |dover.idf.i|l [Cl000074: HTTP. najestic bot B ock 2
89.163.148.58  |Ger many 147.237.72. 166 |aka. i df . i | C1000074: HITP:. naj estic bot B ock 2
89.163.148.58  |Ger many 147.237.76.86 |navy.idf.il C1000074: HITP. maj estic bot B ock 2
66.249.93.125 |lhited Sates 147.237.0.34 |ti kshuv. i df.il|[C1000138: HTTP. prefix 1.01 in the UR B ock 2
89.163.148.58  |Ger many 147.237.77. 176 |nat pash. i df . i [[CL000074: HTTP. naj estic bot B ock 2
66.249.79.234 |israel 147.237.0.34 |tikshuv.idf.il|CL000138: HITP. prefix 1.01 in the UR B ock 1
106. 120. 173. 102 |Chi na 147.237.76.42 |refuah.idf.il [C1000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
66.249.93.117 |Israel 147.237.0.34 |ti kshuv. i df .il|[C1000138: HTTP. prefix 1.01 in the UR B ock 1
123.126.113.80 [China 147.237.72. 166 |aka. i df . il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
66.249.93.125 |Israel 147.237.0.34 |ti kshuv. i df.il|[C1000138: HTTP. prefix 1.01 in the UR B ock 1
188. 165. 15. 97  |France 147.237.77.233 |atal .idf.il C1000146: HTTP.  AhrefBot craw er B ock 1
10.0.0.2 147.237.0.34 |ti kshuv. i df.il|C1000138: HITP. prefix 1.01 in the URL Bl ock 1
106. 38. 241. 106 |Chi na 147.237.77.216 |[dover.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
197.35.20. 2 Egypt 147.237.77.216 |dover.idf.il |12026: HTTP. LA C DDoS Tool (Q\LY enabl e when under DoS attack) |B ock 1
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|Top Attackers In |D|

Attacker Address
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Attacker Qountry
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195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
183. 60. 48. 25 147.237.0. 16 Chi na ny- kosher - kravi . i df.il ET SCAN Potential SSH Scan 1
178. 63. 11. 208 147. 237.77. 226 Ger many waw chanat z. aka. i df . i | ET SCAN NVAP -sS w ndow 1024 1
178. 63. 11. 208 147.237.77. 74 Ger many lawidf.il ET SCAN NVAP -sS w ndow 1024 1
82.117.208. 243 147. 237. 76. 148 gacenter. aka. i df . il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237.76. 196 Chi na e svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0. 15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
185. 106. 92. 65 147.237.77.61 e.cogat.idf.il ET SCAN NMAP -sS wi ndow 1024 1
179. 43. 141. 234 147.237.77.233 S tzerl and atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
178. 63. 11. 208 147. 237. 77. 205 Ger many prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
139. 196. 57. 234 147. 237.72. 167 Chi na i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
59. 45. 79. 117 147. 237. 76. 198 Chi na e.yohal an.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address ‘Ste ‘Slgnature Action ‘Count
81.218.37.2 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 54
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 18
192. 243. 55. 131 |Coni ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINHAK retransmt with different oo o f17
W ndow scal e
. . . SYNPAXK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence vi ndow scal e noni t or 14
Sreaning BEngine: TGP Invalid i i sSi
204.12.251.37 |Wited Sates |147.237.72. 166 |aka.idf.il 9 =g Invalid segent retransmssion. drop 12
Ret ransm ssi on Packet dr opped.
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid AGK nunber aert 12
192. 243. 55. 129 |Coni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence SINAK retransmt with different o000 |12
W ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.i1  [Bad TOP sequence SINHAK retransmt with different ooy vor |12
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
85. 130, 174. 100 |I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SINHAK retransmt with different ooy vor |12
w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
2.54.186.169 |Israel 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 12
Ret r ansmi ssi on Packet dr opped.
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SINHAK retransmt with different ooy vor |12
w ndow scal e
192. 243. 55. 131 |Domi ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 12
Sreaning BEngine: TQP Invalid i i SSi
2.52.46. 25 I srael 147.237.72. 166 |aka. i df .1 9 =g Inval i d segnent retransmssi on. drop 12
Ret ransm ssi on Packet dr opped.
. S SYNHAK retransnit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence v ndow scal 6 noni t or 10
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SIWAK retransmt with different | onivor |10
W ndow scal e
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 10
192. 243. 55. 136 |Coni ni ca 147.237.77.74 |lawidf.il  [Bad TCP sequence SINHAK retransmt with different oo o g
W ndow scal e
Sreanming Engine: TCP Invalid ' i ssi
87.68.155.63 |l srael 147. 237. 72. 166 |aka i of . i 9 =9 Inval i d segnent retransmssi on. drop 9
Ret ransni ssi on Packet dr opped.
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 137 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or
192. 243. 55. 133 |Domi ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
Sreaning Engine: TGP Invalid i i SSi
40.77.167.21 |wited Sates |147.237.76.200|eitan aka.idf. i 9 =g Invalid segent retransmssion. drop 8
Ret ransm ssi on Packet dr opped.
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 8
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop 7
192. 243. 55. 137 |Domi ni ca 147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Ti nmeout rej ect 7
212. 143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
192. 243. 55. 133 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber alert 7
. . . SYNPAK retransmit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence vi ndow scal e noni t or 7
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 131 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber noni t or
. S SYNHAK retransnit with different .
192. 243. 55. 129 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence v ndow scal 6 noni t or 6
192. 243. 55. 134 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id AGK nunber noni t or 6
192. 243. 55, 137 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber moni t or 6
192. 243. 55. 135 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
. . . SYNPAK retransmit with different .
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 6
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d ACK nunber noni t or
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence Invalid AGK nunber alert
192. 243. 55. 131 |Dom ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Invalid AGK nunber aert
Sreaning Engine: TGP Invalid i i SSi
109. 65. 38. 237 |Israel 147.237.72. 166 |aka. i df . i 9 =g Invalid segrent retransmssion. drop 6
Ret ransmi ssi on Packet dropped.
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 6
. s SYNHAK retransmit with different .
192. 243. 55. 135 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence wi ndow scal noni t or 6
Sreaning Bngine: TCP Invalid i i SSi
79. 182. 203. 216 I srael 147.237.77. 243 |nobil e. i of . 9 =g Inval i d segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
192. 243. 55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence noni t or 6
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
37.26.148.208 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 5
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SN drop 5
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A tacker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
46.19. 86. 81 I srael 147.237.0.19 |nadimatal .idf.i|Ostributed Suspicious Response Code B ock 24
109. 253. 198. 16 |I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 3
156. 206. 123. 25 147.237.77.216|dover.idf.il Uht raceabl e SSL Sessi ons: (pen Mbde None 2
192. 243. 55. 131 |Domi ni ca 147.237.77.216|dover. i df .il Unhaut hori zed URL Access to v i df .il/dover/site/ mai npage. asp B ock 1
87.70.28.124 |Israel 147.237.76.86 |navy.idf.il Distributed PP Attenpt B ock 1
46.19.86.212 |Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from46. 19. 86. 212 B ock 1
207.46.13.100 |Whited Sates |147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76. 31/ robots. t xt B ock 1
79. 182, 203. 216 |l srael 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Qode B ock 1
192, 243. 55. 133 |Doni ni ca 147.237.77.216|dover . i df . i Unaut hori zed LRL Access to wa i df . i |/ hal ochamim B ock 1
87.70.28.124 |[lsrael 147.237.76.86 |navy.idf.il Unhaut hori zed LRL Access to waw navy. idf.il/xnrpc. php Bl ock 1
66.249.64.3 I srael 147.287.77. 176 |nat pash. idf.il mué(?ga:tl.zi%c: .li‘?/_ticn;;ezfeéloshar ed/ user cont r ol s/ header upper / B ock !
207.232.35.50 |Israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
148. 83.134. 10 |Nor way 147.237.77.216|dover. i df . il Uhaut hori zed URL Access to waidf.il/error. htm B ock 1
79.183.26.14 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ t ext . css B ock 1
37.26.149.173 |[lIsrael 147.237.77.216|dover . i df . i Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
192.243. 55. 134 | bom ni ca 147.237.77. 216 dover . i df . i | mu:;‘érillzli(jenlpﬁtzgfzﬁzr (teg/ user cont r ol s/ header upper / B ock !
Unknown Par anet er
87.70.64.181 |[lsrael 147.237.72. 166 |aka. i df . i | ct | 00$ct | 00$cphai n$TochenPl aceHbl der $bt nAt udaPrint in None 1
wane aka. i df . i |/ mai n/ gi yus/ at uda/ asnacht a. aspx
66.249.64.51 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ robot s. t xt B ock 1
217. 69. 133. 241 23:;;: o 147.237.72. 166 |aka. i df . i | Lhknown Paraneter doc.. in vew aka.idf.il/giyus/forun None 1
149. 202. 98. 160 |Ger many 147.237.77. 216 |dover . i df . i | m;;_ﬁ(ye_,ﬁ(:reg/ﬁf;ﬁ{gcn pts/jquery/jquery-1.4.2.nmin.js Bl ock 1
85. 64.60.198 |lIsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 1
192. 243, 55. 138 |Doni ni ca 147. 237.77. 216 |dover . i df . i | :J;f‘:t hori zed URL Access to ww idf. i1 /english/history/entebbel. stmep gy o) 1
99.112.190.69 |lLhited Sates |147.237.77.216|dover.idf.il Untraceabl e SSL Sessi ons: Qpen Mbde None 1
66. 249. 64. 131 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ mai n/ sachar/tfasi maspx  |B ock 1
217.194.197. 27 (I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
85.65.49.191 |[Israel 147.237.72. 156 [arman. i df . i | Unaut hori zed URL Access to waw anan. i df.il/https:/vwaw aman.idf.il/ Bl ock 1
46.19.86.212 |Israel 147.237.72. 166 |aka. i df . i | 'OL'ri(ﬁ/ i?r'tageeg’?inga;;gcéfgogcﬁi/ fm’j W kapat 2/ [ 1 es#012 Bl ock 1
204.12.251.37 |Wnited Sates |147.237.72. 166 |aka. i df . i | m“;i‘:_ri'dzf?l i’i‘t gﬁf:ﬁ;;d‘/’ user contr ol / header Upper/ Bl ock 1
109. 65.0.202  |Israel 147.237.72. 156 |aman. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
66. 249. 64. 143 [l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
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