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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 4000
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
216. 218. 206. 95 Lhited Sates 147.237.77. 227 e hanaz.idf.il Bl ock Wp Al Nets drop 1
184. 105. 139. 67 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df .i | Bl ock_Udp All _Nets drop 1
185.94.111.1 147. 237. 77. 170 n@ar achot . i df . i | Block Np Al Net drop 1
185.94. 111. 1 147.237.8. 24 elifestyle.idf.il Block Np Al _Net drop 1
185.94.111. 1 147. 237.77. 205 prisha.idf.il Block Np Al Net drop 1
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 1
185.94.111.1 147.237. 76. 44 e refuah.idf.il Bock Np All Net drop 1
216. 218. 206. 83 Lhited Sates 147. 237.8.27 e nadimatal .idf.il Block Udp All Nets drop 1
185.94.111.1 147.237.77. 61 e.cogat .idf.il Block Np Al Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 5
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Count ry ‘Ste |Signature |Count |
195. 34. 150. 18 147.237.77.216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
104. 232. 98. 38 147.237.0. 35 akavs. i df .i ET SCAN NVAP -sS w ndow 1024 1
192. 243. 55. 136 147.237.77.216 Doni ni ca dover.idf.il GL VBB SERVER | SAPI . printer access 1
104. 232. 98. 38 147.237.0.35 akavs. i df il ET SCAN NVAP -sS w ndow 3072 1
192. 243. 55. 136 147.237.77. 216 Domi ni ca dover.idf.il SRERIISISAP . printer access 1
147.175.16. 71 147.237.8. 24 Sovakia elifestyle.idf.il |ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

At acker

ountry ‘Target Address ‘Ste ‘Slgnature
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.i f .i1|Bad TCP sequence SINCAGK retransmt with different — Hopvor  |1s
w ndow scal e
.. . . SYNtAXK retransnmit with different .
192. 243, 55. 134 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence i ndow scal noni t or 15
192. 243, 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.i| [Bad TCP sequence Inval i d AGK nunber noni t or 13
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence I'nval i d ACK nunber noni t or 12
79.178. 105. 110 | sr ael 147.237.77. 233 |atal .idf.il [Bad TOP sequence :;';e”ansmt with different wndow | oiior |12
Sreaming Engine: TGP Invalid i i ssi
2.54.186.169 |Israel 147. 237. 72. 166 |aka. i o . i 9 =9 Invalid segnent retransmssion. Packet |, 12
Ret r ansm ssi on dr opped.
Sreaning BEngine: TGP Invalid i i Ssi
192. 117. 97. 185 |I srael 147. 237.77. 243 |nobi l e.i f . i 9 =g Invalid segnent retransmssion. Packet |, 12
Ret r ansni ssi on dr opped.
. . . SYNtAK retransmit with different .
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |[dover.idf .il[Bad TCP sequence wi ndow scal e noni t or 11
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence SNAK retransmt with different | onior |10
w ndow scal e
. . . SYNtAK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence wi ndow scal e noni t or 10
Sreaning BEngine: TGP Invalid i i Ssi
66.249. 64. 124 |Lhited Sates |147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. Packet |, 10
Ret r ansni ssi on dr opped.
. . . SYNtAK retransmit with different .
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |[dover.idf .il[Bad TCP sequence wi ndow scal e noni t or 10
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf .i 1 |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect
192. 243, 55. 131 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence Inval i d AGK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
66.249.64.3  |United Qates [147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssion. Packet |, 8
Ret r ansm ssi on dr opped.
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 136 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence Inval i d ACK nunber noni t or 8
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il[Bad TCP sequence Inval i d ACK nunber noni t or 8
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf .il[Bad TCP sequence I nval i d ACK nunber noni t or 8
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il|dr op Frst packet isn't SN drop 8
192. 243. 55. 134 |Doni ni ca 147.237.77.216 |dover.idf.il [SYN At ack SYN -> SYN ACK -> Ti meout rej ect 8
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf .il[Bad TCP sequence I nval i d ACK nunber noni t or 8
. . . SYNtAK retransmit with different .
192. 243. 55. 136 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence wi ndow scal e noni t or 8
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.i of .i1 [Bad TCP sequence SIAK retransmt with different oo |7
w ndow scal e
192. 243, 55. 137 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence Inval i d ACK nunber noni t or 7
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .i1|SYN At t ack SYN -> SYN-ACK -> RST rej ect
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il |[drop First packet isn't SN drop
. . . SYNtAK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence wi ndow scal e noni t or 7
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.i df . il [dr op First packet isn't SYN drop 7
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il |[Bad TCP sequence Invalid AXK nunber noni t or 7
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
192. 243. 55. 135 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence Inval i d ACK nunber noni t or 7
192. 243, 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.i| [Bad TCP sequence Inval i d AGK nunber alert 7
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence Inval i d ACK nunber alert 6
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.i df . il [dr op First packet isn't SN drop 6
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence SINCAGK retransmt with different —oonior |
w ndow scal e
L. . . SYNtAXK retransnmit with different .
192. 243, 55. 135 |Doni ni ca 147.237.77.74 [lawidf.il [Bad TCP sequence wi ndow scal noni t or 6
Sreamng Engine: TP Invalid i i ssi
185. 120. 125. 88 147. 237.77. 243 |nobi l e. i f . i 9 =g Invalid segnent retransmssion. Packet |, 6
Ret r ansm ssi on dr opped.
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il |[SYN Atack SYN -> SYN ACK -> Ti meout rej ect 6
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf .il[Bad TCP sequence I nval i d ACK nunber noni t or 6
192. 243, 55. 138 |Doni ni ca 147.237.77. 216 |dover.idf .i1|SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il |[SYN Atack SYN -> SYN ACK -> Ti meout rej ect 5
87.69. 26. 84 I srael 147.237.72. 166 |aka.idf .il |[SYN At ack SYN -> SYN-ACK -> Ti neout rej ect 5
192. 243. 55. 133 [Doni ni ca 147.237.77. 216 |dover.idf .il[Bad TCP sequence Inval i d AGK nunber noni t or 5
L. . . SYNtAXK retransnmit with different .
192. 243, 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf .i| [Bad TCP sequence wi ndow scal noni t or 5
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence SINCAGK retransmt with different —Hoonior s
w ndow scal e
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il[Bad TCP sequence Inval i d ACK nunber alert
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect
192. 243, 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf .il [Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55, 133 |Doni ni ca 147.237.77. 216 |dover.i df il [Bad TCP sequence WS. nldﬁsgl reansmt wthdifferent | onitor |5
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Site Sgnature Action ‘Count
87.70.78.216 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock 81
5.29. 87. 14 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
93.173.34.186 |[Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock
37.26.146.154 |lsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code Bl ock
37.26.147.246 |Israel 147.237.77. 243 |nobi l e. i df . i | Eozitlr;_bi“;ﬁ?I%ﬁgﬁ:;fsgplﬁesﬁﬁﬁihﬁ' ddoounent </ 1362 Bock |2
37.237.240.29 |iraqg 147.237.77.216|dover.idf .i | Mil tipl e Unauthorized URL Access from 37. 237. 240. 29 Bl ock
79.183.147.38 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock
185.120.125. 88 147.237.77. 243|mobi | e. i df . i ] ml?iﬂtg?rc:fz.iellj/ gegpgrcyetsesrvpvﬁgtesll i st chi | ddocunent s/ 1362 Bl ock 2
40.77.167. 82 Lhited Sates 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from40. 77. 167. 82 Bl ock 2
37.26.147.222  |israel 147.237.77. 243 |nobi l e. i df . i | m;ﬂt Q cl’rd'fz‘f? , g:eg'ogrcyim S e/l st chi | ddocurent &/ 1431 Bock |2
203.127.96. 228 |9 ngapore 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to wanidf.il/error.htm Bl ock 1
54.193.67. 45 Lhited Sates 147.237.76.200|ei tan. aka. i df . i | |Unaut horized URL Access to 147.237. 76. 200/ B ock 1
157. 55. 39. 65 Lhited Sates 147.237.77. 216 |dover.idf . il D stributed Unaut hori zed LRL Access on waw idf.il/error. htm B ock 1
79.178.105. 110 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1486- he/ at al . aspx Bl ock 1
213.254.241.4 |Wnited Kingdom |147.237.72.166 |aka. i df .i | mnzk“; i??ﬁ"fﬂi n?ts;gg:f;ég‘oﬁtthi?;h in None 1
105. 196. 230. 201 |Egypt 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
66.249.64.119 I srael 147.237.76.86 |navy.idf.il ﬁj;tihd?"iﬁ?en? e e sercont 1l </ heaer oper Bock |1
184. 105. 139. 67 |[lnited Sates 147.237.72. 167 |i shuri maka. i df . if{Uhaut hori zed URL Access to 147.237.72. 167/ B ock 1
37.237.240.29 |iraqg 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to ww i df.il/css/icons/icons. wof f Bl ock 1
217.194.197. 27 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
105. 196. 230. 201 |Egypt 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal.idf.il/xmrpc. php B ock 1
66.249. 64.137 |lIsrael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ nai n/ gi yus/ gener al . aspx |B ock 1
37.26.147.222 |lIsrael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unaut hori zed URL Access from 37.26. 147. 222 B ock 1
84.111.52.31  |israel 147.237.72.166 |aka. i df . i | m”;’k“; i?_?’:‘?ﬂ: n/”g?%gﬁomgggf n None 1
220. 255.97.58 |9 ngapore 147.237.77.216 |dover. i df . il D stributed Uhaut hori zed URL Access on waw i df.il/error. htm Bl ock
131.253.25. 221 |lhited Sates 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock
70.27.253.214 [Canada 147.237.77. 216 |dover.idf . il SSL Untraceabl e Connection - Qpen Mde None
Unaut hori zed URL Access to waw idf.il/1283-19121-en/ dover. aspx
192. 243. 55. 136 |Domi ni ca 147.237.77.216|dover. i df .i | ht t p: /vy pri nt er dust cover s. net / speck- ki ndl e- dust j acket -red-fits-6-d|B ock 1
i spl ay-| at est - generati on-ki ndl e

Pal esti ni an
46. 60. 16. 117 Territory, 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . idf.il/894-ar B ock 1

Qccupi ed
220. 255. 145. 1869 ngapor e 147.237.77. 216 |dover . i df . i | Distributed Waut hori zed URL Access on wwidf.il/error. htm B ock
132.74.95. 19 I srael 147.237.77. 170 |n@ar achot . i df . i | |Whauthorized URL Access to maarachot.idf.il/pdf/files/8/108808. pdf  |B ock
72.9.148.10  |Wnited Sates  [147.237.76.86 |navy.idf.il muags;' B e a0/ navy. aspx. aspx Hock |1
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