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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 3997
81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 3
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack drop 2
184. 105. 139. 67 Lhited Sates 147. 237. 8. 46 e. chinuch.idf.il Block Udp All Nets drop 1
185.94.111. 1 147.237.76. 176 test.ncore.idf.il B ock Np Al Net drop 1

89. 163. 216. 214 Ger nany 147. 237. 8. 46 e.chinuch.idf.il Bl ock_Ulp Al _Nets drop 1
184. 105. 139. 92 Lhited Sates 147.237.77. 205 prisha.idf.il B ock Np Al _Net drop 1
185.94.111. 1 147.237.77. 216 dover.idf.il B ock Np Al Net drop 1

94. 102. 49. 206 Net her | ands 147.237. 8. 46 e. chinuch.idf.il Bock Np All Net drop 1
185.94.111.1 147.237.8. 14 e.orchot.idf.il Block Np All Net drop 1
185. 130. 5. 174 147.237.77. 226 ww chanat z. aka. i df .i | Bl ock_Udp All _Nets drop 1
185.94. 111. 1 147.237. 76. 38 eengitav.idf.il Block Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site ‘Sgnature Devi ce Action |Count
149. 50. 94. 14 Lhited Sates 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 10
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il CL000071: HTTP: User Agent Sogou+web+spi der B ock 5

46. 120. 55. 50 | srael 147.237.0. 34 tikshuv.idf.il [Cl000138: HITP. prefix 1.01 in the LR Bl ock 4
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP:. User Agent Sogou+web+spi der B ock 1
123.126. 113. 80 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Gountry

Ste

Signature

195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
66. 249. 64. 181 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 2
218. 246. 0. 97 147.237.77. 74 Chi na lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
93. 189. 26. 18 147. 237.76. 38 Austria eeneitav.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198. 20. 69. 98 147.237.76. 202 Lhited Sates e.halag.idf.il ET CROP Dshiel d B ock Listed Source 1
179. 43. 141. 234 147.237.0. 16 Shi t zerl and ny- kosher - kravi . i df . il ET SCAN NVAP -sS w ndow 1024 1
82.196.9. 182 147.237.8. 14 Net her | ands e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

SYNtAXK retransmt with

192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence : . nonitor |14
di fferent w ndow scal e
Sreaning Engi ne: TCP i i ssi
46.19.86.0 I sr ael 147. 237. 76. 147 |chi nuch. aka. i df . i mng Ehgine. Invalid segnent retransmssion. | ., 12
Inval i d Retransmnission Packet dropped.
. s SYN+ACXK retransnmt wth .
192. 243. 55. 129 |Domi ni ca 147.237.77. 216 |dover. i df . i | Bad TCP sequence different vindow scal & monitor |12
192. 243. 55. 129 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber monitor |11
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber monitor |11
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |[lawidf.il SYN At tack SYN -> SYN-ACK -> Tineout [reject 10
46.19.86.151  |Israel 147. 237.77. 226 “;A:"“Cha”atz'aka"df drop First packet isn't SWN drop 10
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |reject
46. 19. 85. 214 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert
Sreaning Engi ne: TCP i i ssi
5.22.135.235  |Israel 147.237.72. 166 |aka. i df .| mng thgihe. Invalid segnent retransmssion. | . 6
Inval i d Retransnission Packet dropped.
46. 19. 85. 43 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 6
46.19. 85. 214 I srael 147. 237.77. 216 |dover.idf il Bad TCP sequence I'nvalid ACK nunber monitor |6
46. 19. 85. 43 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber nonitor |6
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Invalid ACK nunber alert 6
192. 243.55. 129 |Dom ni ca 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber alert 6
37.26.146.252 |[Israel 147.237.77.74 |[lawidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 4
Sreamng Engi ne: TCP i i ssi
79.183. 204. 236 | srael 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
192. 243. 55. 129 |Domi ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 3
Sreaning Engi ne: TCP i i ssi
37.26.147.233 |Israel 147. 237. 77. 243 |nobi | e. i of . | mng gl e Invalid segnent retransmssion. | ., 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP i i ssi
46.19.85.208  |israel 147. 237.72. 166 |aka. i f .11 mng tngine: ! Invalid segnent retransmssion. | 3
Inval i d Retransnission Packet dropped.
S reaning Engi ne: TCP ' i ssi
46.19.86.192  |Israel 147.237.72. 166 |aka. i df .i mng tngine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmission Packet dropped.
Sreamng Engi ne: TCP i i ssi
83.130.111.1  [israel 147.237.72. 166 |aka.i df . mng Engine: 1 Invalid segnent retransmssion. |, 3
Inval i d Retransmi ssion Packet dr opped.
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence moni t or
46.121.94.141  [Israel 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or
Pal esti ni an . . -
185.5.223. 11 Territory, Creupied 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
93.172.183. 61 | srael 147.237.72.166 |aka.idf .il dr op First packet isn't SYN drop
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover. i df . i1 Bad TCP sequence noni t or
Pal esti ni an . . .
185.5.223. 11 Terri tory, Qooupi ed 147. 237. 77. 216 [dover.i df . i SYN At t ack SYN -> SYN-ACK -> RST rej ect 2
2.52.157.232 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber nonitor |2
S reaning Engi ne: TCP ' i ssi
80. 246.130.32 | srael 147. 237. 76. 200 |ei tan. aka.i of . i mng tngine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransmission Packet dropped.
Pal esti ni an . . SYNtAXK retransmt with .
185.5.223. 11 Territory, Gecupi ed 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 2
74.82. 47.51 Lhited Sates 147.237.77. 121 |e. navy. i f .i | Geo- | ocation enforcement | 0;!ocation inbound drop 1
enf or cenent
185.32.179.29 |Israel 147. 237.77. 216 |dover.idf.i| SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 139. 90 |lnited Sates 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect
106. 120. 173. 159|Chi na 147.237.77. 233 |atal .idf.il drop SAMrul e drop
- Vb Server Enforcenent .
82.196.9.182 Net her | ands 147.237.76.31 |[nakchal .idf.il . Masscan Port Scanner rej ect 1
Mol ation
46.121.94.141  [Israel 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 240|Wnited Sates 147. 237.77. 226 Wi"l"'“hamz' aka. df | At tack SYN -> SYN-ACK -> RST rej ect 1
176.13.20.205 |l srael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber monitor |1
84.108.98.134 [Israel 147. 237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.56 Lhited Sates 147.237.0.15 |kosher-kravi.idf.il  |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184, 105. 139. 108|United Sates 147.237.77.19 |lawforumidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
5.102.254.136 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
82.196.9. 182 Net her | ands 147.237.76.34 |yohal an.idf.il dr op drop 1
176.13.22.3 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 247. 200|Wited Sates 147.237.77.19 |[lawforumidf.il SYN At tack SYN -> SYN-ACK -> RST rej ect 1
176.13. 4. 34 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
173.208. 136. 170|Lhited Sates  |147.237.76.31 |nakchal .idf.il Mil tipl e Unaut hori zed URL Access from 173. 208. 136. 170 Bl ock 38
173.208. 136. 170|lhited Sates  [147.237.76.31 |nakchal .idf.il [Mitiple Admin Bl ocking from 173.208. 136. 170 B ock 6
185. 120. 125. 88 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode B ock 3
87.69.178.174 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 2
109. 253. 142. 180|1 sr ael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover . i df . i | Ml tipl e Unhaut horized URL Access from 192. 243, 55. 129 B ock 1
79.183. 204. 236 |Israel 147. 237.72. 166 |aka. i df . i | L'ulri%zj ; i%ﬂasegginga;:;;fgol);cﬁi/fm W kapat 2] /1 esi012 B ock 1
131.253.25.225 |thited Sates |147.237.77.216|dover.idf.il D stributed Lhaut hori zed URL Access on wwww i df.il/error. htm B ock 1
46.19. 85. 163 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
211.21.2.86 Tai wan 147.237.77.216|dover . i df . i | Lhaut hori zed URL Access to wanidf.il/). htm( Bl ock 1
79.183.204. 236 |[Israel 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in LR from79.183. 204. 236 B ock 1
68.180.228.112 |lnited Sates |147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . il/1133- he/ dover . aspx Bl ock 1
5.18.229. 133 :Z:::Fion 147.237.0.34 [tikshuv.idf.il [Paraneter Type Molation catld in vwwtikshuv.idf.il/sitelgeneral . aspx B ock 1
68.180.228.175 |[Whited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 994- 9712- he/ r ef uah. aspx |B ock 1
109. 253.133.33 |Israel 147.237.72. 166 |aka. i df . i | \;:,arwara't;elr f?‘lj/?a'j{v!a‘zhjri/?r;giigr et o zer o r e st e B None 1
38.111.147.84 |lnited Sates  [147.237.72.166|aka.idf.il Unhaut hori zed URL Access to aka.idf.il/barmachane B ock 1
79.183. 26. 14 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ styl el shared/ reset . css Bl ock 1
40.77. 167. 82 Uited Sates |147.237.77.216|dover.idf.il Uhaut hori zed LRL Access to wauidf.il/watch B ock 1
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