03-11-2016-06:04:00 to 03-11-2016-07:04:00

@
1"PT SwNn ()

oV

www.gov.il

IDF Under Attack

Daily Report

|Top Targets |
700+
600+
5004 M dover.idf.il
1. M tikshuv.idf.il
4007 B oaka.idf.il
300+ W atal .idf.il
Nugbef Sook M awidf.il
At acks ’ .m)bfle.ldf.!l |
00+ M nadimatal .idf.i
. M navy.idf.il
g\ ‘\ \‘ s\. " . . .
.\8\ 4,.\5 Q,\b N N s\é e.\& \& \g\ @1\6 .\6\ sviva. i df. il .
OAQ} N K S & O > &S o S M nat pash.idf . il
S NE D K < S g
S NN &
@
Top Tar get
[Top Attackers |
600-
500-
W 167. 114. 156. 16
400 192. 243. 55. 129
¥ 66. 249. 93. 117
300+ 66. 249. 93. 121
Nugber B 66. 249. 93. 125
200
At acks M 46. 19. 85. 101
W 82.196. 9. 182
100 M 109. 67. 130. 60
185. 32. 179. 110
212.143. 142. 56
P P> Y @ D P .
N N N NS S N Q-
. 0, O o) % o X
o S o N Q N
N > > o A Ns
A - . b{o QQ/' QQ‘ <y 9
NS RN e

Top Attackers




03-11-2016-06:04:00 to 03-11-2016-07:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - r eset 3011

81. 218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock_UWp Al _Nets dr op 3

184. 105. 139. 88 Lhited Sates 147.237.77. 243 nobil e.idf.il Bock Np Al Net drop 1

94. 102. 49. 206 Net her | ands 147.237.76. 177 ncore.idf.il Bock Np Al Net drop 1

184. 105. 139. 100 Lhited Sates 147.237.8.27 e.madi matal .idf.il Block Np All Nt dr op 1

185. 56. 28. 67 Net her | ands 147.237.76. 39 nobi | e.nei tav.idf.il B ock Np Al _Net drop 1
71.6.165. 200 Lhited Sates 147.237.0. 19 nadi matal .idf.il B ock_Wp Al _Nets drop 1

180. 175. 229. 69 Chi na 147.237.8. 14 e.orchot.idf.il B ock_UWp Al _Nets dr op 1

185. 56. 28. 67 Net her | ands 147.237.76. 201 e atal.idf.il Bock Np Al Net drop 1




03-11-2016-06:04:00 to 03-11-2016-07:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |9 gnature Devi ce Action |Oount
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 5
93.219. 123. 228 Ger many 147. 237. 76. 86 navy.idf.il C1000074: HITP. maj estic bot Bl ock 2
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 120.173.102 |China 147.237.76. 42 refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP: User Agent Sogou-+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18 [147.237.77. 216 |Austria dover.idf.il Tehila - Perl LW with fake user agent 4
167. 114. 172. 229(147. 237. 77. 216 |Canada dover.idf.il SER\/ER APACHE Apache mmod_proxy reverse proxy information 2
di scl osure attenpt
185.130.5.179 |147.237.76. 202 e halag.idf.il ET SCAN Potential SSH Scan 1
185.130.5.179 |147.237.76. 197 e himush.idf.il |ET SCAN Potential SSH Scan 1
180.97.81. 71 147. 237. 77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147. 237.77. 216 |Chi na dover.idf.il ET SCAN Potential SSH Scan 1
59. 45. 79. 117 147.237.0.19 [China madimatal.idf.il |ET SCAN Potential SSH Scan 1
205. 200. 120. 138(147. 237.0.34 [Canada tikshuv. i df.il ET SCAN NVAP -sS w ndow 1024 1
193. 105. 134. 220|147. 237.76. 30 |Sweden hi nush. i df il ET SCAN NMAP -sS wi ndow 1024 1
185.130.5.179  |147.237. 76. 200 eitan.aka idf.il |ET SCAN Potential SSH Scan 1
185.130.5.179 |147.237.76. 147 chinuch. aka.idf .il|ET SCAN Potential SSH Scan 1
174. 44, 245. 112 |147.237.77.176|hited Sates  |natpash.idf.il ET SCAN NVAP -sS wi ndow 3072 1
82.196.9. 182 147.237.0.35 [Netherl ands akaws. i df il ET SCAN NVAP -sS wi ndow 1024 1
59. 45, 79. 117 147.237.72.14 |China dover.idf.il (o d) |[ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
66.249.93.117 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop Frst packet isn't SWN drop 17
66.249.93.125 |lhited Sates |147.237.0.34 |tikshuv.idf.il drop First packet isn't SN drop 15
66.249.93.121 |Whited Sates 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SN drop 14
Sreaning BEngine: TCP Invalid i i SSi
185.32.179. 110 |Israel 147. 237.77. 243 |robi l e. i f . | 9 =g Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 101 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert
46. 19. 85. 101 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
212.143.142.56 |[Israel 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop
. o SYNtACK retransmt wth .
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence di fferent vi ndow scal e mnitor |4
] . s . . header rejection pattern found in .
64. 246. 165. 50 Lhited Sates 147.237.0.34 |tikshuv.idf.il Header R?J ection r equest noni t or 4
Sreaning Engine: TCP Invalid i i ssi
79.183.99.31  |[Israel 147.237.72. 166 |aka. i df . 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dr opped.
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Tineout |[reject 3
e SN retransmit wth different
109. 67.130. 60 |l srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e aert 3
109. 67.130.60 I srael 147.237.77. 233 [atal i f il Bad TCP sequence SNretransmt wth different oo |3
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
46.19.85.99  |israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
84.228.109. 234 |israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
109.253.156.0 |Israel 147.237.72. 166 |aka i df .i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
89.138.197.18 |[lIsrael 147. 237. 77. 216 |dover.idf .il SYN At ack SYN -> SYN-ACK -> RST rej ect 2
77.125.108. 124 |Israel 147. 237.77. 216 |dover.idf.il drop First packet isn't SWN drop 2
167. 114. 156. 16 |Canada 147. 237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence monitor |2
192. 243.55. 129 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence mnitor |2
. o SYNtACK retransmt wth .
192. 243.55. 129 |Doni ni ca 147. 237.77. 216 |dover.idf.il Bad TCP sequence qi fferent vi ndow scal e mnitor |2
144. 76. 93. 46 Ger many 147. 237.77. 216 |dover.idf.il drop SMAMrule drop
192. 243. 55. 129 |Domi ni ca 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop
o SYNtACK retransnmit wth .
77.125.108. 124 |l srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence di fferent vindow scal & monitor |2
82.196.9.182  |Netherlands  |147.237.76. 199 |e. nakchal .idf. il Geo-l ocati on enf or cenent Go- | ocati on i nbound drop 1
enf or cenent
192. 243.55. 129 |Domi ni ca 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
74.82.47.15 Lhited Sates |[147.237.77.235|sviva.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 227|Uhited Sates |147.237.72. 156 |anman.idf . il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
. s . Geo- | ocati on i nbound
159. 226. 95. 66  |Chi na 147.237.76. 201 |e.atal .idf.il Geo- | ocation enf or cenent enf or cenent drop 1
216. 218. 206. 122|Wnited Sates  [147. 237. 76. 202 [e. hal ag.i df . Geo-1 ocation enf or cenent gﬁ;’;zgi'nfn  nbound drop 1
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d AGK nunber alert 1
185. 119. 167. 19 147. 237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 1
184.105.139.98 |Lhited Sates [147.237.77.233|atal.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
123.125.71.16 |China 147.237.77. 176 |nat pash. i df . i | SYN At ack SYN -> SYN-ACK -> Tineout |reject 1
195. 62. 53. 168 R‘SIS::I”ion 147. 237.77. 243 |robi l e. i f . | SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
o Veb Server Enforcenent i
82.196.9. 182 Net her | ands 147.237.77.19 |lawforumidf.il . Masscan Port Scanner rej ect 1
Mol ation
74.82.47.48 Lhited Sates |147.237.76.176|test.ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
184. 105. 247. 228|Uhited Sates [147.237.77. 243 |mobile.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
159. 226. 95. 66  |Chi na 147.237.77. 235 [sviva.idf.il SYN At ack SYN -> SYN-ACK -> RST rej ect 1
220.181. 108. 92 |China 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
106. 120. 173. 159|Chi na 147.237.77. 233 |atal .idf.il drop SAMrul e drop 1
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |1
. - i.id |Vb Server Enforcenent
82.196.9.182  |Netherlands  |147.237.0.17 | "Y-kosher-kravi.id _ Masscan Port Scanner rej ect 1
f.il Mol ation
185. 119. 167. 19 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d AGK nunber nonitor |1
66.249.93.121 |lsrael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 1
184.105. 139. 112|thited Sates [147.237.8.46 |e.chinuch.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.72 |wited sates  [147.237.76. 196 |e. sviva i df i Geo- 1 ocati on enf or cement Geo-I ocat i on i nbound drop 1
enf or cenent
82.196.9.182  |Netherlands  |147.237.77. 212 |e. dover.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184. 105. 247. 243|Wited sates  [147.237.72. 217 |e.i i1 Geo- 1 ocati on enf or cement Geo-I ocat i on i nbound drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
194, 114. 146. 227|| sr ael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut horized URL Access from 194.114. 146. 227 Bl ock 4
66.249. 65. 224  [Israel 147.237.77.216|dover.i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm B ock 2
46.19.85.0 I srael 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
46.19.85.2 | srael 147.237.0.19 |madimatal .idf.il|{DOstributed Suspicious Response Code B ock 2
Unaut hori zed URL Access to
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover.i df . il ww i df . i |/ 1283- 19015- en/ dover . aspx89/ dont - you-wi sh-t hi s-was-wai ti [B ock 1
ng- f or - you- at - hone- i - doeat hhowconment =1367249835647
] . . Par aneter Type M ol ati on PageNumin
68.180.230.224 [thited Sates (147.237.76.31 [nakchal .idf. il [ = " e 117 1111 hef nakhal _ aspx Bl ock 1
157. 55. 39. 12 Lhited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ B ock 1
68.180. 230. 244 |lhited Sates |[147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
167. 114. 172. 229|Canada 147.237.77.216|dover. i df . il D stributed Lhauthori zed URL Access on v i df.il/error. htm B ock 1
66. 249. 66. 19 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
. . Unaut hori zed URL Access to

194. 114. 146. 227 | sr ael 147.237.76.86 [navy.idf.il v nawy. i of i 1/si p storagel il es/ 1/ si 23380/ 1651 | pg Bl ock 1
109. 67.130. 60 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock

167. 114. 172. 229|Canada 147.237.77.216|dover.i df . il Mil tipl e Unaut hori zed URL Access from 167.114. 172. 229 Bl ock 1
68.180.228.175 |lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
217.69. 133. 246 RJSIS:;ni on 147.237.72. 166 [aka. i df . i | Lhaut hori zed UR. Access to aka.idf.il/nain/schar B ock 1

Kor ea, . . )
121. 169. 10. 226 Republ i ¢ of 147.237.77.216|dover. i df . il DOstributed PHP Attenpt B ock 1
184. 105. 247. 196|Uhited Sates |[147.237.77.243|nobi le.idf.il Uhaut hori zed URL Access to 147.237. 77. 243/ B ock 1
] . . Paraneter Type Mol ati on PageNumin

68.180.230.29 [Lhited States |147.237.77.176 matpash.idf.il | cogat . i df i1/ 1043- he/ cogat . aspx Bl ock 1
121. 169. 10. 226 gﬁa ic of 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to wwidf.il/xnirpc. php B ock 1
66.102. 9. 101 Lhited Sates |147.237.77.216|dover.idf .il Unhaut hori zed URL Access to wawnidf.il/1294-en/wan idf.il/english B ock 1
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