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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 3419

46. 19. 86. 43 | srael 147.237.72. 166 aka. idf.il Anonal y- TLS-renegoti ation-d i dest - r eset 88

204. 42. 253. 2 Lhited Sates 147.237.77. 61 e.cogat.idf.il Bock Np Al Net dr op 2

184. 105. 139. 80 Lhited Sates 147.237. 8. 46 e.chinuch.idf.il [Bock Np Al Net drop 1

184. 105. 139. 72 Lhited Sates 147.237. 8. 50 e.tikshuv.idf.il |[Block Np All Net drop 1

66. 249. 64. 190 | srael 147.237. 72. 166 aka.idf.il HTTP- M sc- BadBl ue-D r - Tr ave- 2 dest - reset 1

184. 105. 139. 72 Lhited Sates 147. 237.72. 217 eidf.il Block Np All Net drop 1
141.212.122.198 Lhited Sates 147.237.77. 216 dover.idf.il B ock_Udp Al _Nets drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
106. 38. 241. 149 Chi na 147.237.77.216 |dover.idf.il |ClL000071: HTTP. User Agent Sogou+web+spi der B ock 8
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il |CL000074: HTTP. najestic bot Bl ock 2
86.132. 215. 31 United Ki ngdom 147.237.77. 216 dover.idf.il |[CL000074: HTTP. najestic bot B ock 2
108. 59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il [ClL000074: HITP. najestic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il |[ClL000071: HTTP: User Agent Sogou+web+spi der B ock 1
69. 116. 219. 171 Lhited Sates 147.237.77. 216 dover.idf.il |[ClL000008: HITP: Xenu User Agent B ock 1
106. 120.173.102 |China 147.237.76. 42 refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Bl ock 1
123.126. 113. 80 Chi na 147.237.72. 166 aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP wth fake user agent 4
61.182.170.38 [147.237.0.16 [China ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
185.130.5.179 |147.237.77.61 e.cogat.idf.il ET SCAN Potential SSH Scan 1
42.247. 4. 164 147.237.0.16 |China ny- kosher-kravi .idf . il ET SCAN Potential SSH Scan 1
185.130.5.179 [147.237.76.176 test.ncore.idf.il ET SCAN Potential SSH Scan 1
23.96. 109. 87 147.237.0.17 |lited Sates |mny-kosher-kravi.idf.il |ET SCAN NVAP -f -sS 1
185.130.5. 179 |147.237.72. 166 aka.idf.il ET SCAN Potential SSH Scan 1
173.224.117. 146(147. 237.0.15 |Whited Sates |kosher-kravi.idf.il ET SCAN Potential SSH Scan 1
66. 249. 64. 253  |147.237.72.166 |Lhited Sates [aka.idf.il SER\/ER APAO—E.Apache mod_ss| non-SSL connection to SSL port 1
deni al of service attenpt
62. 210. 25. 81 147.237.0.33 |Rance idf.il ET SCAN NMAP -sS wi ndow 1024 1
61.182.170.38 |147.237.76. 202 |Chi na e halag.idf.il ET SCAN Potential SSH Scan 1
61.182.170.38 |[147.237.0.19 |[China madi matal .idf.il ET SCAN Potential SSH Scan 1
189. 254. 90. 133 |147. 237. 76. 196 [Mexi co esvivaidf.il ET SCAN NVAP -f -sS 1
42.247. 4. 164 147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
185.130.5.179 |147.237. 76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
23.96. 109. 87 147.237.0.17 |thited Sates [mny-kosher-kravi.idf.il [ET SCAN NMAP -sS wi ndow 2048 1
185.130.5.179 |147.237.72. 167 i shuri maka. i df.il ET SCAN Potential SSH Scan 1
178.63.11. 208  |147. 237. 77. 227 |Ger many e hanaz.idf.il ET SCAN NMAP -sS wi ndow 1024 1
82.117. 208. 243 |147.237.77.74 lawidf.il ET SCAN NMAP -sS wi ndow 1024 1
62.210. 25. 81 147.237.0.33 |France idf.il ET SCAN NVAP -sS wi ndow 2048 1
62. 210. 25. 81 147.237.0.33 |France idf.il ET SCAN NVAP -f -sS 1
61.182.170.38 |[147.237.76.177|China ncore.idf.il ET SCAN Potential SSH Scan 1
189. 254. 90. 133 |147. 237. 76. 196 |Mexi co esvivaidf.il ET SCAN NVAP -sS w ndow 2048 1
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|Top Attackers In FW |

Attacker Address

Attacker Qountry

Target Address

dte

Signature

Sreaning Engine: TGP Invalid

Inval i d segnent retransnission.

37.26.149.209 |[Israel 147. 237. 76. 200 |ei tan. aka. i df .i | S dro 12
Ret r ansm ssi on Packet dropped. P
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
185.32.179. 191 [Israel 147.237. 72. 156 |anan. i of . i Bad TCP sequence SYNFACK retransmt wth monitor |4
di fferent w ndow scal e
Sreanming Engine: TCP Invalid i i ssi
109. 253. 143. 2031 srael 147. 237.72. 166 |aka i f .11 9 =g Invalid segnent retransmssion. . 3
Ret r ansm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
176.13.14.172 | srael 147.237.72. 166 |aka.i df . 9 =g Invalid segnent retransmssion. g 3
Ret ransnm ssi on Packet dropped.
Pal estinian Territory, . . SYN+ACXK retransmt wth .
85. 114. 107. 70 Cecup ed 147. 237. 77. 216 |dover i df .i | Bad TCP sequence different vi ndow scal e nonitor |2
31.154.19.209 |[lIsrael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
5.22.135. 235 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber monitor |2
144.76. 93. 46 Ger many 147.237.72. 166 |aka.idf.i | drop SAMrul e drop 2
46.120. 100. 173 [l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 2
62. 210. 25. 81 France 147.237.0.33  |idf.il drop drop 2
) o Vb Server Enforcenent )
82.196.9. 182 Net her | ands 147.237.0.34 |tikshuv.idf.il . Masscan Port Scanner rej ect 1
Mol ation
216. 218.206. 78 |Whited Sates 147. 237, 77. 121 |e. navy. i of . i Geo- | ocati on enf or cenent Sﬁ?olrggi'n?”  nbound drop 1
5.28.135. 37 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber monitor |1
184. 105. 247. 223|Wnited Sates 147.237.0.200 |mdu.idf.il Geo- | ocati on enf or cenent Sﬁ?olggikf”  nbound drop 1
141.212.122. 219|Wnited Sates 147.237.76.38 |e.e.neitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82.47.7 Lhited Sates 147.237.76. 34 |yohal an.idf.il drop drop 1
184.105. 139. 74 |lhited Sates 147.237.76.200|eitan. aka.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 142|nited Sates 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
o Vb Server Enforcemnent )
82.196.9. 182 Net her | ands 147. 237. 72. 156 |anan. i df . il . Masscan Port Scanner rej ect 1
Mol ation
216.218.206.78 |Wnited Sates 147.237.77.212|e.dover.icf.il  |Geo-1 ocation enf or cenent gﬁ?;):ggi'nfn I nbound drop 1
184. 105. 247. 231 |nited Sates 147.237.76.200|eitan. aka.idf.il |SYN At tack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 220|United Sates 147.237.76.38 |e.emmitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST rej ect 1
96.246.211. 180 |Lhited Sates 147. 237. 77. 216 |dover.i df . i1 SYN Attack SYN -> SYN-ACK -> RST rej ect 1
74.82. 47.15 Lhited Sates 147.237.8.28 |e.mubile-ks.idf.il |Geo-1 ocation enf or cenent Geo-| ocati on i nbound drop 1
enf or cenent
192. 241. 202. 144|lnited Sates 147.237.0.35 |akaws.idf.il drop drop 1
184.105. 139. 111|wnited Sates 147.237.8.24 |e.lifestyle.idf.il [Geo-1 ocation enf or cenent gﬁ?;)lrggi'mon I nbound drop 1
141.212.122. 143|nited Sates 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST rej ect 1
. Veb Server Enforcenent .
82.196.9. 182 Net her | ands 147.237.72. 166 |aka. i df il . Masscan Port Scanner rej ect 1
Mol ation
220. 181. 108. 186|Chi na 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
185.32.179. 191 |[lsrael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber monitor |1
106. 120. 173. 159|Chi na 147.237.77. 233 |atal .idf.il drop SAMrul e drop 1
82.196.9. 182 Net her | ands 147.237.0.15  |kosher-kravi.idf.i|SYN Al t ack SYN -> SYN-ACK -> Ti meout rej ect 1
195.62.53.168 |Russian Federation |147.237.8.27 e nadimatal.idf.i{Geo-1ocation enf or cenent gﬁ?;):ggi'nfn I nbound drop 1
5.22.135. 235 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 139. 112|lhited Sates 147.237.0.33 |idf.il drop drop 1
141. 212. 122. 208|lhited Sates 147.237.77. 235 |sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
82.196.9. 182 Net her | ands 147.237.72. 167 |ishurimaka.idf .i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 1
185.32.179.191 |lIsrael 147.237.72. 156 |anan.idf .i| Bad TCP sequence Inval i d sequence nunber alert 1
167. 114. 156. 16 |Canada 147. 237. 77. 216 |dover.i df . i | SYN Attack SYN -> SYN-ACK -> RST rej ect 1
82.196.9. 182 Net her | ands 147.237.0.33 |idf.il drop drop 1
5.28.135. 37 I srael 147. 237. 77. 216 |dover . i df .i | Bad TCP sequence Inval i d ACK nunber alert 1
184. 105. 139. 112|Wnited Sates 147.237.8.27 |e.madimatal.idf.i[Geo- 1 ocation enf or cenent gﬁ?;'rsgi'nfn I nbound drop 1
141.212.122. 209|nited Sates 147.237.77. 235 |sviva. i df il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 114. 107. 70 g‘ilcisgi':('ja” Tertitoryly 47 237. 77. 216 |dover. i df .i SYN At t ack SYN -> SYN-ACK -> Tinmeout |reject 1
185. 32.179. 191 |Israel 147.237.72. 156 |anan. i df .i| Bad TCP sequence Invalid sequence nunber noni t or
123.125.71.15 |China 147. 237. 77. 176 |nat pash. i df . i | SYN Att ack SYN -> SYN-ACK -> RST rej ect
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry |Target Address |Site Sgnature Action ‘Count
109. 64. 22. 85 | srael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
121. 169. 10. 226 Okfre& Republic 1147 237.77. 216 |dover . i df i | Unaut hori zed URL Access to waw i df.il/xmrpc. php B ock 2
121. 169. 10, 226 | Republic 1147 237.77. 216 |dover. i df i | Distributed PP At enpt B ock 2
72.74.162. 73 Lhited Sates 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
. - SS. Lhtraceabl e Gonnection - Protocol violation
66.249. 64. 253 |l srael 147.237.72. 166 |aka. i df . i | (SSL CONN LI ENT FELLO None 1
92.98.236.02 | ted Arab 147.237.77.176 |nat pash. i df . i1  |Distributed PHP Attenpt B ock 1
Enrat es
37.142.68.1 I srael 147.237.77. 176 |mat pash. i df . i | PHP Attenpt Bl ock
131.253.25.230 |[Uited Sates 147.237.77.216|dover. i df . il D stributed Lhaut hori zed URL Access on www i df.il/error. htm B ock
. . -|Uhaut hori zed URL Access to
66. 249. 66. 22 | srael 147.237.76. 147 chi nuch. aka. i df . i wane chi nuch. aka. i df . i | /tenpl at es/ news/ news. aspx Bl ock !
92.08.236, 092  |Jited Arab 147.237.77. 176 |mat pash. i f .| |D Stributed thadthorized LR Access on B ock 1
Enir at es W cogat . i df . i |/ xm rpc. php
37.142.68.1 I srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to ww cogat . i df.il/xnmrpc. php B ock 1
. . Unaut hori zed URL Access to
167. 114. 172. 229|Canada 147.237.77. 216 |dover . i df . i | vaw i dff i |/ shar ed/ user cont r ol s/ header upper/ B ock 1
68.180.228. 112 |Lited Sates 147.237.77.216|dover. i df . il Mil ti pl e Unaut hori zed URL Access from 68.180. 228. 112 B ock 1
. - Unaut hori zed URL Access to
66.249.64.131 |[Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ i yus/ gener al . aspx B ock 1
180.76.15. 7 Chi na 147.237.76.200|ei tan. aka. i df . i | |Wauthorized URL Access to eitan. aka.idf.il/1105-en/ contactus. aspx |B ock 1
68.180. 228.112 |[thited Sates 147.237.77.216|dover . i df . il Unhaut hori zed URL Access to waw i df.il/atal 1/izkor/ nai n. asp B ock 1
. - Il1egal Paraneter Encoding searchText in
66.249. 64. 186 I srael 147.237.77.74 (lawidf.il vow | aw i df i |/ 275- hel pat zar . aspx None 1
. ] . Unhaut hori zed URL Access to
195.138.85. 250 |Ukraine 147.237.77. 216 [dover . i df . i | w i df . il /tenpl at es/ sendt of ri end/ sendt of ri end. aspx?8anp Bl ock !
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