03-11-2016-04:04:04 to 03-11-2016-05:04:04

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |

M dover.idf.il

Miawidf.il

M nat pash. i df i |

M nadi matal .idf.i

M navy.idf.il

Meitan aka.idf.il

M atal.idf.il

M aka.idf.il
tikshuv.idf.il

B naar achot . i df . i |

Nunber
(6]
At acks

Top Tar get

M 167. 114. 156. 16
192. 243. 55. 136
I 192. 243. 55. 137
192. 243.55. 131

Nuréfber M 192. 243. 55. 133
Attacks M 192. 243. 55. 138

[ 192. 243.55. 135

M 107.77.70.118
192. 243.55. 134

M 176.13.18. 27

Top Attackers



03-11-2016-04:04:04 to 03-11-2016-05:04:04

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Site Signature Device Action

167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DCS- Tool - Swi t chbl adG dest - reset 4000
114. 55. 25. 14 Chi na 147.237.77.216 dover.idf.il bl ock-sp-traf 1 forward 4
81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
185. 56. 28. 67 Net her | ands 147.237.8. 14 e.orchot.idf.il B ock Np Al Net drop 1

94. 102. 49. 206 Net her | ands 147.237.76. 148 ggcenter. aka i df.il B ock Np Al _Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |
216. 185. 43. 135 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 4
94.73.150. 148 Tur key 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 4
177.185. 192. 50 Brazil 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SALECT) Bl ock 4
209. 15. 196. 170 Canada 147.237.77.216 |dover.idf.il |3808: HITP. SQ Injection Variabl e Declarati on Bvasi on B ock 4
209. 15. 196. 170 Canada 147.237.77.216 |dover.idf.il |5670: HTTP. SQ Injection (SELECT) B ock 4
108.59. 8. 70 Lhited Sates 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
2.54. 156. 67 I srael 147.237.0. 34 ti kshuv.idf.il|Cl000138: HTTP. prefix 1.01 in the UR B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il |Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
106. 120.173.102 |China 147.237.76. 42 refuah.idf.il |Cl000071: HTTP: User Agent Sogou+web+spi der B ock 1
66. 249. 79. 234 | srael 147.237.0. 34 tikshuv.idf.il|Cl000138: HTTP. prefix 1.01 in the URL B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
209. 15. 196. 170 147.237.77. 216 Canada dover.idf.il SQ Injection - Select From 10
216.185. 43. 135 147.237.77.233 Wited Sates atal.idf.il QA Injection - Select From 6
94. 73. 150. 148 147. 237.77. 233 Tur key atal.idf.il QA Injection - Select From 6
177.185.192. 50 147.237.77. 74 Brazil lawidf.il SQ Injection - Select From 6
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
189. 254. 90. 133 147.237.77. 235 Mexi co svivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
185. 130. 5. 179 147.237.77. 235 svivaidf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 179 147.237.77.178 e. mat pash. i df .i | ET SCAN Potential SSH Scan 1
185. 130. 5. 179 147.237.0. 34 ti kshuv. i df.il ET SCAN Potential SSH Scan 1
91. 201. 236. 114 147.237.76. 44 Wrai ne e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
193. 105. 134. 220 147.237.72. 167 Sweden i shuri maka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
189. 254. 90. 133 147.237.77. 235 Mexi co svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 130. 5. 179 147.237.77.179 e.nazi.idf.il ET SCAN Potential SSH Scan 1
185. 130. 5. 179 147.237.72. 156 aman.idf.il ET SCAN Potential SSH Scan 1
93. 189. 26. 18 147.237.0. 15 Austria kosher -kravi .idf.il ET SCAN NMAP -sS wi ndow 1024 1
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|Top Attackers In FW |

At acker

Count ry

Target Address ‘ Ste

‘Signature

Sreaming Engine: TCP Invalid

Inval i d segnent retransnission.

107.77.70.118 [Lhited Sates |[147.237.77.176 |natpash.idf.il S dro 70
pas Ret ransm ssi on Packet dropped. P
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval id ACK nunber noni t or 19
Sreaning Engine: TGP Invalid i i ssi
109. 64. 107. 156 |1 srael 147.237.76. 200 |ei tan. aka. i of . i g =g nvalid segnent retransmssion. drop 18
Ret r ansni ssi on Packet dr opped.
. . . SYNPAXK retransmit with different )
192. 243. 55. 136 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence vi ndow scal e noni t or 18
192. 243. 55. 136 |Doni ni ca 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout rej ect 17
. . . SYNPAXK retransmit with different .
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 17
192. 243. 55. 138 |Coni ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINAK retransmt with different oo o0 |16
w ndow scal e
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 15
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence SINHAK retransmt w th different noni t or 14
w ndow scal e
192. 243. 55. 136 |Doni ni ca 147.237.77. 74 [lawidf.il drop First packet isn't SN drop 14
192. 243. 55. 137 |Domi ni ca 147.237.77.74 |lawidf.il SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 14
192. 243. 55. 135 |Coni ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SINHAK retransmt with different oo o f13
w ndow scal e
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 13
192. 243. 55. 133 [Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence SINHAK retransmt w th different noni t or 13
w ndow scal e
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il  |Bad TOP sequence SINHAK retransmt with different oo vor |13
w ndow scal e
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 13
192. 243. 55. 136 |Comi ni ca 147.237.77. 216 |dover.icf.il [Bad TCP sequence SIWAK retransmt with different | oonvor |13
w ndow scal e
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 13
192. 243. 55. 134 |Coni ni ca 147.237.77.74 |lawidf.il  [Bad TCP sequence SINHAK retransmt with different oo o f12
w ndow scal e
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
192. 243. 55. 131 [Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber moni t or 11
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 11
192. 243. 55. 138 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Invalid ACK nunber noni t or 11
L. . . SYNPAXK retransmit with different .
192. 243. 55. 138 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence wi ndow scal e noni t or 11
192. 243. 55. 136 |Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber aert 11
. . . SYNPAXK retransmit with different )
192. 243. 55. 135 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence vi ndow scal e noni t or 11
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 10
. . . SYNPAXK retransmit with different .
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence vi ndow scal e noni t or 10
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 10
192. 243. 55. 136 |Domi ni ca 147.237.77.216|dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 10
192. 243. 55. 138 |Domi ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 10
192. 243. 55. 131 |Dom ni ca 147.237.77.74 |lawidf.il dr op First packet isn't SYN drop 10
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.i1 [Bad TOP sequence SINHAK retransmt with different oo vor |10
w ndow scal e
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence SINHAK retransmt w th different noni t or 10
w ndow scal e
192. 243. 55. 138 |Dom ni ca 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 10
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 10
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout rej ect 9
192. 243. 55. 133 [Doni ni ca 147.237.77. 74 [lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 9
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 8
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 8
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 8
192. 243. 55. 131 |Domi ni ca 147.237.77.74 |lawidf.il SYN At ack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 137 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 8
Sreaning Engine: TGP Invalid i i ssi
66.249. 64. 119 |Wited Sates [147.237.76.86 |navy.idf.il 9 59 Invalid segent retransmssion. drop 8
Ret r ansm ssi on Packet dropped.
192. 243. 55. 135 |Domi ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 7
192. 243. 55. 137 |Dom ni ca 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
192. 243. 55. 135 [Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber moni t or 7
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber alert 7
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op Frst packet isn't SN drop 7
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
176.13.18.27 |[Israel 147.237.0.19 |madimatal . i df. i |Suspici ous Response Code B ock 49

66.249. 84. 166 |l srael 147.237.77.216|dover.i df .i | Distributed Uhaut hori zed URL Access on wawidf.il/error. htm Bl ock 4

66. 220. 145. 245 |Lhited Sates 147.237.77.216|dover. i df . il Distributed Lhaut hori zed URL Access on wawn idf.il/error. htm B ock 4

66. 249. 84. 165 |l srael 147.237.77.216|dover. i df . il D stributed Uhaut hori zed URL Access on wawn idf.il/error. htm B ock 3

66.249. 84. 167 |l srael 147.237.77.216|dover.i df .i | Distributed Waut hori zed URL Access on wwidf.il/error. htm Bl ock 3
. . Uhaut hori zed URL Access to

66.249. 64. 124 |Israel 147.237.76.86 |[navy.idf.il navy. i df .i |/ shar ed/ aj ax/ set val | erycont rol . asp Bl ock 1

. . S Uhtraceabl e Gnnection - Protocol violation

149. 88. 71. 234 |l srael 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . . Uhaut hori zed URL Access to

66.249.79. 248 |l st ael 147.237.0.34  [ti kshuv.idf il wan ti kshuv. i df.il/tenpl at es/ shared/ user cont r ol s/ navnenu/ Bl ock !

76.31.170.233 |Lhited Sates 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for www aka. i df .il/mai n/ hone/ def aul t. aspx |B ock 1

66. 249. 64. 137 [l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ B ock 1

89. 42. 78. 253 :;IJ:;\T?: of 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka. i df . il/1044-he/ i shuri maspx B ock 1
. . Uhaut hori zed URL Access to

66.249. 65. 112 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 2/ 2372. | pg Bl ock 1

192. 243. 55. 135 |Doni ni ca 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to waw | aw i df .il/228-he/faq. aspx B ock 1

114.55.25.14 |China 147.237.77.216|dover.i df . il Miltiple Ml formed URL from 114. 55. 25. 14 B ock 1

66.249. 74. 104 |l srael 147.237.77. 170 [maar achot . i df . i | [Mil ti pl e Unaut hori zed URL Access from 66.249. 74. 104 B ock 1

192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.i df . il Uhaut hori zed URL Access to waw i df . i/ newsite/english/0121- B ock 1

66. 220. 145. 246 |Lhited Sates 147.237.77.216|dover.i df . il Distributed Wauthorized URL Access on waw idf.il/error. htm Bl ock 1

131. 253. 25. 146 |Lhited Sates 147.237.77.216|dover. i df . il Distributed Uhaut hori zed URL Access on wawn i df.il/error. htm B ock 1

66. 249. 74. 106 |l srael 147.237.77. 170 |maar achot . i df . i | [Unaut hori zed URL Access to 147.237.77. 170/ pdf / fil es/ 5/ 107195. pdf B ock 1

Lo ; . Uhaut hori zed URL Access to wan i df.il/newsite/ novi es/ yassi n2. wiv
192. 243. 55. 138 |Dom ni ca 147.237.77.216|dover.idf . il http: / vew i of . i |/ nevsi t e/ novi es/ yassi 7. Bl ock 1
68.180.228. 112 |Lhited Sates 147.237.77. 216 |dover.idf.il Par anet er Type M ol ati on PageNumin waw i df . i|/1393-en/ dover . aspx B ock 1
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