03-11-2016-03:04:02 to 03-11-2016-04:04:02

@
1"PT SwNn [ )

Ov IDF Under Attack

www.gov.il Da.||y Report

|Top Targets |
1, 200§
1, 000+"
800+" M dover.idf.il
i Wiawidf.il
6007 B navy.idf.il
B tikshuv.idf.il
N”gber 400 B oakaidf.il
At acks .e.rradfmatal..ldf..
[ e.nobi | e-ks.idf.i
B nobile idf.il
e. hamaz.idf.il
B refuah.idf.il

Top Tar get

[Top Attackers |

M 167. 114. 156. 16
192. 243. 55. 129
I 192. 243.55. 134
192. 243.55. 131

N”Z,ber M 192. 243. 55. 135
Attacks M 192. 243. 55. 136

[ 192. 243.55. 133
W 192. 243.55. 137

192. 243. 55. 138
B 121. 55. 206. 224

Top Attackers



03-11-2016-03:04:02 to 03-11-2016-04:04:02

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
167.114. 156. 16 Canada 147.237.77. 216 dover.idf.il DOS- Tool - Swi t chbl adG dest - r eset 4000
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il Bl ock_Udp All _Nets drop 2

204. 42. 253. 2 Lhited Sates 147.237.8. 27 e.nadi matal .idf.il ock Np Al Net drop 2

204. 42. 253. 2 Lhited Sates 147. 237.76. 31 nakchal . i df i Block Np All Net drop 2

204. 42. 253. 2 Lhited Sates 147.237.8. 24 elifestyle.idf.il Bock Np Al _Net drop 2

71. 6. 158. 166 Lhited Sates 147. 237. 77. 227 e. hamaz. i df .il Block Np All Net drop 1

204. 42. 253. 2 Lhited Sates 147. 237.76. 30 hi nush. i df . i | Block Np All Net drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
80. 246. 133. 26 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 2
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il C1000071: HTTP:. User Agent Sogou-+web+spi der B ock 1
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP:. User Agent Sogou+web+spi der B ock 1
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|Top Attackers In ID|

At acker .
Attacker Address |Target Address ount ry Signature
195. 34. 150. 18  |147.237. 77. 216 |Austria dover.idf.il Tehila - Perl LWP with fake user agent 4
. . |ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
201. 150. 245. 205|147. 237. 8. 14  |Mexi co e.orchot.idf.il

Potential Scan or Brute Force

159. 122. 220. 109

147.237. 76. 176 |Net her | ands

test.ncore.idf.i

ET SCAN Potential SSH Scan

218.246.0.97

147.237.0. 34

Chi na

tikshuv.idf.il

ET SCAN NVAP -sS w ndow 1024

91. 201. 236. 113

147.237.72. 14

krai ne

dover.idf.il (ol g

ET SCAN NVAP -sS w ndow 1024

Rl -
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|Top Attackers In FW |

At acker

Devi ce

ountry Target Address ‘Ste ‘Slgnature Action ‘Count
121. 55. 206. 224 |Guam 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 18
L . . SYNHAXK retransmit with different .
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence i nddow scal e noni t or 16
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf i1 |Bad TCP sequence SINAXK retransmt with different —opnitor |15
w ndow scal e
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 15
192. 243. 55. 136 |Coni ni ca 147.237.77. 216 |dover.idf . i1 |Bad TOP sequence SIHAK retransmt wih different oo 14
w ndow scal e
190. 219. 88. 164 |Panarma 147.237.77. 216 |dover.idf.i1 |SYN At t ack SYN -> SYN-ACK -> RST rej ect 13
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 11
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf i1 |Bad TCP sequence SINAK retransmt with different —opnitor |11
w ndow scal e
. . . SYNHAXK retransmit with different .
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il [Bad TCP sequence i nddow scal e noni t or 11
Sreanming Engine: TCP Invalid i i ssi
66.249.64. 119 |Lhited Sates |147.237.76.86 [navy.idf.il 9 =g nvalid segnent retransnission. Packet | ) 10
Ret ransmi ssi on dr opped.
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 10
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 10
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf il |Bad TCP sequence Invalid ACK nunber noni t or 9
Sreaning Engine: TCP Invalid i i ssi
31.172. 191. 135 |Pol and 147.237.0.34  |tikshuv.idf. i 9 =9 Invalid segnent retransmssion. Facket |, 9
Ret r ansni ssi on dr opped.
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |[Bad TCP sequence Invalid ACK nunber aert 9
L . . SYNPAXK retransnmit with different .
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Vi ndow scal e noni t or 8
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 8
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or 8
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber noni t or 8
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover. i of .i1 [Bad TCP sequence SINAK retransmt with different —foniior s
w ndow scal e
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il [dr op First packet isn't SYN drop 8
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence SIAXK retransmt with different — opniior |
w ndow scal e
192. 243. 55. 131 |Doni ni ca 147.237.77.74 [lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 7
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TOP sequence SINAK retransmt with different oo |7
w ndow scal e
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 7
192. 243. 55. 133 |Doni ni ca 147.237.77. 216 |dover.idf i1 |Bad TCP sequence SIAXK retransmt with different — opniior |
W ndow scal e
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
192. 243. 55. 135 |Doni ni ca 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6
192. 243. 55. 129 |Dom ni ca 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 6
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence noni t or 6
192. 243. 55. 136 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout rej ect 6
192. 243. 55. 131 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout rej ect 6
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti meout rej ect 6
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover. i of .i1 [Bad TCP sequence SINAK retransmt with different —foniior 6
w ndow scal e
192. 243. 55. 129 |Doni ni ca 147.237.77.74 |lawidf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout rej ect
192. 243. 55. 131 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber aert
L . . SYNPAXK retransmit with different .
192. 243. 55. 138 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence Vi ndow scal e noni t or 5
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber aert
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti neout rej ect
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 137 |Coni ni ca 147.237.77.74 |lawidf.il |Bad TOP sequence SINAK retransmt with different oo s
w ndow scal e
192. 243. 55. 137 |Doni ni ca 147.237.77. 216 |dover.idf.i1 |SYN At t ack SYN - > SYN-ACK -> Ti meout rej ect
192. 243. 55, 135 |Domi ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber noni t or
192. 243. 55. 134 |Doni ni ca 147.237.77. 216 |dover.idf i1 |Bad TCP sequence SIWAXK retransmt with different — opniior s
W ndow scal e
192. 243. 55. 134 |Doni ni ca 147.237.77.74 |lawidf.il |Bad TCP sequence Invalid ACK nunber aert
192. 243. 55. 135 |Doni ni ca 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or
192. 243. 55. 133 |Doni ni ca 147.237.77.74 |lawidf.il |drop First packet isn't SN drop 4
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
45.56.118. 118 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut horized URL Access from 45.56.118. 118 B ock 5
. . Par anet er Type M ol ati on PageNumin
129.184.84.40 |France 147.237.77. 216 |dover.idf . il v i df i 1/ 1283- en/ dover . aspx Bl ock 5
157.55.39.65 |Lhited Sates 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to v idf.il/tenpl ates/article/watch |B ock
66. 249. 83. 155 |l srael 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed URL Access on waidf.il/error.htm  |B ock
. . Unaut hori zed URL Access to
66.249.64.56 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 9/ 2349, | pg Bl ock 1
192. 243. 55. 133 |Doni ni ca 147.237.77.216|dover.i df .i | Lhaut hori zed URL Access to v idf.il/atal Bl ock 1
92.98.236.92 |Jted Arab 147.237.77. 216 |dover. i df . i | PHP ALt enpt B ock 1
Emrates
- kosher - kravi . i df i
66. 249. 65. 232 |Israel 147.237.0.16 |1V KOSher-kravi.idf Junaut hori zed URL Access to B ock 1
il ww ny- kosher-kravi .idf.il/robots.txt
. . Paraneter Type Molation f in
45.62.204. 218 147.237.77.216|dover.i df .i | v i df i | /tenpl at es/ sendt of i end/ sendt of ri end. aspx B ock 1
Unhaut hori zed URL Access to
178. 255. 215. 87 |France 147.237.77. 216 |dover.i df .i | wwy. i df . i |/tenpl at es/ sendt of ri end/ mmmmmm=d5078a47nmmm |B ock 1
mmmm d5078a47
66.249. 83. 161 |[lIsrael 147.237.77.216|dover. i df .i | D stributed Lhauthori zed URL Access on waw i df.il/error.htm  [Bl ock 1
66. 249. 64. 113 |lIsrael 147.237.77.74 |lawidf.il Unaut hori zed URL Access to 147.237.77. 74/ robots. t xt Bl ock 1
92.98. 236. 92 gﬂ::;de: ab 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wwvidf.il/xnirpc. php B ock 1
66. 249. 66. 19 I srael 147.237.76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to waw chi nuch. aka.idf.il/404. htm Bl ock 1
. . Paraneter Type Molation| in
45.62.204. 218 147.237.77.216|dover.i df .i | vow i df i |/t enpl at es/ sendt of i end/ sendt of ri end. aspx Bl ock 1
189. 214.8.190 |Mexi co 147.237.77.216|dover. i df .i | SSL Untraceabl e Gonnection - Cpen Mde None 1
66.249. 83. 161 |l srael 147.237.77. 216 |dover.i df .i | Lhaut hori zed URL Access to v idf.il/error. htm B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 131 |[lIsrael 147.237.72. 166 |aka. i df . i | 147. 237. 72, 166/ mai 1/ gi yus/ gener al . aspx Bl ock 1
66. 249. 74. 104 |l srael 147.237.77. 170 |n@ar achot . i df . i | Mil tipl e Uhauthorized URL Access from 66.249. 74. 104 B ock 1
46. 18. 16. 47 z'cf;i'géa” Territoryli47. 237. 77. 216 |dover . i df . i | Unaut hor i zed URL Access to 147.237.77. 216/ Bl ock 1
190. 171.56. 48 |Qosta R ca 147.237.0.34 |tikshuv.idf.il Paraneter Type Molation catld in wwtikshuv.idf.il/site/faq. aspx|B ock 1
] . . Paranet er Type M ol ati on PageNumin
68.180.228. 112 [Lhited Sates 147.237.77.216|dover. i df .i | v i df i 1/ 1824- he/ dover . aspx B ock 1
66. 249. 64. 190 |l srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 66. 249. 64. 190 B ock 1
. . Unaut hori zed URL Access to
129. 184. 84. 40 |France 147.237.77. 216 |dover.idf .i | v i df i |/t enpl at es/ shar ed/ user cont ol s/ header upper/ Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 74. 106 |l srael 147.237.77. 170 |maar achot . i df . i | 147. 237, 77, 170/ pef /11 es/ 5/ 110675, pdf Bl ock 1
. . Unaut hori zed URL Access to
66.249.64.51 |[lIsrael 147.237.76.42 |refuah.idf.il 147 237.76. 42/ si p. st or agel fi | es/ 9/ 2359, | pg Bl ock 1
192. 243. 55. 129 |Doni ni ca 147.237.77. 216 |dover.idf . il Unaut hori zed LRL Access to waw i df.il/irag/ english/info.asp B ock 1
. . URL is Above Root Drectory
77.247.181. 162 |Net her | ands 147.237.77. 216 |dover. i df . il wwei o i1/ ./ shared/cli entscri pts/j query/j query-1 4.2.min. | s Bl ock 1
. . Unaut hori zed URL Access to
66.249. 65. 181 |l srael 147.237.77.233atal .idf . il 147. 237.77. 233/ 1133- hel at al . aspx Bl ock 1
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