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03-11-2016-02:04:09 to 03-11-2016-03:04:09

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
167. 114. 156. 16 Canada 147.237.77.216 dover.idf.il DC5- Tool - Swi t chbl adG dest - r eset 3061

82. 145. 223. 60 Eur ope 147.237.77. 216 dover.idf.il Bl ock | p VWb In drop 5

81.218. 65. 210 | srael 147.237.77. 216 dover.idf.il B ock Wp Al Nets drop 3

204. 42. 253. 2 Lhited Sates 147.237.72. 14 dover.idf.il(old) |Block Np Al Net drop 2

0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 2

204. 42. 253. 2 Lhited Sates 147.237.8. 14 e.orchot.idf.il B ock Np Al Net drop 2
54.72.182.187 Irel and 147.237.77. 216 dover.idf.il ock Wp Al _Nets drop 1




03-11-2016-02:04:09 to 03-11-2016-03:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site ‘Sgnature Devi ce Action |Count
46. 4. 87. 105 Ger many 147.237.77.216 |dover.idf.il |ClL000074: HITP. najestic bot B ock 2
46. 4. 87.105 Ger many 147.237.72.166 |aka.idf.il C1000074: HITP. naj estic bot B ock 2
106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il C1000071: HTTP. User Agent Sogou+web-+spi der Bl ock 1
51. 255. 65. 38 Lnited Ki ngdom 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1
106.120.173.102  |China 147.237.76. 42 refuah.idf.il |CL000071: HTTP:. User Agent Sogou+web+spi der B ock 1
37.187.94. 117 France 147.237.77.74 lawidf.il C1000146: HTTP. AnrefBot craw er B ock 1
51. 255. 65. 39 Lnited Ki ngdom 147.237.77. 74 lawidf.il Cl000146: HITP. AnrefBot craw er B ock 1
123. 126. 113. 80 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1
37.187.95. 114 France 147.237.77.74 lawidf.il C1000146: HTTP. AnrefBot craw er B ock 1
66. 249. 79. 234 I srael 147.237.0. 34 ti kshuv.idf.il |Cl1000138: HITP. prefix 1.01 in the URL B ock 1
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der B ock 1




03-11-2016-02:04:09 to 03-11-2016-03:04:09

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry |Ste |Signature |Count |
195. 34. 150. 18 147.237.77. 216 Austria dover.idf.il Tehila - Perl LW with fake user agent 4
184. 80. 10. 136 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
178. 63. 11. 208 147.237.8. 27 Ger many e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
93.113.125. 12 147. 237.77. 234 Romani a hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
211.72.104. 135 147.237.0. 33 Tai wan idf.il ET SCAN NVAP -sS w ndow 3072 1
184. 80. 10. 136 147.237.0. 34 Lhited Sates tikshuv. i df.il ET SCAN NMAP -sS wi ndow 3072 1
184. 80. 10. 136 147.237.0. 34 Lhited Sates tikshuv.idf.il ET SCAN NVAP -f -sS 1
159. 122. 220. 109 147.237.77. 216 Net her | ands dover.idf.il ET SCAN Potential SSH Scan 1
211.72.104. 135 147.237.0. 33 Tai wan idf.il ET SCAN NMAP -sS wi ndow 4096 1




03-11-2016-02:04:09 to 03-11-2016-03:04:09

|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
85. 64. 37. 209 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 97
185. 3. 144. 14 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber moni tor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
84.111. 103. 163 |l srael 147.237.72. 166 |aka. i df . i SYN Att ack SYN -> SYN-ACK -> RST rej ect
Sreamng Engine: TCP Invalid i i ssi
70.193.143. 106 |lhited Sates |147. 237. 72. 166 |aka i of il 9 =g Invalid segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.
Sreaning Engine: TQP Invalid i i Ssi
70.214.77.235 |wited Sates [147.237.77. 216 |dover.idf. il g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
85.64.37.209  |Israel 147. 237. 77. 226 ;’“’“’“Cha"atz' aka.td-1 g o First packet ism't SWN drop 3
Sreaning Engine: TQP Invalid i i Ssi
79.177.120. 149 |israel 147.237. 72. 166 |aka. i df . i g =g Invalid segnent retransmssion. | 3
Ret r ansm ssi on Packet dropped.
167. 114. 156. 16 |Canada 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST rej ect 3
Sreaning Engine: TGP Invalid i i ssi
66.249.69.30  |Wnited Sates |147.237.77. 243 [nobile.idf.il 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
109. 201. 154. 151 |Net her | ands 147.237.77. 170 |maar achot . i of . i | SYN Att ack SYN -> SYN-ACK -> Tineout |reject 3
. o SYNtACXK retransmt wth .
192. 243.55. 129 |Doni ni ca 147.237.77. 216 |dover. i df .i | Bad TCP sequence gifferent w ndow scal e monitor |2
195. 154. 200. 115|France 147.237.8.28 |e.nobil e-ks.idf.il Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 2
enf or cenent
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Tineout |[reject 2
Sreaning Engine: TQP Invalid i i Ssi
66.249.64.190 |Wnited Sates |147.237.72. 166 |aka i df . il g =g Invalid segnent retransmssion. | 2
Ret r ansm ssi on Packet dropped.
- . . SYNtACK retransmt wth .
192. 243.55. 129 |Doni ni ca 147.237.77.74 |lawidf.il Bad TCP sequence different vi ndow scal e moni tor |2
82.196.9.182  |Netherlands  |147.237.0.200 |mu.idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
149.50.20.151 |Uited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
41.189.51.170 |Gte Divoire [147.237.77.216 |dover.idf.il Header Rgj ection Pzggitrej ection pattern found inf o yyor
141.212.122.95 |lhited Sates |147.237.77. 121 |e. navy.idf. il Geo-1 ocation enf or cenent Ceo-| ocati on i nbound drop 1
enf or cenent
141.212.122.84 |Wited Sates [147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
195.62.53. 168 |SSian 147. 237. 76. 197 |e. hinush. i df . | Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
Federati on enf or cenent
85. 65. 24. 51 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber nonitor |1
68.106. 23.213 |Whited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1
141.212.122. 139|Uhited Sates [147.237.0.35 |akavs.idf.il drop drop 1
141.212.122.87 |Wited Sates |147.237.0.17 ;"I”Iy kosher-kravi. 1d |y at t ack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 210. 105! srael 147.237.72. 166 |aka. i df i Bad TCP sequence Inval i d ACK nunber aert 1
159. 226.95.66  |hi na 147. 237.76. 198 |e. yohal an. i df .1 Geo- | ocati on enf or cenent Geo-I ocat i on i nbound dr op 1
enf or cenent
61.183.118. 252 [China 147. 237. 77. 216 |dover.idf .i SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
141.212.122. 129Whited Sates  |147.237.76. 201 |e. atal .idf. il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
141.212.122.85 |Wited Sates [147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
85. 130. 240. 173 |l srael 147.237.0.15 |kosher-kravi.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
192. 0. 86. 147 Lhited Sates |[147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST rej ect 1
141.212.122. 140|Wited Sates [147.237.0.35 |akavs.idf.il drop drop 1
2.54.36.241 I srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST rej ect 1
141.212.122.87 |Wited Sates |147. 237.77. 226 ;’“’“’“Cha"atz' aka.1df- 1 |oyN At t ack SYN -> SYN-ACK -> RST rej ect 1
109. 253. 210. 105/l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber monitor |1
195. 60. 232. 57  |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
167.88.15.197 |lWhited States  [147. 237. 77. 216 |dover. i df .i| Header Rgj ection ?ZZﬂitre‘ ection pattern found inf oo g
61.183. 118. 252 |China 147. 237. 7. 216 |dover. i df .i Bad TCP sequence SYNHACK retransmt with monitor |1
different w ndow scal e
141.212.122. 130|Uited Sates  |147.237.76. 201 |e.atal i df . il Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
141.212.122.85 |[Uhited Sates |147.237.76.176|test.ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST rej ect 1
203.127.96. 221 |9 ngapore 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
104. 236. 184. 83 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> Tineout |reject 1
141.212. 122. 218|Wnited Sates  [147.237.76. 197 |e. hinush.idf .1 Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
Anonynous . . . .
8.37.227.69 Pr oxy 147. 237.77. 216 |dover.idf .il Bl ock HTTP Non Conpl i ant Response out of state noni t or 1
141.212.122.88 |wited Sates [147.237.77. 226 ;””N chamatz. aka. 1df- 1 oy At t ack SYN -> SYN-ACK -> RST rej ect 1
123.126.113.80 |China 147. 237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |[reject 1
195.62.53. 168  |SSian 147.237.8.24 |elifestyleidf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
Federati on enf or cenent
167.114. 156. 16 |Canada 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
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|Top Attackers In V\AF|

Devi ce

Attacker Address |Attacker Qountry|Target Address |Site Sgnature Acti on ‘Count

46. 254. 21. 136 RJSIS:;”i o 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut hori zed URL Access from 46.254. 21. 136 B ock 3

109. 201. 137. 165|Uni ted Ki ngdom |147.237.77.74 [lawidf.il PHP At t enpt B ock 3

109. 201. 137. 165|Uni t ed Ki ngdom |147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw | aw i df.il/xmrpc. php B ock 3

66. 102. 8. 243 Lhited Sates 147.237.77.216|dover. i df . i | Dstributed Whaut hori zed URL Access on wawidf.il/error.htm B ock 1

185. 25. 148. 240 |Pol and 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed LRL Access to testpl. pivo. pil a. pl/test proxy. php B ock 1
. . Unaut hori zed URL Access to

66.249. 74. 104 |l srael 147.237.77. 170 [maar achot . i df . i | 147.237. 77, 1700 pdf /1 1 es/ 4/ 112334, pdf B ock 1

45, 56.118. 118 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to aka.idf.il/wp-admn/ B ock 1
Russi an - . Paraneter Type Molation | in

81.1.166.19 Federation 147.237.77. 216 [dover . i df . i | wn i df . il /tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bt ock !
. . Unhaut hori zed URL Access to

66.249. 64. 131 |Israel 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ mai 1/ g yus/ gener al . aspx Bl ock 1
- . Unaut hori zed URL Access to

2.54.16. 125 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
. . Unhaut hori zed URL Access to

66.249. 74.108 |Israel 147.237.77. 170 |maar achot . i df . i | 147. 237, 7. 1700 peff /111 es/ 7/ 106847. pc Bl ock 1

mobi | e.neitav.idf.i _

94.185.83.100 |Sweden 147.237.76. 39 | Unaut hori zed URL Access to testp4d. pospr.waw pl /test proxy. php B ock 1

66.249. 64. 153 [l srael 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw rmag. i df . i|/993/ pat zar . aspx B ock 1

5.102.230.140 [Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to wawidf.il/https:/vwnidf.il/ B ock 1

79.178.163. 239 |[Israel 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock 1

52.30.171.229 |[wnited Sates 147.237.72.167|i shuri maka. i df . i| |Unauthorized URL Access to / Bl ock 1

66.249.64.190 |[Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/val tam B ock 1

31.172.191. 135 |Pol and 147.237.76.86 |navy.idf.il thaut hori zed URL Access to Bl ock 1

navy.idf.il/giyus/forunasp/ showf or um asp

79.178. 163. 239 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/xmrpc. php B ock 1

66. 102. 8. 233 Lhited Sates 147.237.77. 216 |dover.i df . i | Unhaut hori zed URL Access to wawnidf.il/error. htm B ock 1

66. 249. 65.224 |l srael 147.237.77.216|dover.i df .i | Distributed Uhaut hori zed URL Access on wawidf.il/error.htm Bl ock 1

37.26.148.194 |[Israel 147.237.77. 216 |dover.i df .i | Untraceabl e SSL Sessions: (pen Mde None 1
Russi an - . Paraneter Type Molation f in

81.1.166.19 Federation 147.237.77. 216 [dover . i df . i | w i df . il /tenpl at es/ sendt of ri end/ sendt of ri end. aspx Bt ock !
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